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ABSTRACT

The European Defence sector meets countless of challenges at the confluence of climate change and hybrid
threats, which pose significant risks to critical energy infrastructure (CEI). This -paper aims to dissect these
complex challenges and devise strategies to boost resilience within the European Defence sector though review
process based on PRISMA statement using specific inclusion and exclusion criteria. By analyzing the interaction
between climate-related risks, hybrid threat tactics, and vulnerabilities in energy security, this review paper
seeks to shed light on effective policy frameworks, technological innovations, and capacity-building initiatives.
In addition, paper aim to provide actionable insights that can enable policymakers, defence practitioners and
stakeholders to navigate the evolving security landscape effectively. Ultimately, the manuscript strives to
contribute to a deeper understanding of the intricate dynamics shaping energy security and defence in Europe,
offering practical solutions to enhance resilience and mitigate the impact of emerging threats on CEIL It highlights
climate change and hybrid threat impacts, offering insights for policymakers, stakeholders related with the
defence sector, including Ministry of Defence as well as the entire energy sector. The paper seeks to prompt
action for CEIl, ensuring operational readiness and security in the European Defence sector as well as the results
will be helpful for policy makers and relevant defence stakeholders to boost the sector to mitigate climate
challenges

1. Introduction

population, along with industrialization for economic advancement,
drives a growing demand for energy, underscoring the necessity of

Nations and organizations including defence sector face an energy
trilemma, which combines concern for energy economics and afford-
ability with a desire for environmental protection and assured energy
security [1]. Energy reflections have long been important to mission
delivery of armed forces universal. These include operations in theater
of conflict, for land, air as well as water transport including for in-
stallations and forward operating locations. The increasing global
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diversifying energy sources. Energy’s significance can be understood
through various aspects, encompassing the provision of basic neces-
sities, fostering economic growth improving health and well-being by
reducing exposure to indoor air pollution and addressing climate change
by mitigating greenhouse gas emissions (GHGs) [2]. Consequently, en-
ergy should be recognized as a fundamental human right, inclusive of
access to a safe, healthy environment, adequate housing, and
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information accessibility [3]. Moreover, the energy union strategy
(COM/2015/080) published on 25 February 2015, as a key priority of
the Juncker Commission (2014-2019), aims at building an energy union
that gives EU consumers (households and businesses) secure,sustain-
able, competitive and affordable energy. Through the proposed strategy
the EU intend for energy security, internal free energy market, energy
efficiency, adoption of Paris agreement towards decarbonization sup-
porting clean energy and low carbon economy.

The scientific consensus on climate change has urged increased
attention and action at various levels, from political spheres to organi-
zational strategies and public awareness. International agreements like
the Paris Agreement underscore the global commitment to addressing
climate change, further reinforced by recent agreements such as those
reached at the Glasgow summit. The Paris Agreement (COP21) from
2015 sets the ambition and this was confirmed at the latest Glasgow
summit. The ambitions for renewable energy and the target of a carbon-
neutral society are part of the context we must understand [4]. This will
impact our societies in many ways and specifically the move away from
fossil fuels and the significant electrification of our society, where the
power sources mainly will be renewables (wind, solar, biomass) and to a
great extent offshore renewable in the form of offshore wind. The EU’s
revised renewable energy directive reflects this commitment, raising the
binding renewable energy target for 2023 to at least 42.5 % [5]. The
Paris Agreement by the United Nations [6] emphasizes the pressing
necessity for swift decarbonization to address climate change’s harmful
impacts and the important shifts required in global energy systems.
Sustainable Development Goal (SDG) 7 of its sustainable development
agenda emphasizes affordable and clean energy as crucial for advancing
agriculture, business, communication, education, healthcare, and
transportation [7,8]. The long-term unsustainability of fossil fuels is
compounded by security concerns and price instability related to
geopolitical conflicts due to the fact that EU member states have
different defence priorities, budgets and military-industrial complexes
and harmonizing energy concepts would require to align these diverse
national interests [4].

Policies aim to reduce the discharge of hazardous substances, limit
water and soil contamination and promote responsible waste manage-
ment practices within the defence sector [4]. Relentless waves of
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cyber-attacks, challenges from climate change and the COVID-19
pandemic have underscored the urgent need for the EU to enhance its
energy security and autonomy [5]. For instance, the Europe energy se-
curity can me supported through diversification of energy sources,
improved and increase the investments in renewable sources and
through the improvement of the energy infrastructure. In addition,
advancing hydrogen technology, accelerating offshore wind projects
and promoting energy efficiency will further enhance resilience. The EU
supports diverse and often cross-border energy infrastructure projects
that produce, store and distribute energy efficiently. This support con-
tributes to a more integrated energy system, which is essential to achieve
the energy policy and climate objectives [9,10]. In addition to inter-
connecting the energy infrastructure and further integrate renewables
and clean technologies into the EU energy system, these projects help to
reduce the EU’s dependence on third-country energy imports [11].
Moreover, considering that the defence sector has too many buildings
especially for administrative purpose, those buildings require energy
that will cover lighting, colling and heating. Defence sector demands for
energy security. Taking this into consideration the decarbonization of
the defence building sectors may achieved through PV panes and the use
of batteries for energy storage and saving [4].

The energy sector is responsible for >75 % of the EU’s GHGs.
Simultaneously, the European Green Deal (EGD) serves as a blueprint for
tackling climate and environmental issues, aiming to transition the EU
into a modern, resource-efficient, and competitive economy, ultimately
positioning it as the world’s first climate-neutral continent by 2050
(Fig. 1) [12,13]. To achieve this goal, the 'Fit for 55' package targets a
reduction in net GHGs by at least 55 % by 2030, compared to 1990 levels
[14]. Reinforcing the EGD, REPowerEU emerged as the EU’s response to
the global energy market disruption following Russia’s invasion of
Ukraine in February 2022. REPowerEU focuses on swiftly reducing
reliance on Russian fossil fuels by diversifying energy supplies,
enhancing energy efficiency for consumers, and expanding renewable
energy production [15].

The urgent push of the EU towards monitoring and transitioning
energy infrastructure into more sustainable pathways constitutes a
complex network of systems and facilities that enable the production,
transmission, distribution as well as consumption of energy across the
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Fig. 1. European green deal action plan (Figure developed by the authors).
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continent [16]. The infrastructures encompass numerous components,
including but not limited to electricity grids, gas pipelines, renewable
energy installations, nuclear power plants, oil refineries and district
heating systems [17]. Investments in interconnectors, smart grids and
digitalization are facilitating the integration of renewables, improving
grid reliability and enabling real-time monitoring and optimization of
energy flows [18-20]. Additionally, EU’s energy infrastructure is
evolving to accommodate decentralized generation, energy storage
technologies and the electrification of transport [21-23].

Although, when it comes to the defence sector, the research and
development regarding energy storage and security as well as critical
energy infrastructure (CEI) seems necessary and vital. The evolving EU
security landscape is characterized by heightened competition and
multipolarity, accompanied by emerging national threats and a shift
towards safeguarding critical infrastructure, including offshore renew-
able installations and cross-border energy interconnectors [5]. This
complex security environment blurs the lines between peace and con-
flict, giving rise to the "grey zone" condition, where distinguishing be-
tween hostile acts and disruptive events becomes increasingly
challenging. In this context, both traditional threats from nation-states
and non-state actors, including terrorism and organized crime,
contribute to the multifaceted risk landscape [5,16]. According to the
European Defence Agency (EDA) [24], the energy consumption of the
European defence sector ranks among the highest in the EU, similar to
the energy usage of a minor EU Member State.

The defence sector’s substantial use of fossil fuels and natural re-
sources results in a significant carbon footprint [25]. The defence sector
caused several impacts on climate change such as GHGs from military
operations, energy intensive infrastructure, soil degradation, defores-
tation, pollution etc., both directly and indirectly, including carbon
emissions from military operations and resource-intensive activities,
such as training exercises and transportation [26]. Additionally, land
use changes resulting from military installations and operations, as well
as deforestation and land degradation in conflict zones, contribute to
environmental degradation and biodiversity loss, exacerbating climate
change effects. Furthermore, the sector’s activities can lead to envi-
ronmental pollution, releasing hazardous substances into soil, water,
and air, which can have long-term consequences for ecosystems and
human health. In addition, the defence sector contribute to GHGs,
pollution from military aircrafts, vehicles as well as, radioactive, toxic
and biological wastes. While the direct contribution of the defence
sector to climate change may be relatively small compared to other
sectors, its indirect impacts underscore the importance of promoting
sustainable practices and reducing environmental footprint to mitigate
climate change and foster global sustainability [27].

The aim of this paper is to provide a comprehensive assessment of the
challenges facing CEI within the European Defence sector. Through an
in-depth analysis, the paper aims to offer insights into the vulnerabil-
ities, risks and complexities associated with the energy infrastructure
that supports defence operations in the EU. By highlighting the inter-
section of climate change impacts, hybrid threats and energy security
concerns, the paper seeks to inform policymakers, defence practitioners
and stakeholders about the urgent need for enhancing resilience and
fortifying CEI against emerging threats. Finally, the paper aims to
stimulate discourse and prompt action towards developing effective
strategies, policies and innovations to safeguard the energy infrastruc-
ture essential for the operational readiness and security of the European
Defence sector.

2. Materials and methods

To ensure the acquisition of relevant references, the research
employed the PRISMA statement for preferred reporting items for sys-
tematic reviews and meta-analysis, designed for systematic reviews and
meta-analyses. This protocol comprises 27 distinct pathways, guiding
various stages of the review process, including defining eligibility
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criteria, identifying information sources, devising search strategies,
conducting selection procedures, and analyzing results and data [28,
29]. In adherence to the inclusion criteria, articles meeting the following
specifications were considered: (i) written in English, (ii) published
between 2010 and 2024, (iii) pertaining to the defence sector and energy
infrastructure, and (iv) in accordance with the chosen keywords. Addi-
tionally, reports such as statistical reports, legislation, strategies and
directives were included regardless of publication date to provide a
comprehensive overview of the defence sector and CEI. Exclusion
criteria encompassed: (i) technical reports, (ii) irrelevant data, and (iii)
materials not meeting the inclusion criteria.

The chosen keywords for the search were: *X* AND *Energy* AND/
OR *Energy infrastructure*, *X* AND *Environment*, where X was
*Military* OR *Defence* OR *Army*. Each combination was applied
individually to gather articles, which were then screened for duplicates
using automation tools such as Mendeley. Following duplicate removal,
the remaining articles were assessed for eligibility based on the inclusion
and exclusion criteria. Articles deemed out of scope were excluded at
this stage. Utilizing the SCOPUS database, from a total of 1050 records
gathered, 79 records were included in this communication, comprising
62 articles and 11 reports (Fig. 2).

The references cited in Fig. 2 denote search engines utilized to gather
additional data, primarily statistical information, from reputable sour-
ces such as Statista, Eurostat, OECD, the World Bank, and the European
Commission, and were incorporated as necessary.

To create a map based on bibliographic data we used the VOS viewer
software version 1.6.20 [30]. 125 keywords were found from the 114
papers for the review process regarding defence sector (including mili-
tary or army) and energy infrastructure, and were used. As minimum
number of occurrences (the occurrences attribute indicates the number
of documents in which a keyword occurs at least for 1 time) of a keyword
equal with 1. For each of the 203 keywords, the total strength of the
co-occurrence links with other keywords were calculated and the
number of keywords that were selected was 136 (as were the keywords
with the greatest total link strength). Tow maps were created. The
visualization methods of “keywords network™ and “keywords density”
depict keyword relationships and their prominence differently. In the
“keywords network” visualization, the size of both the label and circle
representing each item is dictated by the item’s weight. Keywords with
higher weights are depicted with larger labels and circles, emphasizing
their importance. Meanwhile, in the “keywords density” visualization,
keywords are depicted similarly to the network visualization, with labels
indicating their presence. Additionally, each point on the visualization
carries a color representing the density of items in that area. By default,
colors transition from blue to green to yellow. Points surrounded by a
greater number of keywords, each carrying higher weights, tend to-
wards a yellow hue, indicating higher density. Conversely, points with
fewer nearby keywords, or those with lower weights, lean towards a
blue color, denoting lower density

3. Results and discussion

To provide a comprehensive overview of previous studies in our
research area, a visual analysis of the findings was conducted using
keyword co-occurrence techniques. Specifically, VOSviewer software
was employed to generate a visual synthesis of existing research,
enabling the identification of key thematic clusters, conceptual linkages,
and patterns of researcher interests. This approach not only highlights
the most frequently recurring terms within the literature but also reveals
how these keywords are interconnected, offering additional information
into the structure and evolution of research on the research area. Fig. 3a
presents the keywords network visualization wile Fig. 2b the keywords
density visualization. It’s obvious that defence sector is strongly con-
nected and hyperconnected with many research topics such as but not
limited to critical infrastructures, energy efficiency, energy infrastruc-
ture, security systems, civil defence and many others. Moreover, the
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Fig. 2. PRISMA statement for the recruitment of adequate references (Figure developed by the authors).

countries research contribution from the PRISMA statement (from the
2005-2025) was: USA to be the leading country with 35 orientations
followed by India with 21, China with 17, South Korea with and UK with
8, Australia with 6, Ukraine and Saudi Artabia with 5, Poland, Norway,
France and Canada with 4 while Spain, Italy are presented with 3.

The decentralization of energy infrastructure, particularly with the
explosion of offshore wind farms and interconnectors, presents new
challenges and demands innovative approaches to planning, doctrine
and tactics [31,32]. Offshore renewables, including wind farms and
energy islands, are poised to become critical infrastructure, imposing
robust protection strategies and coexistence frameworks to mitigate
security risks effectively [32]. To reach EU’s energy and climate ob-
jectives, the EU needs to increase the share of renewable energy used.
Renewable energy sources (RES) play an essential role in diversification
efforts and fostering sustainable development, with EU nations holding
considerable potential to expand their energy mix through greater
integration of RES [33]. Moreover, strengthening EU’s energy security
enhances willingness for political, economic and environmental adver-
sities [34,35]. Initiatives aimed at securing energy supplies, avoidance
disruptions and protecting critical infrastructure play a crucial role in

achieving this objective. Additionally, enhancing energy security pro-
motes the adoption of renewable energy and energy-efficient technolo-
gies, facilitating access to cleaner and more cost-effective energy for
consumers while combating energy poverty [36].

From the references recruited using the PRISMA statement, three (3)
of them stood out regarding the Defence sector. First, the report pub-
lished by the EDA and the European Commission titled: “Fortifying
Defence: Strengthening critical energy infrastructure against Hybrid threats”
highlights the concerning rise in hybrid threats within the EU, which
exploit vulnerabilities in CEI [16]. The primary objective of the study
was to strengthen defence energy resilience by proposing a compre-
hensive set of measures at both EU and national levels. These measures
aim to assess and mitigate vulnerabilities, streamline policies and pro-
cedures and leverage advanced technologies and capabilities to effec-
tively counter hybrid threats in a holistic manner. Additionally, the
study provides recommendations for promoting civil-military collabo-
ration, raising awareness, sharing best practices and fostering synergies
for joint projects to ensure defence energy resilience. As emphasized by
EU Member States in the EU’s Strategic Compass for security and
defence, these efforts will enhance solidarity and mutual assistance
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among member nations. These threats encompass persistent cyber-
attacks targeting crucial entities and escalating challenges stemming
from the impacts of climate change and the COVID-19 pandemic. Within
the framework of the Consultation Forum for Sustainable Energy in the

Defence and Security Sector (CF SEDSS III), the EDA and the European
Commission Joint Research Centre conducted an extensive study on
enhancing the resilience of defence-related CEI in response to hybrid
threats. This groundbreaking study identified potential stakeholders
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capable of undermining EU interests and described various hybrid
strategies they may engaged to target critical entities and exploit
weaknesses.

The second report by the European Commission Directorate-General
Joint Research Centre and the EDA titled: “Impacts of climate change on
defence-related critical energy infrastructure” [5] highlights several key
findings and gaps, including insufficient integration of climate consid-
erations in defence planning and procurement, lack of a coherent EU
strategy for energy and climate in defence and limited coordination
between civilian entities operating CEI and Ministries of Defence
(MoDs). It also emphasizes the importance of strengthening
civilian-military cooperation and addressing security threats posed by
foreign-owned civilian CEI. The study also proposes concrete recom-
mendations for EU defence decision-makers. These recommendations
included developing an EU Defense Strategy on Climate Change,
establishing a multi-stakeholder forum for defence, energy, and climate,
defining a strategic framework for CEI in EU defence, and coordinating
civilian-military response to climate disasters and energy crises. Addi-
tionally, the study recommended integrating climate considerations into
military planning, procurement criteria and R&D efforts, as well as
modernizing existing infrastructure to address climate risks like offshore
energy infrastructure.

The third one entitle “Shaping the future. Energy Transition in the
Defence Sector” published from EDA aim on the sustainability impera-
tives, particularly embodied in the European Green Deal and the stra-
tegic considerations of the defence sector, focusing on energy efficiency,
building performance and the defence role within this framework. In
addition, highlights the deployment of offshore wind, as outlined in the
EU’s offshore renewables sector strategy, is examined with a keen eye on
its implications for the defence sector. The report also addresses the
substantial environmental impact of the defence sector, encompassing
areas such as greenhouse gas emissions, waste management, hazardous
waste, noise pollution, and habitat destruction [4]

Addressing security implications of offshore renewable development
requires a comprehensive approach, encompassing regulatory clarity,
stakeholder engagement and capacity-building initiatives. Initiatives
such as scenario building, regulatory mapping and trial programs play a
crucial role in enhancing understanding and addressing gaps in knowl-
edge [37]. By investing in simulation tools and conducting trials,
stakeholders can assess the impact of offshore renewables on defence
systems, identify mitigation strategies, and foster consensus among
stakeholders. Ultimately, these efforts aim to minimize uncertainty,
remove barriers and accelerate the transition towards carbon neutrality
while safeguarding national security interests [16].

One of the key priorities for the EU is to make sure all Europeans
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have access to supplies of secure, clean and affordable energy. The EU
countries utilize a diverse range of energy sources to meet their energy
needs. According to EU statistics [38], renewable energy sources such as
wind, solar, hydroelectric as well as biomass are increasingly being
harnessed to mitigate carbon emissions and strengthen energy security.
Wind farms, both onshore and offshore, contribute significantly to
electricity generation, alongside solar photovoltaic panels, particularly
widespread in countries like Germany, Italy, Belgium, Denmark, France
and Spain. Hydroelectric power remains vital, with nations like Sweden,
Austria, Finland and Portugal utilizing their abundant resources.
Biomass, derived from various organic materials, serves multiple pur-
poses, including electricity generation, heating, and transportation in
various EU countries, such as Finland, Estonia, Latvia, Denmark and
Luxembourg. Natural gas, imported from diverse global sources via
liquefied natural gas terminals, plays a prominent role in electricity
generation, heating, and industrial processes in a large number of
countries including Belgium, Poland, Spain, Portugal, Italy, Czechia.
Nuclear power remains significant in countries like France and Ger-
many, providing low-carbon electricity, albeit amid safety concerns. Oil
remains crucial for transportation and heating, with EU countries
importing from multiple regions (Table 1).

While enhancing resilience to climate change is imperative for armed
forces, their initiatives to limit GHGs are equally vital. Such efforts can
enhance energy security and autonomy by diversifying energy sources
and reducing reliance on supply chain energy, thus mitigating exposure
to vulnerabilities [39]. Therefore aiming at energy efficiency in the
defence sector is crucial for numerous reasons including (Fig. 4) [40,41]:
(i) cost savings by reducing energy consumption and operational ex-
penses, allowing resources to be allocated more effectively to other
priorities [42,43], (ii) enhance the operational effectiveness of the
military by extending the range and endurance of vehicles, aircraft and
other assets [26]. In this regard, operational effectiveness can be
particularly effective for missions in remote or hostile environments
where energy resources may be limited or difficult to access [44], (iii)
the reduction of the logistical challenges linked to delivering fuel and
other energy resources to military bases and operational zones enhances
military agility, decreases dependence on fragile supply routes, and
boosts operational adaptability [45], (iv) contribute to environmental
sustainability by reducing carbon emissions and minimizing the envi-
ronmental footprint of military activities [46], and (v) increase tech-
nological innovation, leading to the development of more advanced and
energy-efficient equipment, systems, and processes [47].

In order for CEI to be properly addressed however, additional areas
need to be developed. The support the integration of climate resilience
and sustainability across all aspects of defence, emphasize operational

Table 1
Main electricity sources per country (source may not be produced in each country directly but may be imported from other countries).
Main Energy S . = il 33T
Resources & o \
= e '/
Solar Wind Biomass Hydro Nuclear Gas 0il & petroleum/
Power Power energy power Power power Fossil Fuels
Renewable energy Non — Renewable energy
Main energy Italy; Belgium; Denmark; Finland; Finland; Sweden; Latvia; Lithuania; Estonia; Denmark;
resources per  Hungary; France; Estonia; Latvia; Latvia; Lithuania; Finland; Sweden; Ireland; Netherlands; Ireland;
EU countries Malta; Germany; Denmark; France; Portugal; Italy; Belgium; Germany; Netherlands;
Spain; Ireland; Luxembourg Slovakia; Austria; Luxembourg; Belgium; Germany; Poland;
France; Netherlands; Slovenia; Croatia; France; Spain; Czechia; Poland; Czechia; Slovenia;
Greece; Luxembourg; Romania; Bulgaria; Slovakia; Hungary; Spain; Romania; Bulgaria;
Cyprus Poland; Spain; Greece Slovenia; Romania; Portugal; Italy; Malta;

Portugal; Austria;
Croatia; Greece;
Cyprus

Sweden; Estonia;
Lithuania;

Bulgaria

Czechia; Slovakia;
Austria; Hungary;
Croatia;

Malta; Greece

Greece;
Cyprus
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Fig. 4. Benefits of tackling energy efficiency in the defence sector (Figure developed by the authors).

readiness, capability development, governance structures, stakeholder
engagement as well as research and innovation [48].

Resilience plays a central role in withstanding actions, particularly in
the context of hybrid threats [16]. Understanding the European Union as
a whole-of-society system is essential, as hostile actors seek to under-
mine democracies, challenge decision-making processes, and create
cascading effects across society [49]. By targeting CEI like energy net-
works, these actors seek to exploit vulnerabilities and amplify the impact
of their actions. Therefore, a comprehensive understanding of the
interconnectedness of several societal elements is crucial for effectively
countering hybrid threats [50,51]. The concept of resilience extends

Policy Integration
N

- Address climate-related security risks
- Integration of climate risks into existing policies

Monitoring

- LCA evaluates environmental impacts
- MFA monitors physical material flows

Critical
Energy

beyond mere protection against physical attacks as includes the ability
to adapt and recover from disruptions, whether caused by deliberate
attacks, natural disasters, or technological failures. In the context of CEI,
enhancing resilience involves not only fortifying physical infrastructure
but also developing robust response mechanisms, fostering collabora-
tion between public and private stakeholders and implementing effec-
tive risk management strategies [52].

At the same time, a range of tools to target CEI (Fig. 5) and military
domains have to be in place, not just for combating hybrid threats but
also measure the environmental impacts and energy demands of named
infrastructures. These tools include foreign direct investment,

International Collaboration

- Sharing knowledge and resources
- Align climate considerations & security
objectives

Technology
- Energy storage systems
- Infrastructure efficiency &
scalability for EU security

Infrastructure
in defence

Resilience

- Countering hybrid threats
- Understanding societal interconnectedness
- Collaboration and effective risk management

Knowledge sharing

- Training programs & workshops
- Skill development
- Information sharing

Fig. 5. Recommended mechanisms for tackling CEI in the defence sector (Figure developed by the authors).
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infrastructure dependency exploitation, cyber and industrial espionage,
airspace/territorial violations, intelligence operations, Life cycle
assessment (LCA) and material flow analysis (MFA). To effectively track
and assess the environmental impacts stemming from various systems, it
is essential to conduct thorough monitoring and quantification of these
implications. LCA serves as a fundamental tool in this attempt, offering a
standardized approach to evaluate the environmental and energy im-
pacts associated with the entire lifespan of a product, service, or system
[53-55]. This includes activities ranging from raw material acquisition
through production, utilization, end-of-life management, recycling and
final disposal [53].

Over the past three decades, LCA has undergone significant
advancement, evolving from a basic energy analysis to a comprehensive
environmental assessment that encompasses aspects such as life cycle
costing and social considerations [56,57]. Recently, the scope of LCA has
expanded further with the introduction of life cycle sustainability
analysis, broadening the scope of environmental evaluation [58]. The
utilization of LCA enables decision-makers to compare different sce-
narios within the same system, facilitating the identification of envi-
ronmentally preferable scenarios [58]. This methodological approach
examines the entire life cycle of a process, system, or product, thereby
uncovering potential environmental impacts at various stages. Stan-
dardized protocols, such as ISO 14,040:2006 and ISO 14,044:2006 [59,
60], provide guidelines for conducting LCA studies, ensuring consis-
tency and reliability in the assessment process.

Similarly, MFA is a systematic approach used to evaluate the
movement of materials and their accumulation within a specified system
across spatial and temporal dimensions [61,62]. It involves tracing the
pathways of materials from their sources to their destinations, known as
sinks, within the system. MFA focuses on monitoring and analyzing the
physical flows of materials as they enter, traverse, and exit the system,
typically centered around economic activities. These analyses are con-
ducted using methodically organized accounts measured in physical
units [63]. The application of MFA spans various levels, encompassing
economic, administrative and natural entities. It can investigate mate-
rial flows within the global economy, regional or national economies,
specific territories, municipalities, ecosystems, industrial units, or eco-
nomic activities such as firms or plants. Regardless of the scale, MFA
serves to comprehend the dynamics of material flows, their trans-
formations and their implications for both the economy and the envi-
ronment [64,65]. Using MFA, it becomes possible to pinpoint the
sources of environmental pressure, assess the risks associated with ma-
terial supply disruptions, identify opportunities for enhancing efficiency
and productivity and devise strategies to manage and mitigate the
adverse environmental impacts of resource utilization [66,67].

In this regard, adequate policy integration and international coop-
eration regarding the defence sector are essential for addressing the
security implications of climate change [68,69]. Policy integration and
international cooperation enable the sharing of knowledge, best prac-
tices, and resources across borders, enhancing the collective ability to
anticipate and mitigate the security risks posed by climate change. This
collaborative approach helps to identify vulnerabilities, develop resil-
ience strategies and implement measures to address the impacts of
climate change on defence infrastructure and operations [70]. Further-
more, by aligning climate considerations with broader security objec-
tives, policymakers can strengthen the overall effectiveness of security
frameworks. This alignment ensures that efforts to address
climate-related security risks are integrated into existing security pol-
icies, strategies, and operations, maximizing the impact and efficiency of
mitigation and adaptation measures [71,72].

Furthermore, technological innovations play a crucial role in miti-
gating climate risks and enhancing energy resilience in the defence
sector. Smart grids, energy storage systems and advanced monitoring
solutions, assessing their potential to improve infrastructure efficiency
and reliability are vital in both recording and sharing data and success
stories in CEI but also examine the scalability and feasibility of these
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innovations in the context of EU security objectives [26,73-76].
Simultaneously, the cultivation of capacity and the sharing of knowl-
edge stand as indispensable elements within the defence sector’s arsenal
against climate-related challenges [77]. Through the establishment of
training programs, workshops, and platforms dedicated to knowledge
exchange, interdisciplinary collaboration and stakeholder engagement
are facilitated. These initiatives not only equip defence personnel with
the necessary skills and expertise but also foster a culture of collabora-
tion and information-sharing across different disciplines and sectors
[78]. For instance, training programs with in the defence sector based on
micro credential, to increase the knowledge of cadets, officers, and other
military personnel’s will increase the knowledge on energy security,
energy management [79], energy efficiency, and reduction of defence
carbon footprint.

Stakeholders plays crusial role in the defence sector. According to
Hadjisavvas et al., [4] to address, approach, or engaged with the
stakeholders it is suggested that strategies must be developed. There are
various models for stakeholders of categorisation, however, most of the
models encompass an appreciation of their needs, expectations, interests
and potential impact their engagement may cause. Fig. 6 presents a
proposed categorisation of the identified stakeholders according to their
level of concern (interest, x-axis) and their level of ability to impact the
barriers/risk relevant for the defence (y-axis). Effective stakeholders
engagement (e.g. military sector, ministry of defences, SMEs etc.) within
the defence sector is critical for aligning strategic objectives, enhancing
operational transparency and fostering inter-agency trust. This strategy
must be structured, adaptive engagement framework tailored to the
unique security, confidentiality and political dynamics of the defence
environment. Engagement methods range from high-level strategic fo-
rums and classified briefings to collaborative technology development
and community outreach, standardised to stakeholder sensitivity and
classification requirements. Empirically stakeholders engagement will
help defence and security organisations better understand strategic level
stakeholder complexity. Moreover, the engagement of stakeholders
strengthened relationships with governmental authorities, supported by
annual planning assumptions, effectively informing policy makers. A
stakeholders engagement strategy must outlines defence priorities, to
inspire stakeholder confidence as well as to gurantee safe defence op-
erations across Europe.

5. Conclusions
The paper has underscored the urgent need for resilience-building

measures in the defence sector. Insights into effective policy frame-
works, technological innovations, and capacity-building initiatives have

Ministry of

Defence

Enterpises

related with

Defece

Fig. 6. Stakeholders categorization (figure created by the authors).



1. Papamichael et al.

been offered to depute policymakers, defence practitioners and stake-
holders in navigating the evolving security landscape. Policy integration
and international cooperation are vital for effectively tackling the se-
curity implications of climate change, aligning climate objectives with
broader security frameworks and maximizing the impact of mitigation
and adaptation measures. Moreover, technological innovations, such as
smart grids and advanced monitoring solutions, play a pivotal role in
enhancing energy resilience and mitigating climate risks within the
defence sector. These innovations not only strengthen infrastructure
efficiency but also provide valuable data and insights crucial for
informed decision-making and strategic planning. Furthermore, capac-
ity building and knowledge sharing stand as indispensable pillars in
strengthening climate resilience strategies within the defence sector.
Moreover, through interdisciplinary collaboration and stakeholder
engagement through training programs and knowledge-sharing plat-
forms, defence personnel can acquire the necessary skills and expertise
to address emerging challenges effectively.

In addition, the comprehensive assessments of vulnerabilities, risks
and complexities associated with energy infrastructure, policymakers,
defence practitioners and stakeholders can develop tailored made stra-
tegies and policies to safeguard CEI. This holistic approach not only
ensures the operational readiness and security of the European Defence
sector but also contributes to broader climate objectives and national
security interests. Through this research, a deeper understanding of the
intricate dynamics shaping energy security and defence in the EU has
been achieved, paving the way for pragmatic solutions to enhance
resilience and mitigate the impact of emerging threats on CEL. Moving
forward, it is imperative to continue fostering collaboration, innovation,
and knowledge sharing to safeguard the energy infrastructure essential
for the operational readiness and security of the European Defence
sector.

Future research in the era may cover the NEXUS framework espe-
cially in terms of how it connects with the water-energy-food (WEF)
systems. Additionally, defence needs to engage more stakeholders
especially from the civil society as well as to strength the relationships
with governmental authorities. This has a direct effect on a stakeholder’s
engagement strategy that each defence sector should developed and
monitored.
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