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RAG-IoE: IoT context-aware information retrieval with Large
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Human-centric design, intelligence, and seamless interconnectivity are key pillars of the Industry 5.0. A
critical challenge in these scenarios is the efficient retrieval of relevant, context-aware information for workers
within Internet of Everything (IoE) networks. Traditional information retrieval techniques struggle with the
heterogeneous, dynamic data generated in industrial settings. To address this, we define a context-aware
data model for IoE scenarios, on top of which we propose RAG-IoE, a novel Retrieval-Augmented Generation
(RAG) solution to enable adaptive, scalable, and context-based information retrieval from both structured and
unstructured data sources. Our approach organizes IoE data within a semantic framework, integrating hybrid
retrieval methods. It combines structured search on a Knowledge Graph with unstructured data retrieval using
embeddings stored in a vector database, followed by LLM-driven reasoning to refine results. This architecture
enhances decision-making, reduces cognitive overload, and ensures precise guidance for industrial operators.
We validate the efficiency and effectiveness of RAG-IoE using a novel dataset through both a user study and
quantitative analysis, demonstrating its potential to optimize human-machine collaboration in Industry 5.0
environments.
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1 Introduction
Industry 5.0 represents a transformative shift from conventional industrial practices toward smart,
sustainable and human-centric manufacturing systems [41, 62]. A key aspect is enhancing the
social value of workers by emphasizing their interaction with digital technologies across various
organizational levels and processes.This approach can ultimately contribute to increasing industries’
resilience and sustainability, as also pointed out by the European Commission [13]. While its
predecessor, Industry 4.0, was primarily focused on automation and interconnectivity, following
a technology-driven trajectory, Industry 5.0 seeks to harmonize human intelligence with digital,
intelligent platforms. This can be done leveraging advanced technologies such as the Internet
of Everything (IoE) [35], which builds upon the foundational principles of Internet of Things,
emphasizing the seamless integration of people, data, and devices into a unified ecosystem [50] and
enabling context-aware decision-making within industrial environments. In particular, providing
workers with the right contextual information at the right time is critical for achieving improved
efficiency, reducing their cognitive overload and enabling them to be focused on the activity at
hand.

The notion of “context” is however inherently dynamic and multidimensional, making its man-
agement complex. On the one hand, it is time-dependent, as workers may change their locations in
the organization and the activities they have to perform. On the other hand, workers can collab-
orate with others to accomplish an activity, or delegate it to a colleague, potentially temporarily
altering their role within the organization, and consequently the devices they are authorized to
access. To make an example, suppose a maintenance technician is asked by a junior colleague to
provide support in diagnosing an issue in the smart ventilation system of a factory room. As the
collaboration is established, the access authorizations are properly transferred. As she enters the
room, she needs the contextually-relevant information to accomplish the task, e.g., what sensors
and devices are co-located in the room, on which she can operate according to the privileges, their
technical specifications, the specific details of the activity to perform.

In order to support these scenarios, efficient retrieval and utilization of context-aware informa-
tion is a critical challenge, but traditional techniques struggle to cope with the complexity and
heterogeneity of data streams produced in Industry 5.0 environments. Here, diverse and heteroge-
neous entities such as smart sensors, autonomous systems, and human operators generate vast
amounts of structured and unstructured data. In particular, unstructured data is harder to process,
categorize, and integrate with other structured data, requiring the adoption of innovative retrieval
mechanisms capable of dynamically adapting to evolving industrial scenarios, ensuring the privacy
and security of information. In these scenarios, the integration of Large Language Models (LLMs)
with their advanced natural language processing (NLP) capabilities, can play a crucial role
in efficiently processing and analyzing data generated within IoE environments. Incorporating
LLMs into context-aware IoE systems can significantly enhance how workers interact with digi-
tal technologies, streamlining the retrieval of relevant information and enabling more informed
decision-making. Lightweight models are particularly valuable as they can be deployed on the edge
of the IoE network.

To address these challenges, this article presents RAG-IoE, a novel approach based on Retrieval-
Augmented Generation (RAG) [67] for context-based information retrieval in IoE networks.
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The approach starts from a user context, and aims to retrieve those devices in the IoE that the
worker can exploit to achieve a specific task. The framework integrates declarative knowledge
representation, in the shape of a Knowledge Graph (KG) containing structured information of
the IoE, and employs lightweight LLM-driven reasoning to create an adaptive and scalable retrieval
mechanism. The search is performed in a hybrid fashion, by combining a search of structured
and unstructured information in proper storage systems, and then exploiting an LLM for refining
the results. The use of RAG is particularly effective in exploiting LLMs for vertical domains, as it
incorporates domain-specific knowledge and focuses the model’s attention on relevant, real-world
data. Additionally, by filtering and contextualizing information, RAG reduces the likelihood of
hallucinations, thereby ensuring more reliable and precise guidance for workers [63].

The contributions of this work are multifold:

—We propose a data model for an IoE network that not only captures static information about
an agent, such as a worker or smart object, but also incorporates the concept of context. This
context is inherently time-dependent and includes the dynamic information relevant to the
agent’s state and activities.

—We propose a RAG-based method to select the most suitable device for an agent based on user
context. Structured data in a KG is used for pre-filtering through contextual reasoning. For
unstructured data like technical specs, the system searches a vector database using embedded
user context. The final prompt, combining context and search results, is sent to a lightweight
LLM to identify the best device and provide usage guidance.

—We create a novel dataset tailored to Industry 5.0 scenarios, combining real-world sensor
information and synthetic descriptions in natural language generated via LLMs, guided by
manually curated examples to ensure realism and consistency. This dataset serves for testing
and validating the proposed approach.

—We performed experiments aimed to validate efficiency and effectiveness of the approach.
In order to evaluate the quality of the generated responses, we conducted a user study and
a quantitative analysis. The latter is based on the RAGAs suite, which employs a dedicated
LLM as an external evaluator. In both evaluations, an appropriate set of metrics was applied
to provide a comprehensive assessment of the system’s performance.

The rest of this article is structured as follows: Section 2 surveys related work on context models,
semantic models for IoE scenarios and RAG for LLMs. In Section 3 we introduce the methodological
principles of the approach. The data model of the framework, along with the notion of context, is
presented in Section 4. Section 5 is devoted to discuss the context-aware RAG-based solution, while
an evaluation in terms of efficiency and effectiveness is provided in Section 6. Finally, Section 7
concludes the work and outlines future work.

2 Related Work
In this section, we review related work relevant to our study, focusing on existing models for
context representation, semantic model for Industry 5.0 and IoE, and the application of RAG in
LLMs, highlighting its role in enhancing contextual understanding and improving knowledge
retrieval for semantic reasoning.

2.1 Context Models
One of the first definitions of context is provided in [53] where authors mention three crucial
dimensions: location of an agent, its social relations and nearby resources. Being focused mostly
on location-based elements, context models were often represented through taxonomies. The
necessity for a broader and more inclusive understanding of context was acknowledged later, such
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as in [15], where context is articulated as any information pertinent to the interaction between
a user and an application.

Research efforts have also focused on developing models and languages for designing contexts.
Knowledge representation techniques seek to decouple context from specific applications, introduc-
ing specialized frameworks that treat context as a core component. Context representation models
have been widely explored in the literature (see survey in [1]) and are often structured as sets of
attribute-value pairs, e.g., [30]. Additionally, they can be implemented using markup languages [33]
and formalized as context ontologies, which facilitate interoperability, reasoning, and dynamic
adaptation, making context-aware computing more robust and scalable. An example is [45], in
which the Context Aware Sensor Configuration Model (CASCOM) is proposed to simplify the
process of configuring IoT middleware platforms, easing the retrieval process for data consumers,
especially non-technical personnel. The SOCAM ontology [26] exploits a general-purpose upper
ontology and application-specific lower ontologies representing entities such as person, location,
computational entity and activity. In the IoT domain, [59] introduced CONON, a layered OWL
ontology designed for context modeling. Its upper layer defines general context features based
on objects and concepts, while the lower layers address domain-specific details. Similarly, [65]
proposed a five-layered model for describing context-aware systems, where the lowest layer gathers
raw sensor data, and the higher layers facilitate interoperability and integration of diverse sensors.
Additionally, they developed a Web-Based Context Model Ontology to support semantic reasoning
and context sharing across heterogeneous systems.

Most solutions do not consider context values at different granularity levels. Among the excep-
tions, in the Context Spaces [43] a context is represented as a point or region in a multidimensional
space.The Context Dimension Tree hierarchical model, proposed in [54] for wireless sensor network
applications, encodes simple values of the dimensional as leaf nodes, while structured values define
a tree structure. In [18], a general model is proposed to represent context components at different
granularities, enabling the definition of a multi-resolution context-based algorithm for querying
the IoT, according to given preferences that can be tightened or relaxed depending on the given
application goal.

2.2 Semantic Models for IoE
In the literature, a great effort has been devoted to defining semantic models to represent device
characteristics and their relationships in the Internet of Things. A major problem faced by the re-
search community in this context is related to the heterogeneity of IoT devices and their continuous
evolution over time. One of the earliest approaches in this direction is described in [52], in which
a general-purpose ontology called OntoSensor was proposed, starting from the Web Ontology
Language and the Suggested Upper Merged Ontology (SUMO) [44]. Building once again from
the SUMO ontology, the authors of [21] designed an initial ontology to retrieve all-and-only relevant
sensor data, following an evolving prototype life-cycle. The Semantic Sensor Network (SSN)
ontology [11] is recognized as one of the most prominent ontologies for IoT and domotics. Several
work built lightweight semantic models on top of the SSN ontology, e.g., [6, 32]. In particular,
the IoT-Lite ontology [6] builds a core model containing only the main concepts to support the
most standard queries for IoT solutions. Originally proposed by the W3C SSN Incubator group, the
SSN ontology has also been revised by [32] in the Sensor, Observation, Sample, and Actuator
(SOSA) ontology. This proposal aims at a lightweight vocabulary including broader concepts with
respect to the SSN ontology, with the idea to provide a core model that can be integrated and
aligned to other specifications. Researchers also focused on modeling the environments in which
sensors are deployed, which are important aspects for Industry 5.0. Examples include DogONT [7]
for home environments, the Building Topology Ontology (BOT) [49] to support the exchange of
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information related to building life-cycles, or the Organization Ontology (ORG) [12] modeling
organizational structures and related information through the concepts of organizations, their
actors, activities and roles.

Through the availability of domain specific ontologies, researchers and industries have started to
adopt more and more solutions based on KGs to realize flexible and homogeneously integrated
systems [29]. In the Internet of Things domain, the intrinsic heterogeneity of devices and standards
requires the construction of suitable integration solutions to allow for a flexible and fruitful
exploitation of the produced data and services. For instance, the work in [39] focuses on an Cyber-
Physical Production System equipped with an Industrial IoT (IIoT) including also production and
business processing data, while [17] proposes a Process-aware IIoT KG, where raw sensor data are
enriched with information about process activities and the physical production environment.

Despite many studies have focused on the IoT and industry domains, the advent of the Industry
5.0 and the IoE paradigms introduce new challenges that only few approaches have addressed so
far. In a previous work of ours, [3] we proposed SemIoE, an OWL2 ontology for the representation
of information entities within an IoE ecosystem. The ontology aims to provide a structured and
standardized way to describe smart objects, locations, agents and their roles, access rights and
preferences, fostering interoperability and enhancing the semantic understanding of IoE environ-
ments. The ontology is used in the context of the HOMEY project to support data gathering from
highly heterogeneous data sources, stream monitoring [55], data querying, along with entrusting
role-based security mechanisms.

2.3 RAG
The recent breakthroughs in LLMs have brought about a transformative shift to the field of artificial
intelligence [23]. These sophisticated models, trained on vast datasets and equipped with billions
of parameters, exhibit remarkable capabilities in comprehending and generating human-like text.
Their advancements have significantly enhanced various NLP tasks, including text generation
and information retrieval [56]. By fine-tuning LLMs on domain-specific datasets, they can be
effectively adapted to specialized applications, improving their performance in targeted tasks. In
general, existing LLM architectures can be categorized into three primary types: Encoder-only,
Decoder-only, and Encoder-Decoder models.

Encoder-only models, such as BERT [14] (Bidirectional Encoder Representations from Trans-
formers), excel in tasks requiring deep language understanding, e.g., text classification, senti-
ment analysis, and semantic search. Built on the transformer encoder, they leverage bidirectional
self-attention to analyze words in context, generating rich semantic representations. Decoder-
only models, such as GPT [47] (Generative Pre-trained Transformer), are designed for genera-
tive tasks, utilizing the decoder component of the transformer architecture. They process input
sequences unidirectionally, generating outputs one token at a time, with each prediction con-
ditioned on previous tokens. This autoregressive approach enables coherent and contextually
relevant text generation, making them ideal for applications like language modeling, dialogue
generation, and summarization. While highly effective for open-ended generation, their lack of
bidirectional attention limits their ability to fully understand input context, making them less
suitable for tasks like semantic similarity or classification. Encoder-Decoder models, such as
T5 [48] (Text-to-Text Transfer Transformer) and BART [36] (Bidirectional and Auto-Regressive
Transformers), are highly versatile architectures designed for tasks requiring input transfor-
mation rather than simple continuation, e.g., machine translation, summarization, and text-to-
text conversions, which are, however, computationally demanding. They combine an encoder,
which processes input into a contextualized representation, with a decoder that generates output
autoregressively.
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Usually, LLMs are composed of a massive number of parameters, an example of this is GPT-4
which allegedly counts more than a trillion parameters. This imposes a challenge to run these
models, but most importantly to fine-tune them to build task-specific chatbots. To overcome this it
is preferred to use LLMs as few-shot learners [8, 68]. So, instead of fine-tuning or retraining it is
more efficient to provide a context to the desired task in the prompt to allow the model to generate
a more task-oriented answer. This type of strategy is also referred to as RAG [37], which uses an
external source of knowledge to provide additional context in the LLM prompt.

In the recent research literature, a great effort has been devoted towards the definition of solutions
based on RAGs in disparate application domains [10, 19, 28, 60]. For example, [19] exploits a RAG-
based system to generate traffic scenarios to develop autonomous vehicles solutions. Unlike classical
approaches that can only generate existing scenarios, this strategy would allow a more refined
testing of autonomous vehicles against novel and complex traffic situations. Another example is
presented in [10], in which the authors propose a Retrieval-Augmented Text-to-Image Generator
(Re-Imagen) to generate high-quality images. In [28], the authors propose an interesting approach
leveraging a RAG-based solution to manage textual graphs, supporting users to navigate the content
of textual graphs through a “chatbot”.

Another important research direction in the context of RAGs focuses on exploiting RAG tech-
nology in conjunction with KGs. In this case, KGs can be used to retrieve information to enhance
the context of LLMs and provide a natural answer to the operator that has to fulfill a task. For
instance, the authors of [31] propose an explainable behavior prediction system for autonomous
driving by integrating KGs and LLMs using RAG. Unlike traditional deep learning methods that
rely solely on kinematic data, this approach leverages Knowledge Graph Embeddings (KGE)
and Bayesian inference to enhance reasoning with real-time sensor inputs. Tested on pedestrian
crossing and lane change prediction, it outperforms state-of-the-art methods in anticipation and F1
score, demonstrating its potential for safer, more interpretable autonomous systems. In [4], instead,
the authors propose a system that enhances Failure Mode and Effects Analysis (FMEA) by
integrating KGs with RAG to improve reasoning and factual accuracy. Traditional FMEA tools lack
analytical depth, while LLMs struggle with factual knowledge. The proposed KG-enhanced RAG
framework bridges this gap by enabling semantic question-answering on FMEA data, demonstrating
improved retrieval recall and precision.

This strategy has also been applied to querying the KG itself. In [2], the authors present Spar-
qLLM, a framework that enhances KG querying using RAG and LLMs. While KGs improve data
integration and reasoning, their complexity limits usability for non-experts, especially in Industry
5.0. SparqLLM automates KG construction through an ETL pipeline and enables natural language
queries by generating SPARQL queries with LLMs. By integrating template-based retrieval, it en-
hances accuracy and reduces semantic errors. A dynamic visualization dashboard further improves
usability. Experimental evaluations show high query accuracy, robustness, and scalability, making
SparqLLM an effective solution for semantic data access.

3 Methodology
In this section, we introduce the general description of RAG-IoE along with its main characteristics
and challenges. In our scenario, we consider an Industry 5.0 where entities are interconnected
through an IoE. As will be clearer in the next sections, our model revolves around the main concept
of an agent of the industry, which can be either a human employee or an autonomous smart object,
while legacy IoT devices (which are often also included in smart objects) provide the basic services
to monitor and manage the factory. An IoT device can be either a sensor (i.e., a device capable
of measuring some properties of interest, such as temperature, humidity, light) or an actuator (a
device performing a naïve action, such as “open”, “close”, “turn on”).
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The IoE provides the substrate to derive any information related to the factory activities and
data; however, according to the Industry 5.0 manifesto, the factory must adapt itself to its agents’
needs, thus implementing a user-centric view of the whole infrastructure. Indeed, the main idea
behind our solution is that the IoE must be able to project a portion of the network based on the
agent that is accessing its services. In practice, the user-centric view of the Industry 5.0 becomes an
“ego-network” of the underlying IoE, which is the enabling infrastructure of the factory itself. For
instance, at a given time during the working day, an agent can be located in the “Factory Floor 0”
with the role “Quality Control Inspector” and is engaged in the activity “Inspecting fan motor” of a
target unit located in that specific zone. Altogether, this information describes a specific situation in
which the agent is involved in. Accordingly, the data access need of the agents may vary during its
interaction with the network due to such specific situations, such as their physical location inside
the factory boundaries, the activities, their role, and other information related to the industry’s
business model. For this reason, we define the concept of “context” of an agent, which describes
the peculiar situation (location, activity, and so forth) in which an agent is involved at a precise
timestamp.

The dynamic nature of the context and the complexity of the domain under investigation require
the definition of an advanced information retrieval system, supporting the construction of the
“ego-network” tailored to the specific context in which the agent operates. To build this system, we
adopt a solution based on a KG modeling the concepts and relationships included in the considered
scenario and allowing for the exact retrieval of information, locations, activity and systems. However,
the context of an agent also includes the concept of the current activity, thus implicitly adding an
additional constraint to the retrieval task: among all the systems returned by the KG, only those
actually useful to complete the target activity should be considered. To fully address the complete
retrieval task, a more sophisticated support semantic layer is needed, capable of mapping each
system in the IoE to the various activities it can support. As will be clearer in the next sections,
implementing such an exact mapping is not feasible in a complex scenario such as that of Industry
5.0. Therefore, we propose a strategy based on a combination of the aforementioned KG and a
Retrieved-Augmented Generator capable of inferring the mappings between systems and activities
by leveraging the knowledge of an LLM. We focus on lightweight models that can be deployed on
the network edge, offering a cost-effective solution while also mitigating privacy concerns related
to cloud-based APIs for LLMs.

4 Data Model
This section is devoted to introduce the model for agents in an Industry 5.0 and their contexts. In
particular, in our solution, we focus on the following main entities:

—Agent: the main actor of the system. An agent can be either a human employee or a smart
object capable of carrying out autonomous activities and with possible mobility capabilities.

— Site: a physical location in the building where the agents carry out their activities.
—Activity: a working task, included in a production process, that is assigned to some agent.
— System: an IoT component of the Industry; it can be either an IoT sensor or an actuator, and

can belong to a smart object.

In our model, we denote by 𝐴 the set of agents, 𝐿 the set of sites,𝑊 the set of activities, and 𝑆 the
set of systems. An agent 𝑎𝑖 ∈ 𝐴 is a defined as a triple 𝑎𝑖 = ⟨𝐿𝑎𝑖 , 𝑊𝑎𝑖 , 𝑆𝑎𝑖⟩, where 𝐿𝑎𝑖 ⊆ 𝐿 is the set
of physical sites the agent is allowed to access inside the industry, 𝑊𝑎𝑖 ⊆ 𝑊 is the set of activities
the agent can perform, and 𝑆𝑎𝑖 ⊆ 𝑆 is the set of systems that the agent can access. The set 𝑆𝑎𝑖 may
depend on different aspects based on the nature of the agent. In case of a human agent, it may be
determined by the agent’s role within a role-based organization or by delegation and collaboration
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mechanisms that dynamically alter duties and responsibilities. Conversely, if the agent is a smart
object, the set is defined by the object’s capabilities.

We also introduce a notion of time 𝑡, which dictates the specific state in which the agent can be
at a given moment. In particular, at each time 𝑡, the agent is associated with:

—A single location 𝑙 𝑡𝑎𝑖 ∈ 𝐿𝑎𝑖 , representing the specific site where the agent is situated.
—A single (the current) activity 𝑤 𝑡

𝑎𝑖 ∈ 𝑊𝑎𝑖 , indicating the task the agent is performing at that
time.

—A set of accessible systems 𝑆𝑎𝑖 ⊆ 𝑆𝑎𝑖 , determined by the context of the agent defined later in
the model.

A site 𝑙𝑖 ∈ 𝐿 is a specific physical location of an industry. It contains information about the spatial
coordinates and the shape of a marked zone. Additionally, sites have a hierarchical containment
relationship, meaning that a site can contain other sites. In particular, we define a partial order
relation ⪯𝐿 over 𝐿, where given two sites 𝑙𝑖, 𝑙𝑗 ∈ 𝐿, 𝑙𝑖 ⪯𝐿 𝑙𝑗 specifies that 𝑙𝑖 is physically contained
inside 𝑙𝑗. In the following, we will use the symbol ⪯𝐿 to denote the direct order relation, and the
notation ⪯∗

𝐿 to explicit a transitivity closure of the partial order, i.e., 𝑙𝑖 ⪯∗
𝐿 𝑙𝑗 if ∃{𝑙′1, … 𝑙′𝑠 } ⊆ 𝐿 ∶

𝑙𝑖 ⪯𝐿 𝑙′1… ⪯𝐿 𝑙′𝑠 ⪯𝐿 𝑙𝑗, for 𝑠 ≥ 1. In practice, this relation allows us to establish a spatial lattice,
according to which larger sites (such as buildings or floors) contains smaller ones (e.g., rooms).
For instance, given 𝑙1=“Manufacturing Building” (largest site), 𝑙2=“Building Floor 0” (inside the
manufacturing building), 𝑙3=“Assembly Room” (inside Floor 0) and 𝑙4=“Room 101” (also inside Floor
0), then 𝑙2 ⪯𝐿 𝑙1, 𝑙3 ⪯𝐿 𝑙2 and 𝑙4 ⪯𝐿 𝑙2. Therefore, by transitivity, 𝑙3 ⪯∗

𝐿 𝑙1, 𝑙4 ⪯∗
𝐿 𝑙1.

An activity 𝑤𝑖 ∈ 𝑊 is the representation of an operational task inside a process that is assigned to
an agent. Similarly to the sites, a partial order relation⪯𝑊 is defined on𝑊, to represent specialization
between activities. Given two activities 𝑤𝑖, 𝑤𝑗 ∈ 𝑊, the relation 𝑤𝑖 ⪯𝑊 𝑤𝑗 holds if 𝑤𝑗 represents a
more general or abstract activity, while 𝑤𝑖 is a refined or more specific version of 𝑤𝑗. The structure
induced by this partial order forms a lattice (𝑊 , ⪯𝑊). In the following, we denote by ⪯𝑊 a direct
order relation, while we refer to ⪯∗

𝑊 as the transitive closure of the partial order on 𝑊. We denote
by 𝑊0 ⊆ 𝑊 those activities that constitute the leaves of the lattice, i.e., 𝑊0 = {𝑤 ′ ∈ 𝑊 ∶ ∄𝑤𝑘 ∈
𝑊 , 𝑤𝑘 ⪯𝑊 𝑤 ′}. To give an example, if 𝑤1=“Perform maintenance on the ventilation system”,
𝑤2=“Inspecting fan motor” and 𝑤3=“Measure fan motor RPM”, then 𝑤3 ⪯𝑊 𝑤2 ⪯𝑊 𝑤1 since 𝑤1 is
the most general, and 𝑤2 is more general than 𝑤3. In this case, 𝑤3 is a leaf in the lattice, as there
are no more specialized activities defined. As said above, the assignment of an activity to an agent
is a temporal notion and, as such, is related to the time 𝑡. Formally, let 𝑓 ∶ 𝑇 → 𝑊 be a function
mapping each time instant to a specific activity the agent is carrying out, then 𝑓 (𝑎𝑖, 𝑡) = 𝑤 𝑡

𝑎𝑖 ∈ 𝑊𝑎𝑖 .
Finally, a system 𝑠𝑖 ∈ 𝑆 represents a single IoT component of the more general IoE that inter-

connects the whole Industry 5.0. An IoT component can be either a sensor (a device with sensing
capabilities) or an actuator (a device carrying out single and simple actions, such as, “open/close the
lock”, “start/stop the conveyor belt”, “increase/decrease temperature”, and so on). It is defined by a
set of system capabilities, i.e., 𝑠𝑖 = {𝑐1, … , 𝑐𝑚}, where 𝑐𝑖 ∈ 𝑊0. In other terms, a system capability is
equivalent to a leaf in the lattice (𝑊 , ⪯𝑊), meaning that it provides basic support to the achievement
of higher level activities, e.g., “Monitor fan motor RPM”. In our scenario, a system can either be
independent or included inside a smart object, i.e., an agent of the industry. For instance, an RPM
sensor can be embedded within a smart ventilation smart object. In particular, we define a relation
𝜎 ⊆ 𝑆 × 𝐴 such that (𝑠𝑗, 𝑎𝑖) ∈ 𝜎 indicates that the system 𝑠𝑗 is embedded within the agent 𝑎𝑖 and,
thus, the following condition holds:

(𝑠𝑗, 𝑎𝑖) ∈ 𝜎 ⇒ {
∀𝑡, 𝑙 𝑡𝑠𝑗 = 𝑙 𝑡𝑎𝑖 , i.e., the system shares the same location as the agent
𝑠𝑗 ∈ 𝑆𝑎𝑖 , i.e., the agent has access to the system it includes
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The context for an agent is defined by the information that changes over time, namely, the site
where it is located and the activity that is being performed.

Definition 1. (Context of an agent) Given an agent 𝑎𝑖 ∈ 𝐴, its context at time 𝑡 is denoted by
𝛾 𝑡𝑎𝑖 = ⟨𝑙 𝑡𝑎𝑖 , 𝑤

𝑡
𝑎𝑖⟩, where 𝑙 𝑡𝑎𝑖 ∈ 𝐿𝑎𝑖 is the location of the agent, 𝑤 𝑡

𝑎𝑖 ∈ 𝑊𝑎𝑖 is the activity being performed
at time 𝑡.

On the other hand, the context of a system is defined by its current location.

Definition 2. (Context of a system) Given a system 𝑠𝑗 ∈ 𝑆, its context at the time 𝑡 is denoted by
𝛾 𝑡𝑎𝑖 = ⟨𝑙 𝑡𝑠𝑖⟩, where 𝑙 𝑡𝑠𝑖 ∈ 𝐿 is the location of the system.

The context of a system is compatible with the context of an agent in case the agent’s site
is contained within the system’s site and its current activity is compatible with the system’s
capabilities.

Definition 3. (Compatibility of contexts) Given an agent 𝑎𝑖 ∈ 𝐴 with context 𝛾 𝑡𝑎𝑖 = ⟨𝑙 𝑡𝑎𝑖 , 𝑤
𝑡
𝑎𝑖⟩, and

a system 𝑠𝑗 = {𝑐1, … , 𝑐𝑚} ∈ 𝑆 with context 𝛾 𝑡𝑠𝑗 = ⟨𝑙 𝑡𝑠𝑗⟩ at time 𝑡, 𝛾 𝑡𝑠𝑗 is compatible with 𝛾 𝑡𝑎𝑖 if and only if
the following conditions hold:

— accessibility: 𝑠𝑗 ∈ 𝑆𝑎𝑖 , meaning that the system is accessible by the agent
— location compatibility: 𝑙 𝑡𝑠𝑗 ⪯

∗
𝐿 𝑙 𝑡𝑎𝑖 , meaning that the system’s location is contained within the

agent’s location at time 𝑡 ;
– activity compatibility: ∃𝑐𝑘 ∈ {𝑐1, … , 𝑐𝑚} such that 𝑐𝑘 ⪯∗

𝑊 𝑤 𝑡
𝑎𝑖 , meaning at least one system

capability is a specialization of the agent’s current activity.

For example, consider an agent 𝑎𝑖, a maintenance technician, located in 𝑙 𝑡𝑎𝑖=“Factory Floor 0” at
time 𝑡, performing the activity 𝑤 𝑡

𝑎𝑖=“Inspecting fan motor”. Now, assume a vibration monitoring
system 𝑠𝑗 is located in “Room 101” and has the capability 𝑐=“Measure fan motor RPM”. Since “Room
101” is within “Factory Floor 0”, we have 𝑙 𝑡𝑠𝑗 ⪯

∗
𝐿 𝑙 𝑡𝑎𝑖 . Furthermore, “Measure fan motor RPM” is a

specialization of “Inspecting fan motor”, meaning 𝑐𝑘 ⪯∗
𝑊 𝑤 𝑡

𝑎𝑖 . Since both conditions are met, the
system’s context is compatible with the agent’s context at time 𝑡.

5 Context-aware RAG
This section is devoted to discuss the context-aware RAG solution for retrieval of information from
an IoE network. Based on the defined data model, we formulate the problem statement as follows:
given an agent 𝑎𝑖 ∈ 𝐴 with context 𝛾 𝑡𝑎𝑖 at time 𝑡, find the most relevant set of systems 𝑆𝑎𝑖 ⊆ 𝑆 whose
contexts are compatible with 𝛾 𝑡𝑎𝑖 .

To address this problem, we rely on enterprise information systems, which serve as a primary
source of data. These systems maintain various types of information that contribute to defining both
static properties and dynamic aspects of the context. On the one hand, the hierarchical structuring
of locations is derived from the topology of the enterprise, which remains relatively stable over
time, ensuring that spatial containment relationships between sites are well-defined. Similarly,
the technical capabilities of systems can be extracted from technical documentation, which is
often stored in Product Lifecycle Management (PLM) systems or asset management platforms.
While some specifications are structured (e.g., metadata attributes such as supported parameters,
resolution, and measurement range), others are provided in unstructured text (e.g., maintenance
manuals and operational guidelines ). On the other hand, contextual information can be obtained
directly from real-time monitoring systems. For instance, the location of human agents can be
inferred from access control systems (e.g., badge logs or indoor positioning systems), while current
activities can be retrieved from workforce scheduling and task management software.
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However, some information, such as the complete enumeration of possible activities and their
hierarchical relationships (i.e., the partial order relation ⪯𝑊), are constantly evolving and diffi-
cult to capture from traditional information systems. These relationships may be only partially
structured and tracked, and may emerge from multi-fold sources, such as operational workflows,
human decision-making, internal best practices or, ex-post, from historical activity logs. Exhaustive
approaches have been explored in the literature, e.g., in [16] where an explicit definition of goals,
subgoals, and tasks within an Ambient Assisted Living scenario is provided. In that framework, the
relationships between a system and the tasks it supports are fully elicited, resulting in a detailed
and comprehensive model. While such a level of completeness is feasible in small-scale, controlled
environments, it becomes impractical in large-scale scenarios such as Industry 5.0, where hundreds
of agents, systems, activities interact dynamically, and the number of possible relationships grows
exponentially. Being a complete, predefined enumeration of all dependencies unmanageable, a more
scalable and adaptable approach is proposed. In the following, we discuss the platform architecture
(Section 5.1), detailing how the KG (Section 5.2), the vector store and the RAG solution (Section 5.3)
interact to provide a context-aware solution for the problem at hand.

5.1 Platform Architecture
Given the complexity and diversity of the information involved, a hybrid solution is required to
effectively handle both structured and unstructured data, as well as dynamic and evolving informa-
tion. Structured data, such as agent details and location, assigned activities, technical structured
system specifications and locations, can be encoded using data and knowledge representation
models. In contrast, unstructured or evolving data, such as technical documentation of systems,
often written in natural language, require a different approach, as a purely declarative model
struggles to accommodate the specificity of these formats. In particular, we leverage:

— AKG as a flexible model for capturing semantical relationships and enhancing interoperability
among heterogeneous definitions. Relationships between locations, agents, activities and
systems can be easily captured and maintained in this structured format, ensuring efficient
storage, querying and access to data.

— A vector database that uses embeddings to represent unstructured descriptions. As such,
by converting textual descriptions into high-dimensional vector representations, we can
perform semantic retrieval in a manner that aligns with the conceptual meaning of the
descriptions rather than relying solely on keyword matching. This enables the system to
understand and match activities to systems based on their semantic similarity, rather than
strictly predefined terms.

Based on the KG and the vector database, we devised a context-aware, RAG-based solution, an
overview of which is presented in Figure 1. The architecture includes the following modules:

— Context definition: The process begins with the identification of the agent’s context, according
to the model defined in Section 4 (step 1).

— Retrieval: Given the context, the module is in charge of retrieving the information needed to
construct the agent’s “ego-network”, through a hybrid approach. This operation is performed
in two steps:
– Pre-filtering: An exact retrieval is aimed to pre-filter the possible results. It is performed by

querying the KG using some of the contextual information, namely the location, to extract
the list of systems accessible by the agent (step 2).

– Embedding: The activity assigned to the agent is extracted, once again, from the context and
an approximate retrieval is conducted with the purpose to obtain a short-list of candidate
solutions. This step is performed by comparing the embedding of the activity description
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Fig. 1. Overview of the context-aware RAG solution for IoE networks.

ALGORITHM 1: Context-aware RAG solution
Input: agent 𝑎𝑖, Output: tuple ⟨𝑆𝑎𝑖 , 𝑟 𝑒𝑝𝑜𝑟 𝑡⟩

1: 𝑆𝑎𝑖 ← pre-filter(𝑎𝑖, 𝑙 𝑡𝑎𝑖 )
2: 𝑞𝑤 𝑡𝑎𝑖

← formulate_query(𝑤 𝑡
𝑎𝑖 )

3: 𝐸𝑤 ← embed(𝑞𝑤 𝑡𝑎𝑖
)

4: scores ← []
5: for each 𝑠 ∈ 𝑆𝑎𝑖 do
6: 𝐸𝑠 ← extract_embedding(s)
7: scores.append(𝐸𝑠 ⋅ 𝐸𝑤)
8: end for
9: 𝑆𝑘𝑎𝑖 ← get_top_k(𝑆𝑎𝑖 , scores)

10: docs ← retrieve_docs(𝑆𝑘𝑎𝑖 )
11: 𝑃 ← write_prompt(𝑆𝑘𝑎𝑖 , docs, 𝑆𝑎𝑖 , 𝑞𝑤 𝑡𝑎𝑖

)
12: ⟨𝑆𝑎𝑖 , report⟩ ← submit_LLM(𝑃)
13: return ⟨𝑆𝑎𝑖 , report⟩

with the embeddings of the systems descriptions stored in a vector database. The systems
obtaining the highest relevance scores are selected (step 3).

— Selection: Finally, the textual descriptions of the previously identified most relevant systems
are passed to an LLM together with the activity description, with the goal to identify the
correct mapping between the target activity and the most adequate systems that the agent
can leverage to complete it (step 4).

The following subsections detail the retrieval phase of the RAG solution, which are formalized
in Algorithm 1. In Section 5.2, we describe the exact retrieval approach aimed at pre-filtering
the solutions based on structured information (Figure 1, step 2), while Section 5.3 explains how
embeddings are applied to unstructured data for vector database search and how this information
is used for the final selection (Figure 1, steps 3–4).

ACM Trans. Internet Things, Vol. 6, No. 4, Article 23. Publication date: November 2025.



23:12 M. Arazzi et al.

Right management

Process

ioe:Process

ioe:Activity

ioe:inProcess

ioe:WorkflowElement

Delegation

ioe:AgentRelation

ioe:Collaboration

ioe:Delegation

Building Topology Ontology (BOT)

bot:Zone

bot:containsZone

bot:Site

ioe:Site

ioe:isLocatedIn

ioe:engagedIn

ioe:Agent

ioe:hasPreference

ioe:SmartObject

SOSA/SSN

ssn-system:
SystemCapability

ssn:Property
ssn:forProperty

ssn:Conditionssn-system:inCondition

sosa:Actuator

sosa:Sensor
ssn:System

ssn-system:hasSystemCapability

Organization ontology (ORG)

org:member

foaf:Agent

org:Site

org:OrganizationalUnit

org:Organization

org:hasSite

org:hasUnit

Membership

org:organization

org:Role

org:role

org:reportsTo

ioe:CurrentRole

ioe:forRole

ioe:forWorkflowElement

ioe:fromAgent,
ioe:toAgent

ioe:Right

ioe:hasType

ioe:RightType

ioe:onEnvironment

ioe:RightOnSystem

ioe:forRight

ioe:RightOnEnvironment

ioe:onSystem

ioe:onSmartObject

ioe:RightOnSmartObject

ioe:onSite

ioe:forProperty

ioe:Preference

ioe:includedIn

ioe:System

ioe:HAgent

Fig. 2. An overview of the SemIoE ontology diagram.

5.2 Exact Retrieval
Structured information is stored in a KG, which relies on the SemIoE ontology [3] as its schema.
SemIoE is a lightweight OWL2 ontology designed to provide a structured and standardized frame-
work to describe entities and their relationships for an Industry 5.0 scenario. The ontology offers
a semantic layer representing agents, systems, environments, processes, rights and preferences
and defining their interconnections within an IoE network. This helps to enhance the semantic
understanding of IoE environments, fostering interoperability across heterogeneous IoE compo-
nents. As shown in the diagram in Figure 2, the ontology reuses and integrates several external
modules that cover specialized aspects of the IoE landscape. Notably, SemIoE incorporates the
W3C SSN ontology [11], which serves as the foundation for defining technical characteristics and
functionalities of sensors and actuators (prefix ssn in figure).

We summarize the classes most relevant for the purpose of this work in the following (with prefix
ioe in figure), highlighting their relation with the data model definitions provided in Section 4:

— Site represents locations within the organization boundaries and corresponds to the set 𝐿 in
the model. The class extends bot:Site from the Building Topology Ontology [49] (prefix bot in
figure), which in turn is a specialization of bot:Zone and inherits the relation bot:containsZone.
This last corresponds to the relation ⪯𝐿 in the model, as it enables to define a partial order
between specific sites.

—Activity represents an activity, e.g., “maintenance of the ventilation system”. As such, it
corresponds to the set 𝑊 in the model.
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—Agent represents either the class of HAgents, i.e., human agents, or Smart Objects. In the
model it is denoted by 𝐴. It is located in a Site and can be involved in an Activity.

—A Smart Object is composed by one or more Systems, e.g., a humidity sensor or a damper
actuator for ventilation, which correspond to the set 𝑆 in the model. The inclusion relation 𝜎
is represented through the property includedIn. According to the SSN ontology, each system
is characterized by a set of technical Properties, which correspond to the system capabilities.

—An Agent can access a number of systems, based on its Role. This is represented through a
set of rights enabling read/right access to specific systems, or to an entire smart object, and
systems within, or to all systems within an environment. As such, it allows to represent the
set of accessible systems 𝑆𝑎𝑖 for an agent 𝑎𝑖.

The SemIoE ontology includes further classes and relations, e.g., to represent relations among
agents or preferences, which are not fully reported here. The full specification of the ontology is
available at https://w3id.org/semioe.

The KG is serialized as RDF triples, which are stored in a Graph DBMS ensuring efficient
management and querying of information. Additionally, we exploit an ontology reasoner to infer
implicit knowledge based on logical axioms defined in the ontology. Specifically, the reasoner allows
us to compute the logical consequences of transitive object properties, such as bot:containsZone,
which encodes the partial order relation ⪯𝐿 defined over sites. To give an example, consider three
sites 𝑙1, 𝑙2, 𝑙3 such that 𝑙3 ⪯𝐿 𝑙2 ⪯𝐿 𝑙1. In the KG this hierarchy would be represented by two
triples: 𝑙1 bot:containsZone 𝑙2, and 𝑙2 bot:containsZone 𝑙3. By exploiting the transitivity of the object
property, the reasoner can infer the additional relationship 𝑙3 ⪯∗

𝐿 𝑙1, and materialize a new triple 𝑙1
bot:containsZone 𝑙3 in the graph. This materialization extends the graph with previously hidden
knowledge, reducing the need for recursive query and making query answering more efficient.

5.2.1 Pre-filtering. Information retrieval from the KG can be done through the SPARQL lan-
guage [25], a query language for RDF graphs acknowledged by W3C as an official recommendation.
Starting from the location of an agent, as an instance of class Site, the SPARQL query reported in
Listing 1 aims to retrieve the set of systems which are located in the specified site and that the
agent can access. This is checked by extracting the agent’s role and identifying the corresponding
rights.

PREFIX ioe: <http ://www.w3id.org/semioe#>
PREFIX org: <http ://www.w3.org/ns/org#>
PREFIX ex: <http :// mydomain/example/>

SELECT ?s
WHERE {?s a ioe:System;

ioe:includedIn ?so.
?so a ioe:SmartObject;

ioe:locatedIn <site >.

?m org:member <agent >;
org:role ?r.

?ri a ioe:Right;
ioe:forRole ?r.

?ri ?p ?o
FILTER ((?p = ioe:onSystem && ?o = ?s) ||

(?p = ioe:onSmartObject && ?o = ?so) ||
(?p = ioe:onEnvironment && ?o = <site >)

}

Listing 1. SPARQL query for retrieval of systems located in a <site> and accessible by an <agent>

As a result, the sensors satisfying the condition of being co-located with a given agent, and
accessible by the agent are retrieved (Algorithm 1, line 1). By exploiting logical reasoning, the
approach works also for indirect location relations, e.g., such that a system is located in a site which
is not identical to the agent’s site, but it is contained within it.
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An important novelty introduced by our approach, leveraging the model defined by the SemIoE
ontology, is the capability to adapt the context of an agent in response to the specific nature of an
activity, whether it originates from the agent’s own responsibilities, a collaborative request from
another agent, or a delegation due to the unavailability or constraints of another agent. This enables
more flexible and context-aware activity management. In particular, according to the SemIoE model,
the set of systems accessible to an agent by the role can be dynamically extended through temporary
privileges granted via delegation/collaboration strategies defined by the ioe:AgentRelation concept.
This mechanism enables agents to access additional resources when acting on behalf of others
under specific relational contexts. To simplify the presentation, in the following, we will refer to all
such relations collectively as delegations.

In this context, the set of systems accessible to an agent 𝑆𝑎𝑖 , can be defined as the union of two
disjoint subsets:

𝑆𝑎𝑖 = 𝑆𝑜𝑎𝑖 ∪ 𝑆𝑑𝑎𝑖
where 𝑆𝑜𝑎𝑖 represents the set of systems the agent has direct access to based on their role in the indus-
try; whilst, 𝑆𝑑𝑎𝑖 denotes the set of systems that the agent can temporarily access through delegation
mechanisms, as defined by the ioe:AgentRelation concept in the SemIoE ontology. In particular, 𝑆𝑑𝑎𝑖
is built starting from active delegation relations that involve 𝑎𝑖. More formally, a delegation can be
modeled as a tuple ⟨𝑎𝑥, 𝑎𝑖⟩ in which 𝑎𝑥 is the requesting agent of the delegation/collaboration and 𝑎𝑖
is the agent receiving it. Now, let 𝐷𝑎𝑖 = {⟨𝑎𝑥, 𝑎𝑖⟩| 𝑎𝑥 ∈ 𝐴} be the set of active delegation received
by 𝑎𝑖, and let 𝑃(⟨𝑎𝑥, 𝑎𝑖⟩) be the set of privileges granted to 𝑎𝑖 by one of these delegations. 𝑆𝑑𝑎𝑖 can,
hence, be obtained as follows:

𝑆𝑑𝑎𝑖 = ⋃
⟨𝑎𝑥,𝑎𝑖⟩∈𝐷𝑎𝑖

𝑃(⟨𝑎𝑥, 𝑎𝑖⟩)

5.3 Approximate Retrieval and Selection
As discussed in the previous section, through a declarative model, we could efficiently store and
retrieve relationships between agents and their activities, locations, and systems. However, a
fundamental piece of information for constructing an agent’s “ego-network”, projected from the
underlying IoE based on the agent’s context (see Section 3), is the association between the agent’s
activities and the most suitable systems for executing them. Given the complexity of the Industry
5.0’s scenario, building the exact mapping between system capabilities and activities requirements
remains impractical. Therefore, in the following, we describe an approximate retrieval mechanism
that leverages the power of LLMs to generate these mappings dynamically. Hence, while the exact
search enables to obtain a set of accessible systems that can possibly span the whole IoE, the role of
this step is to filter-out those systems that are not good candidates to carry out the target activity.

Recently, RAG has been successfully employed to build efficient retrieval mechanisms from rich
and sparse collections of textual documents [4, 37]. The main idea behind these solutions is that user
queries should be answered by the LLM model by using chunks of information, suitably retrieved
from a vast collection of available textual documents, as source of knowledge. The LLM must infer
the link between a user query and the knowledge included within textual chunks, through its
capability of modeling and elaborating the natural language.

In our scenario, systems’ capabilities can be described through textual documents; think, for
instance, of the unstructured texts (maintenance manuals and guidelines), which are typically
associated with each system’s model. Such unstructured texts represent, in our case, the chunks of
information written in natural language. The user query, on the other hand, is derived from the
description of the activities in which the agent is involved. Recall that, given the context of an
agent 𝑎𝑖 at a given time 𝑡, it is possible to identify a single activity, say 𝑤 𝑡

𝑎𝑖 , the agent is involved in.
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In our solution, we assume that a detailed description of 𝑤 𝑡
𝑎𝑖 is available in the system (e.g., through

task management software). With these premises, we can define the user query 𝑞𝑤 𝑡
𝑎𝑖
starting from

the description of 𝑤 𝑡
𝑎𝑖 (Algorithm 1, line 2); for instance, if its description is “Inspecting fan motor”,

then we can formulate the user query for the RAG as “Which are the most adequate systems to
carry out the activity of inspecting fan motor?”. To answer this query, we have to perform the
following steps, starting from the list of candidate systems obtained from the Graph:

— Extract the systems’ descriptions from a suitable repository.
— Narrow down the list of systems to a controlled number such that we include only the ones

with the highest probability of being useful to complete the target activity.
— Build a prompt for the underlying LLM including the filtered list of systems, the original

query, and a “chain of thought” it has to follow to maximize the correctness of the produced
answer. The knowledge encoded in the LLM (thanks to the huge datasets exploited for its
training) enables it to accurately identify the correct mappings between systems and the
activities they support.

A critical design aspect to discuss in our proposed solution involves the selection of LLMs and the
corresponding computational architecture. Unlikewhat is typically done in the related literature [24],
due to the peculiarity of our application scenario, we adopt a hybrid centralized/decentralized
approach based on edge computing. In our solution, we attempt to deploy smaller LLMs at the
network edge rather than relying on a centralized infrastructure, which would allow the deployment
of larger LLM models. This architectural choice is motivated by several factors. First, a centralized
deployment that executes the approximate retrieval for all involved agents would require substantial
computational resources, including high-performance GPUs and large-scale data centers, which
may be impractical in many (smaller) industrial settings. Second, edge computing enables localized
inference elaborating a limited amount of data only referring to a target agent. Third, and most
importantly in the context of Industry 5.0, a local deployment enhances privacy and data sovereignty
by ensuring that sensitive operational data related to an individual (human employee) remain
local to the agent, enabling subsequent secure interactions between the agent and the LLM during
the activity execution. This reduces the risks of privacy leakage typically associated with data
aggregation and centralized processing. It is important to underline that this strategy aligns with
the human-centric principles of Industry 5.0, emphasizing autonomy, transparency, and ethical
AI deployment. As a final remark, we observe that the recent literature is beginning to consider
decentralized approaches to build collaborative and more scalable RAGs [46, 61]. Moreover, some
authors suggest that, potentially, small LLMs suitably supported by a knowledge base and a RAG
mechanism can return performance similar, if not better, to large LLM [40]. Due to the peculiarity
of the considered scenario, we then adopt a hybrid strategy, according to which the knowledge
base (exact retrieval, see Section 5.2) is centrally stored in the industry main computing unit, while
the deployment of the LLM-based approximate retrieval component is at the edge. This approach
allows us to inherit the advantages of classical centralized knowledge bases while also addressing
privacy and scalability concerns.

5.3.1 Embedding. The first step is performed by a common component of a RAG, which is a
“vector database”, denoted by 𝑉 𝑆, containing the embeddings of the text chunks related to the
technical documentation describing the capabilities of each system model available in the IoE.
These embeddings are dense vector representations of the text chunks, capturing their semantic
meaning, generated using a pre-trained language model and stored in 𝑉 𝑆. They can be built through
any lightweight language model, such as NV-Embed-v2 [34] or bge-en-icl [9]. Let 𝐸(𝑠𝑖) be the
embedding of the technical description of the capabilities of the system 𝑠𝑖 ∈ 𝑆 and let 𝐸(𝑞𝑤 𝑡

𝑎𝑖
) be the
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embedding of the user query (built using the same strategy adopted for 𝐸(𝑠𝑖)), we can apply the
following strategy to narrow down the list of systems with the highest probability of being useful
for the activity 𝑤 𝑡

𝑎𝑖 . For each system 𝑠𝑖 ∈ 𝑆𝑎𝑖 , we extract the corresponding description in 𝑉 𝑆 and
compute the following score (Algorithm 1, lines 3–8):

𝑠𝑐𝑜𝑟𝑒𝑠𝑖 = 𝐸(𝑠𝑖) ⋅ 𝐸(𝑞𝑤 𝑡
𝑎𝑖
)

where (⋅) represents the dot product between the two vectors. Observe that, if the embeddings
are normalized (i.e., the magnitude is 1), then this metric also coincides with the cosine similarity
of the two vectors. In general, any other similarity metric can be adopted in our scenario. The
only requirement is that it must be capable of capturing the alignment of the two vectors in the
embedding space. In this way, a high score indicates that the two embeddings represent “near”
semantic concepts.

After obtaining the scores for each system, 𝑆𝑎𝑖 can be sorted accordingly (Algorithm 1, line 9).
We impose that only the 𝑘-top systems 𝑆𝑘𝑎𝑖 are selected as candidates for the final elaboration done
by the LLM, which will return the set 𝑆𝑎𝑖 .

5.3.2 Selection. As a final step, the filtered set of systems is used to build a prompt to an LLM
(Algorithm 1, lines 10–11). In the design of the prompt, we adopt a Chain-of-thought prompting
strategy to guide the LLM in the elaboration of 𝑆𝑘𝑎𝑖 to answer the query 𝑞𝑤 𝑡

𝑎𝑖
[66]. In practice, we guide

the LLM to add a reasoning step, thus altering the sequence 𝐿𝐿𝑀(𝑞𝑤 𝑡
𝑎𝑖
) → 𝑂 to 𝐿𝐿𝑀(𝑞𝑤 𝑡

𝑎𝑖
) → 𝑅 → 𝑂,

where 𝑂 is the expected answer and 𝑅 represents some intermediary reasoning steps. The reasoning
steps are typically introduced by explicitly adding in the query to the LLM a sentence such as “Let’s
think step by step” [66] and enlisting the basic required reasoning steps (zero-shots); moreover they
can be further improved by including suitable controlled examples (few-shot). In our approach, we
engineered the LLM prompt by adopting the following structure:

—Define the LLM role. In this step, we specify the objective of the LLM by asking it to pretend
to act as an intelligent chatbot designed to assist operators in a smart factory.

—Define the input. We describe the available input organized in three components:
– Activity description in natural language;
– list of available systems. These represents all the systems the operator has access to;
– list of relevant systems for the task (based on the embedding phase).

—Define the output. We describe how the output must be organized and returned in three
information pieces:
– identify key systems for the input task (O1);
– explain how to process and integrate data from the selected systems (O2);
– provide actionable steps for the operator (O3).

Formally, the output 𝑂(𝑂1, 𝑂2, 𝑂3) is built as a sequence of the three steps above obtained upon
the starting input. More details about the adopted prompting strategy are reported in Section 6.3.
Finally, the prompt is submitted to the LLM and the output is returned to the user (Algorithm 1,
lines 12–13).

6 Evaluation
In this section, we demonstrate the effectiveness of our solution through an experimental campaign.
Datasets and code are available on the project repository.1

1https://github.com/Homey-Prin22/RAG-IoE/
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6.1 Dataset Generation
As explained in Section 5.3, the proposed framework utilizes a KG and a vector store respectively
populated with structured and natural language descriptions of sensors. Therefore, we require a
dataset that provides both the sensors and their corresponding descriptions. To the best of our
knowledge, no existing dataset fully meets our requirements. Therefore, we have created and
proposed a new dataset suitable for activities related to Industry 5.0 and NLP. To build our dataset,
we adopted a hybrid approach combining real-world data sources and synthetic data generation.
Initially, we collected a set of existing and manually curated sensor devices, approximately 50
unique devices, from different manufacturers and categories, to ensure a diverse representation
of sensor types commonly used in industrial systems. In particular, we included Environmental,
Proximity and Object Detection, Pressure, Temperature, Vibration, Flow, Gas, Position, Energy, and
Power sensors. For a subset of these devices, we manually collected and verified descriptions from
authoritative sources, such as technical datasheets, product manuals, and official manufacturer
websites. These data served as examples to generate contextually consistent descriptions for the
remaining sensors. We leveraged a LLM, specifically LLaMa2-7B [57], providing the manually
curated descriptions as examples to produce realistic datasheet-like descriptions, consistent with
the verified ones. Here is an example of a generated description:

The Inductive Proximity Sensor detects metal objects within its range by measuring changes
in the magnetic field caused by the object 's presence. It features a highly sensitive
coil that can detect even small changes in the magnetic field , making it ideal for
detecting thin or distant metallic objects. The sensor has an adjustable sensitivity
setting that allows users to customize the detection range based on their specific
application requirements. Additionally , the sensor has a fast response time , making it
suitable for high -speed applications where rapid detection is crucial.

Ranges of sensitivity and sensitivity:

* Sensitivity range: 0-5 mm (adjustable)
* Detection range: 0-100 mm (fixed)
* Resolution: 0.1 mm (typical)
* Response time: <1 ms (typical)

In summary , the Inductive Proximity Sensor provides accurate and reliable metal object
detection with adjustable sensitivity settings and fast response times. Its highly
sensitive coil and fixed detection range make it suitable for a wide range of
industrial applications , while its compact size and easy integration make it a
convenient choice for many users.

Thanks to this approach, we were able to create coherent descriptions even for those sensors that do
not exist in commercial catalogs. This allowed us to build a richer and more diverse dataset, which
would have been difficult to obtain relying solely on manual collection. Structured information
was stored in a KG consisting of 141, 042 RDF triples, representing sites, agents, smart objects and
included systems, activities, roles and rights. The following key statistics summarize its composition:

(1) 50 distinct ioe:Site instances.
(2) 100 unique human ioe:Agent entities;
(3) 1, 000 ioe:SmartObjects belonging to 50 types. Each smart object includes 5 systems, resulting

in 5, 000 systems;
(4) on average, each ioe:Site contains approximately 20 smart objects.

These statistics provide a quantitative overview of the factory’s digital representation, offering
insight into the scale and structure of the modeled environment.

Regarding the assessment, the evaluation dataset was manually curated to include three distinct
sets of activities, categorized according to their complexity. Specifically, the three categories are
defined as follows:
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(1) Easy: it involves a single machine and a set of sensors of the same type (such as temperature
sensors), e.g.,:
“Continuously measure and control the temperature inside the system responsible for melting
iron for casting. Adjust heating elements based on real-time sensor readings to maintain
optimal conditions.”

(2) Medium: the activity involves a single machine and sensors of different types, e.g.,:
“Verify the correct alignment of automated shelving systems in the warehouse to ensure
smooth operation and prevent mechanical failures. A high-precision displacement sensor
installed on the shelving tracks detects misalignments or structural deviations. If any irregu-
larities are found, corrective actions can be taken to avoid disruptions in the storage and
retrieval process.”

(3) Hard: the activity involves at least two machines and multiple sensors of different types,
e.g.,:
“Continuously monitor fire hazards in a chemical plant by detecting flammable gases,
abnormal temperature fluctuations, and critical pressure levels. The fire safety supervisor
analyzes real-time sensor data to assess potential risks and determine necessary actions.”

In particular, the activities dataset is composed as follows:

(1) 16 different activities divided in the 3 categories in different contexts: 6 Easy Activities, 5
Medium Activities and 5 Hard Activities.

(2) We defined 16 contexts, each including a random location and one of the 16 activities. We
configured the KG to always return 5 relevant smart objects from the pre-filtering, each
equipped with 5 sensor instances. The results returned by the Graph deliberately include
both relevant smart objects aligned with the activity requirements and random selections, in
order to evaluate the model’s ability to correctly identify the appropriate devices. Sensors
may possess identical functionalities or feature multiple instances of the same sensor model.
This setup is also employed to assess the model’s capacity to avoid generating false positive
answers.

All the datasets involved in this study are included in the GitHub repository linked above.

6.2 Experimental Setup
In order to conduct the experiments, we developed our system utilizing the following technologies.
For the KG, we relied on GraphDB 10.2.2. The RAG solution incorporates Chroma as the vector
store candidate, utilizing cosine similarity as the standard similarity metric and all-MiniLM-L6-v2
as the model to generate the stored embeddings along with the device-model identifiers of the
sensors. We intentionally selected a widely used, general-purpose embedding model to demonstrate
that our approach is not dependent on a specific embedding model, thereby highlighting its
generalizability. To generate the final response, we utilized various LLMs to evaluate the quality of
the responses generated under various conditions and the model’s dimensions to assess also the
scalability and the minimum required hardware to run the solution. The candidate LLMs used in
our experiments are: DeepSeek-R1-Distill-Qwen-1.5B, DeepSeek-R1-Distill-LlaMa-8B, and DeepSeek-
R1-Distill-Qwen-14B [27] to evaluate various inference-specialized model sizes, each demanding
distinct computational resources. To validate the generalizability of our method, we also included
two general-purpose LLMs aligned with the hardware constraints of our setup LlaMa-3.2-1B [20]
and Qwen2.5-3B [5]. The selected models have a relatively limited number of parameters because
the proposed system is designed to assist operators directly on-site. Running the LLM on edge
devices ensures real-time responsiveness, minimizing latency and enabling seamless interaction in
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industrial environments where immediate decision-making is crucial. Approximately, the included
models require from 2.5 GB to a maximum of 25 GB of system memory.

To evaluate our system we leveraged the generated dataset described in Section 6.1. In particular,
we used the generated sensors’ description to populate the vector store, and we used the set of
activities to prompt the system.

To assess the quality of the answers generated by the proposed system, we employed a user-study
to present the main results combined with additional metrics from the RAGAs [22] suite. This suite
provides a set of metrics specifically designed for evaluating RAGs, utilizing an additional LLM as a
judge (Zephyr-7B [58]).

In the user-study we defined the following metrics:
(1) Hallucinations: This is a boolean metric used to indicate whether the response is classified as

containing a hallucination (true) or free from hallucinations (false). A hallucination occurs
when the model generates information that is factually incorrect or unsupported by the
available data.

(2) Accuracy: This metric quantifies the correctness of the generated responses. A high accuracy
score means the information is reliable and free of errors.

(3) Relevance: This metric looks at how well a response addresses the specific query and stays on
topic. A highly relevant response directly answers the question, incorporates the necessary
context, and avoids unnecessary information.

(4) Usefulness:Thismetric considers the practical value of the response because even if it is correct,
it may still be unhelpful if it lacks actionable insights. It assesses whether the information
provided can be applied effectively in a real-world scenario.

(5) General Subject Score: This metric is an evaluation of overall performance.
In particular, from the RAGAs suite, we employed: Faithfulness, Answer Relevancy, Answer

Correctness, Context Precision, and Context Recall.
(1) Faithfulness: The Faithfulness metric evaluates how factually aligned a response is with the

given context. The metric varies from 0 to 1, where higher values denote greater consistency.

Faithfulness Score =
Number of claims in the response supported by the retrieved context

Total number of claims in the response
. (1)

(2) Answer Relevancy: The Answer Relevancy metric evaluates how well a response aligns with
the user’s query. A higher score reflects greater correspondence with the user input, whereas
a lower score indicates responses that are either incomplete or contain superfluous details.
To calculate this metric the suite generates a set of possible questions from the obtained
responses and compares them with the original prompts.

Answer Relevancy =
1
𝑁

𝑁
∑
𝑔=1

𝐸𝑔 ⋅ 𝐸𝑢
‖𝐸𝑔‖‖𝐸𝑢‖

, (2)

where N is the total of the generated questions, 𝐸𝑢 is the user input and 𝐸𝑔 is a generated
question.

(3) Answer Correctness: Evaluating Answer Correctness determines how accurately a generated
response aligns with the ground truth. This process involves comparing the response against
the reference, with resulting scores between 0 and 1. A score closer to 1 suggests a stronger
correspondence between the generated reply and the ground truth, indicating enhanced
correctness. Answer correctness covers two essential dimensions: the semantic resemblance
between the generated answer and the ground truth, in addition to factual consistency.
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(4) Context Precision: It quantifies the ratio of pertinent chunks found in the retrieved contexts. It is
determined by averaging the precision@k across each chunk within the context. Precision@k
expresses the proportion of relevant chunks at rank k compared to the total number of chunks
at that same rank.

Precision@k =
true positives@k

true positives@k + false positives@k
, (3)

Context Precision@K =
∑𝐾

𝑘=1 (Precision@k × 𝑣𝑘)
Total number of relevant items in the top K results

, (4)

where 𝐾 is the total number of chunks in retrieved contexts and 𝑣𝑘 = {0, 1} is the relevance
indicator at rank 𝑘.

(5) Context Recall: It quantifies the proportion of relevant documents (or pieces of information)
that have been successfully retrieved. It emphasizes minimizing missed important results.
A higher recall indicates that fewer relevant documents were overlooked. In essence, recall
ensures that nothing important is left out. Since it focuses on completeness, calculating
context recall always requires a reference for comparison.

Context Recall =
Number of claims in the answer supported by the retrieved context

Total number of claims in the answer
. (5)

The implementation for the evaluation consists of two machines: the KG on GraphDB was
running on a workstation with Intel Xeon Gold 6252N CPU @ 2.30 GHz, 4 cores, 16 GB RAM,
operated by Rocky Linux 9.4. The vector DB and the LLM were running on a workstation
equipped with an I9 14900KF CPU, 2xRTX 4090 GPUs and 128 GB of RAM. The software has
been developed using Python and the PyTorch Framework, version 2.5.1.

6.3 Prompting Strategy
As we already stated in Section 5.3, the prompting strategy is fundamental for the generation of
useful answers for the operator. The use of a context is critical to instruct operators in the right
way, instead of just relying only on the knowledge possessed by the LLM. In addition to providing
a context from an external and verified source, the way the model is prompted also affects the final
outcome. Building on this, we employ a Chain-of-thought approach, guiding the LLM through an
example activity and outlining the necessary steps to derive possible guidelines for its successful
completion. An example of the prompt is presented as follows:

Role:
You are an intelligent chatbot designed to assist operators in solving tasks within a

smart factory. Your goal is to provide clear , actionable guidance based on the
available machinery , sensors , and automation systems.

Operator 's Request Format:
Operators will ask for help with specific tasks , such as:

- Task Example: Continuously monitor and regulate the pressure inside the hydraulic
press to ensure optimal forming of metal components.

Available Context:

Factory Environment: {task_example} (List of available machines , sensors , and control
systems)

Relevant Sensors: {sensors_example} (A filtered list of sensors most relevant to the
task)

Response Structure:
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1 Identify Key Machinery & Sensors - Describe the machinery involved and the specific
sensors available for monitoring and control.

2 Explain the Process & Integration - Detail how the sensors collect data , how it's
processed (e.g., via PLC , SCADA , or IoT gateways), and how adjustments are made.

3 Provide Actionable Steps for the Operator - Guide the operator on what to check , how
to validate readings , and any troubleshooting steps.

Example Answer:
``You can achieve precise pressure control using your existing setup. The press_1 ,

press_2 , press_3 , press_4 , and press_5 sensors provide real -time pressure readings ,
processed by the Siemens S7 -1200 PLC via Modbus. Data is displayed on SCADA (WinCC

) and HMI , with alerts for deviations. Pressure adjustments are automated using the
control system , with a PID loop ensuring stability. Regularly check press_3 for

proper fluid flow monitoring and press_1 and press_4 for hydraulic pressure
consistency. Ensure sensor calibration , monitor system response , and verify SCADA
thresholds to maintain optimal forming conditions.''

Final Task:
Based on this task description {task_description} and the factory environment {env}, use

the provided sensor descriptions {docs} to generate a short operator -friendly and
direct step -by-step guide on what to check and how to ensure optimal system
performance.

In the prompt, 𝑡𝑎𝑠𝑘_𝑑𝑒𝑠𝑐𝑟 𝑖𝑝𝑡𝑖𝑜𝑛 represents the activity that the operator needs to complete,
𝑒𝑛𝑣 denotes the operator’s ego-network as provided by the KG, and 𝑑𝑜𝑐𝑠 refers to the retrieved
documents that form the contextual information. We provide the LLM with the operator’s entire
ego-network to evaluate its resilience in generating meaningful responses, even in extreme cases
where no sufficiently similar 𝑑𝑜𝑐𝑠 are retrieved. Additionally, this ensures the model can produce
relevant answers in situations where the ego-network includes similar machinery, but the activity
involves a specific one with a distinct role in the given environment (e.g., ovens designed for
processing different metals). This is an example of an answer returned by our system for the
following activity:

“Detect the presence of metallic objects moving along the automated transport system.
Ensure proper sorting by identifying specific materials using proximity sensors, and
redirecting items to the correct processing area.”

This is the obtained answer:
Ensure that the automated transport system correctly identifies and sorts various types of

materials , particularly metals , using proximity sensors.

Step 1: Identify Key Machinery and Sensors
Step 2: Explain the Process \\& Integration
Step 3: Provide Actionable Steps for the Operator

Now , I'll begin the thought process.
To solve the task , first , identify the key machinery involved in the automated transport

system. Looking at the factory context , there are Conveyor Belt 1 and Conveyor Belt 2.
These conveyors transport raw materials and finished products respectively. However ,
the task specifically mentions ensuring that the transport system correctly identifies
and sorts materials , particularly metals. Therefore , Conveyor Belt 1, which transports
raw materials , is more relevant here since it deals with the initial transportation of
materials that may include metals.

Next , look at the sensors available for each conveyor belt. For Conveyor Belt 1, the sensors
listed are:

- proximity\_1 (Xtron E2E)
- proximity\_2 (Mechtron BAW)
- photo\_1 (LumeTech PZ Series)
- vib\_1 (Vibrarion 810)
- air\_1 (Techsense HPMA115S0)

Among these , the proximity sensors (proximity\_1 and proximity\_2) are directly related to
detecting metal objects because they are designed to sense metallic materials. The
Techsense HPMA115S0 measures particulate matter , which could indicate the presence of
metal particles or dust , but it's less direct than the proximity sensors for large
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metallic objects. The Vibrarion 810 vibrational sensor might detect issues like
imbalanced loads , but it's more about machine health rather than material
identification.

So , the key sensors for this task would be proximity\_1 and proximity\_2, which are both
designed to detect metal objects.

Step 2: Explaining the Process \\& Integration
The proximity sensors detect the presence of metal objects on the conveyor belt. These

sensors send their data to a control system , likely a PLC or SCADA system , which
processes the information. The system then determines the type of material based on the
sensor readings. Depending on the detected material , the conveyor system can sort the

items into different processing areas. For instance , if the system detects metal
objects , it can divert them to a specific area designated for metal processing.
Adjustments can be made by the control system to optimize the sorting process , perhaps
through algorithms that analyze the sensor data over time to improve accuracy.

Step 3: Providing Actionable Steps for the Operator

1. ** Regular Calibration :** Periodically calibrate proximity sensors to ensure accurate
metal detection.

2. ** Monitoring :** Use the control system to observe conveyor operation and verify correct
sorting of materials.

3. ** Troubleshooting :**
- Check sensor alignment and adjust if necessary.
- Review and update control logic to address any discrepancies.
- Inspect the conveyor belt for obstructions or debris affecting sensor performance.

4. ** Maintenance :** Keep conveyor belts clean to avoid interference and ensure smooth
operations.

5. ** Documentation :** Maintain records of sensor performance and system adjustments for
future reference.

By following these steps , the operator ensures optimal performance of the automated
transport system , efficiently sorting metals and other materials.

6.4 User Study Results
This section presents the main performance results of our model, derived from a user study. In this
study, two annotators evaluated the responses generated for each activity by the three candidate
models, assessing them based on the metrics defined in Section 6.2. Evaluations have then been
averaged. In a highly complex domain such as the one explored in this article, conducting a
thorough human evaluation is essential. This allows us to capture the diverse ways a given activity
can be approached and solved, considering the nuances that an automated system might overlook.
Furthermore, human assessment is crucial for verifying not only the correctness but also the
practical usefulness of the answers generated by our proposed system. By incorporating expert
judgment, we can better understand the model’s strengths and limitations, ensuring that it provides
valuable support in real-world industrial settings. In particular, we aim to evaluate whether the
deployment of a relatively small LLM on edge devices can still generate satisfactory and useful
responses for an operator in a real-world scenario. Given the constraints of edge computing, it is
essential to verify that the model can effectively process queries and provide meaningful assistance
despite its limited size.

The hallucination metric plays a crucial role in filtering responses before evaluation.The presence
of hallucinated content in a response is determined based on the expertise of the annotators. If a
response is marked as containing hallucinations (true), it is excluded from the assessment of the
four key metrics: accuracy, relevance, usefulness and general subject score. The results of the user
study reveal that 21% of the responses contained hallucinated content. Since these responses were
not factually reliable, they were excluded from the overall final performance analysis. In terms
of evaluation of metrics, each is rated on a scale from 1 to 5, with higher scores indicating better
performance, and using the value 0 for hallucinated content which was not evaluated. We assess not
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(a) Easy activities

(b) Medium activities

(c) Hard activities

Fig. 3. General subject score evaluation of activities with different difficulty levels.

only the accuracy and relevance of the generated responses but also their coherence and adaptability
to the complex and dynamic nature of the industrial environment. Most importantly, we want
to test the ability of the model to extract useful insights from the retrieved context, reason over
potentially incomplete or ambiguous information, and provide guidance tailored to the operator’s
activity of particular interest. Additionally, we aim to investigate whether the tradeoff between
model size and responsiveness maintains a level of performance that ensures practical usability in
real-time decision-making scenarios.

The results about General Subjective Score, which provides an overall assessment of the models’
performance, by consolidating the individual scores of accuracy, relevance and usefulness, are
reported in Figure 3(a)–(c).

As observed, the complexity of the considered domain and context poses significant challenges
for the smallest two of the evaluated models, making it struggle to generate high-quality responses.
Most hallucinations are produced by these models and highlighted with a value 0. Especially LlaMa
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Table 1. Evaluation Scores on Easy Activities

act_e1 act_e2 act_e3 act_e4 act_e5 act_e6

LlaMa-3.2-1B
Accuracy 5 1,5 0 0 0 0
Relevance 2,5 1 0 0 0 0
Usefulness 3 1 0 0 0 0

DeepSeek-R1-Distill-Qwen-1.5B
Accuracy 3,5 3,5 5 3 4 1,5
Relevance 2 3 5 2,5 4 1,5
Usefulness 2 3 5 2,5 4 1,5

Qwen2.5-3B
Accuracy 5 4,5 4,5 0,5 5 3,5
Relevance 4,5 4,5 4,5 0,5 5 3,5
Usefulness 5 5 5 1 5 4

DeepSeek-R1-Distill-Llama-8B
Accuracy 5 4,5 5 5 5 5
Relevance 4,5 5 5 5 5 5
Usefulness 5 5 5 5 5 5

DeepSeek-R1-Distill-Qwen-14B
Accuracy 5 5 5 5 3 5
Relevance 5 5 5 5 2,5 5
Usefulness 5 5 5 5 2,5 5

tends to produce usable results only when handling relatively simple activities, in our case just
one of the easy tasks has been answered successfully. Upon closer inspection of its failures, we
notice that the model either fails to provide an answer or repeats the examples provided in the
Chain-of-thought within the prompt, indicating difficulties in adapting to novel or more intricate
scenarios.

Examining the performance of the other two models, we observed consistently strong results
across various scenarios, with only a few exceptions. Analyzing these anomalous cases, we found
that, particularly for more complex activities, the models tend to generate lengthy and repetitive
responses. Instead of providing a concrete solution, they simply list the available machinery and
sensors without effectively leveraging the retrieved context. Furthermore, when suggesting possible
guided steps of action, they often fail to guide the operator toward the specific machinery and
sensors using their unique identifiers, making it more challenging to interpret the response.

Examining the successful cases, we observed that the models provided structured guidelines
for solving the activities, often showing a form of reasoning in their responses. In particular, they
often first enumerate the available machinery and then justify their selection based on the specific
requirements of the activity. Additionally, in some instances, the models went beyond our initial
expectations by suggesting the use of supplementary machinery that, while not originally deemed
essential in our curated dataset of activities, could still prove beneficial in completing the operation.

Tables 1–3 show detailed evaluation of the five models, Llama-3.2-1B, DeepSeek-R1-Distill-Qwen-
1.5B, Qwen2.5-3B, DeepSeek-R1-Distill-LlaMa-8B, and DeepSeek-R1-Distill-Qwen-14B, across
activities of varying difficulty, highlighting clear differences and performance patterns in accuracy,
relevance, and usefulness. Note that accuracy refers to the correctness of the output, relevance
indicates the contextual appropriateness, and usefulness is about the practical applicability to the
intended purpose.

Regarding the performance in easy activities, DeepSeek-R1-Distill-LlaMa-8B consistently
achieves the highest scores in all metrics, demonstrating strong accuracy (>4.5), high relevance,
and excellent usefulness. DeepSeek-R1-Distill-Qwen-14B closely follows, showing excellent per-
formance in most activities but it could have a drop in accuracy and usefulness in easy activities
(see act_e5), indicating sensitivity to certain input types despite its larger size. Qwen2.5-3B per-
forms quite well, though it shows some fluctuations in accuracy and relevance, particularly in
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Table 2. Evaluation Scores on Medium Activities

act_m1 act_m2 act_m3 act_m4 act_m5

LlaMa-3.2-1B
Accuracy 0 0 1,5 0 1
Relevance 0 0 1,5 0 0,5
Usefulness 0 0 1 0 0,5

DeepSeek-R1-Distill-Qwen-1.5B
Accuracy 1,5 3,5 3 1 1,5
Relevance 1,5 3 3 1 1,5
Usefulness 1,5 3 3 1 1,5

Qwen2.5-3B
Accuracy 5 4 5 5 3,5
Relevance 4,5 3 5 5 3,5
Usefulness 5 3 4,5 4,5 3

DeepSeek-R1-Distill-Llama-8B
Accuracy 5 5 5 4,5 4,5
Relevance 4,5 5 5 5 5
Usefulness 5 5 5 5 4,5

DeepSeek-R1-Distill-Qwen-14B
Accuracy 3 5 5 5 3
Relevance 3 5 5 5 3
Usefulness 2,5 5 5 5 3

Table 3. Evaluation Scores on Hard Activities

act_d1 act_d2 act_d3 act_d4 act_d5

LlaMa-3.2-1B
Accuracy 0 0 0,5 0,5 0
Relevance 0 0 0,5 0,5 0
Usefulness 0 0 0,5 0,5 0

DeepSeek-R1-Distill-Qwen-1.5B
Accuracy 3,5 4 3,5 1 4
Relevance 3,5 4 3,5 1 4
Usefullness 3,5 3,5 3,5 1 3,5

Qwen2.5-3B
Accuracy 5 4 4,5 4 3
Relevance 4,5 4 4 3 3,5
Usefulness 4 4 4,5 2,5 2,5

DeepSeek-R1-Distill-Llama-8B
Accuracy 5 4 4,5 5 3
Relevance 5 4,5 4 4,5 3
Usefulness 5 4,5 4 5 2

DeepSeek-R1-Distill-Qwen-14B
Accuracy 4 5 5 5 5
Relevance 4 5 5 5 5
Usefulness 4 5 5 5 5

specific cases where accuracy drops, suggesting challenges with certain types of input scenarios.
DeepSeek-R1-Distill-Qwen-1.5B displays inconsistent results, scoring well on some tasks but failing
to generalize across all examples, reflecting its limitations at lower scale. Llama-3.2-1B struggles
significantly, providing non-informative or zero-value responses, failing to provide meaningful
outputs.

In the medium-difficulty activities, DeepSeek-R1-Distill-LlaMa-8B maintains near-optimal per-
formance across all tasks, confirming its ability to handle moderately complex scenarios with
consistent accuracy and relevance. DeepSeek-R1-Distill-Qwen-14B is still among the top perform-
ers, but it shows inconsistency compared to its 8B version. This is also partially related to the
process of training through distillation from different models, LlaMa for 8B and Qwen for the 14B,
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which affect the overall behavior of the model. Qwen2.5-3B remains competitive, though with some
degradation in accuracy and a slight drop in usefulness, implying that its answers may be correct
but not fully address the user’s intent. DeepSeek-R1-Distill-Qwen-1.5B struggles more clearly here,
while Llama-3.2-1B experiences a severe decline in accuracy, scoring zero in several tasks, with
minimal relevance and limited usefulness. This suggests that the model struggles with reasoning
beyond simpler prompts.

When it comes to hard activities, Llama-3.2-1B fails to generalize effectively, scoring near-zero
in most tasks and only marginal improvements in a few cases; Qwen2.5-3B struggles more in these
cases, showing a decrease in both usefulness and relevance, which suggests it has difficulties in
generating fully coherent responses under complex constraints. DeepSeek-R1-Distill-LlaMa-8B,
on the other hand, still outperforms the other simpler models, but with a noticeable decline in
performance for more challenging activities. This is due to the increase in the number of parameters
being monitored and the level of reasoning involved. Simple activities typically rely on a single
sensor input (e.g., detecting metallic objects with a proximity sensor, monitoring humidity levels in
a storage environment or measuring vibration levels during precision cutting of metal parts). In
contrast, hard activities require the integration of multiple sensors (e.g., CNC process monitoring
involves tracking spindle speed, cutting force, vibration, and temperature simultaneously, or fire
hazard detection requires analyzing flammable gases concentrations, temperature fluctuations, and
critical pressure levels). This increased complexity makes it more challenging to identify the optimal
set of sensors required to complete the activity, which in turn affects the models’ performance. In
this particular context, instead, DeepSeek-R1-Distill-Qwen-14B shows its advantage in terms of
number of parameters, allowing it to be more effective in reasoning on a larger set of machines and
sensors that cooperate together in the same scenario, showing almost flawless performance.

These results highlight the robustness of larger models in handling diverse activity complexities,
while also emphasizing the limitations of smaller models, particularly when dealing with more
challenging reasoning and structured input scenarios. Through this experiment, we have demon-
strated that leveraging context from both the vector store and, more importantly, the operator’s
ego-network enables even relatively small models to generate meaningful and useful responses for
factory operators. This approach enhances the model’s ability to provide relevant guidance, even
with limited computational resources.

6.5 Ragas Metrics Results
As described in Section 6.2, we also conducted an experimental evaluation employing the well-
known RAGAs suite, which utilizes an extra LLM model, in our instance Zephyr-7B, to serve as a
judge assessing the quality of a RAG’s answer. As proved in [69], smaller size judges, like the one
employed in this experiment, achieve comparable or higher agreement with GPT-4 than human
judges on test benches like MT-Bench and AlpacaEval. This creates an opportunity for industries
to assess the new integrated solution without risking the exposure of sensitive data, by leveraging
models that are only accessible through the major players in the LLMs domain. As noted in various
other studies, assessing RAG in highly specialized and intricate domains and activities, such as
those discussed in this article, may produce outcomes that appear suboptimal [42, 51]. Despite
our awareness of this potential outcome, we opted to present these results as a benchmark for
future research. Specifically, we concentrated on the top-performing models from Section 6.4:
DeepSeek-1.5B, Qwen2.5-3B, DeepSeek-8B, and DeepSeek-14B.

The results of this analysis are reported in Table 4. In addition, we also measure the Contextual
Precision and Recall of the retrieved documents, scoring, respectively, 0.5 and 0.63.

As expected, the results obtained from the RAGAs evaluation are not as optimal as those pro-
duced by human annotators, who possess a deeper understanding of the complex context under
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Table 4. Evaluation with RAGAs Metrics

Metric DeepSeek-R1-1.5B Qwen2.5-3B DeepSeek-R1-8B DeepSeek-R1-14B
Faithfulness 0.43 0.65 0.71 0.71
Answer Relevancy 0.47 0.61 0.70 0.72
Answer Correctness 0.53 0.60 0.52 0.69

Table 5. Time Analysis on the Components of the Proposed Solution

Component KG Retrieval ChromaDB LLama-3.2-1B DeepSeek-R1-1.5B Qwen2.5-3B DeepSeek-R1-8B DeepSeek-R1-14B
Time (sec) 0.75 <0.01 1.78 3.2 3.64 6.57 22.59

consideration. Human evaluators can better grasp nuances, implicit relationships, and domain-
specific intricacies that the automated system may overlook. However, despite these limitations,
the results remain encouraging. They demonstrate the system’s potential and provide a valuable
baseline for future advancements in RAG technologies within this domain. These findings highlight
areas for improvement while also validating the feasibility of using automated evaluation methods
to assess the quality of generated responses.

6.6 Time Analysis on the System
This section focuses on evaluating the time required for our system to generate a response for the
operator. In a real-world setting, it is crucial that the operator receives a timely response to avoid
delays or disruptions of the activity.

To evaluate query time on the KG, an agent and its corresponding site have been randomly
selected. Then, the query reported in Section 5.2 was executed 10 times and the average execution
time was recorded. The procedure has been repeated for five different agents and final results were
averaged. As for the vector store and the LLMs, a run for each of the 16 considered contexts was
executed in terms of search on the vector db and prompt to the LLM. Execution times have then
been averaged. Results are reported in Table 5.

As expected, the execution of this model is the most impacting on the overall solution, since
it is the most computationally intensive component of the system. This is particularly evident in
DeepSeek models, which, in their standard configuration, tend to offer verbose but at the same time
more detailed responses as confirmed by past experiments, but they also take longer to produce the
answers, showing in the 14𝐵 version an upper bound also in terms of time of response that could
be considered not feasible for the timely completion of the activity. In recent years, significant
advancements have been made in enabling the deployment of AI models of this scale on mobile
chips, as highlighted in [38, 64]. Ongoing research in TinyML for LLMs and improvements in
processor capabilities are continuously pushing the boundaries, making it increasingly feasible to
run these models efficiently on edge and mobile devices.

7 Conclusion
In the context of Industry 5.0, providing human-centric design and access to services and information
available within the firm boundaries is one of the defining aspects of this new paradigm. In this
article, we deal with a scenario in which Industry 5.0 technological aspects are organized in the
form of an IoE, which provides connectivity and interoperability among all the entities involved. In
this scenario, the definition of human-centric projections of such a complex ecosystem requires
the identification of the context of the target users. For this reason, we started by proposing a
theoretical model for representing the information in the IoE and, then, we formalized the notion
of user context and compatibility between contexts. After that, we defined a solution to build a
human-centric and context-aware view of the industry, at least from the data access stand point. The
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proposed solution is based on a hybrid approach combining a declarative model with an advanced
information extraction strategy based on an RAG solution. In our approach, through the RAG
we generate mappings between activities, assigned to the users, and the systems (smart sensors,
actuators, and so forth) available within the industry. This advanced retrieval is based on textual
descriptions written in natural language, which are available for both the activities and the systems.
The experimental campaign was conducted using a novel manually-curated dataset, combining
real-world sensor information and corresponding LLM-generated natural language descriptions. We
demonstrate the effectiveness of our solution, which achieves high retrieval quality by leveraging
lightweight LLMs, also ensuring relatively short execution times. However, the evaluation does not
include direct comparisons with existing RAG-based or graph-based methods. This is primarily due
to the unique hybrid nature of our architecture, which integrates a KG as a pre-filtering mechanism
rather than as a model for document representation. Adapting standard baselines to our setting,
such as removing the KG and instead providing the entire background knowledge directly in the
prompt, would require significant architectural changes and may be technically infeasible due to
prompt size limitation. Nonetheless, we plan to explore this direction in future work to further
highlight the distinct advantages of our framework.

The research described in this article should not be considered an endpoint in this field. In fact,
we plan to extend it in different directions. Firstly, once the retrieval of the mapping is complete,
we believe that users would benefit from dynamic and adaptive visualization strategies for the
information generated by the systems. This additional requirement could also be faced using the
power of LLMs. Indeed, recent works in the literature have shown the possibility of exploiting
LLMs to generate interesting images from information retrieved from target sources (e.g., Retrieval-
Augmented Text-to-Image Generator). We believe that these approaches could be extended to
generate suitable analytics dashboards showing data from the IoE. Moreover, we are studying the
possibility of not only generating the mappings between activities and systems, but also to identify
possible collaborations between agents. In particular, this strategy should also consider information
about the expertise of the users, the complexity of the activities, and the physical/mental status of
the involved agents (in case of human employees) or their load level (in case of smart objects).
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