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Abstract—In the landscape of Industry 5.0, Internet of Ev-
erything (IoE) networks are emerging as crucial components
for connecting diverse industrial sensors and devices, expanding
beyond traditional IoT boundaries to integrate people, processes,
and data. However, this increased connectivity raises significant
security concerns, as the growing complexity of IoE environments
introduces new attack vectors and privacy risks. Additionally, the
integration of heterogeneous devices and data sources presents
both technical and semantic interoperability challenges, requiring
robust mechanisms for meaningful data interpretation and secure
exchange. This paper, developed within the HOMEY project,
presents an architecture for gathering and monitoring semantic
data streams in IoE environments, addressing both interoperabil-
ity and security challenges. Our approach leverages Knowledge
Graphs to represent sensor metadata, locations, access rights,
and operational contexts, enabling dynamic stream monitoring
and data querying. An approach based on Federated Learning
allows distributed behavioral fingerprinting of IoE devices, which
is exploited on top of the platform to perform anomaly detection
from real-time data streams. The approach enhances reliable,
privacy-preserving anomaly detection, contributing to the secu-
rity and resilience of next-generation industrial IoE ecosystems.

Index Terms—Stream management, Big Data Applications,
Anomaly detection, Knowledge Graphs, Industry 5.0, Internet
of Everything, IoT
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I. INTRODUCTION

Industry 5.0 represents the next phase in industrial evolu-
tion, building on the advancements of Industry 4.0. It em-
phasizes the integration of human intelligence with machine
automation to create more efficient, sustainable, and human-
centric manufacturing processes. In this context, the novel
paradigm of the Internet of Everything (IoE, hereafter) is an
evolution of the Internet of Things (IoT) that integrates not
only connected devices but also people, data, and processes
into a unified intelligent network [1f]. The ability to efficiently
monitor data streams from various sensors, machines, and
devices deployed in industrial environments is central to this
transformation. However, the dynamic nature and scale of data
in this interconnected environment present peculiar challenges
[2] such as scalability, real-time processing, data quality,
anomaly detection, and secure data access, which necessitate
innovative approaches for real-time analysis and decision-
making. In particular, IoE generates vast amounts of real-
time streaming data from heterogeneous sources and diverse
applications (e.g., smart homes, healthcare, industrial IoT),
thus leading to interoperability issues. Additionally, much of
the data generated by the IoE is sensitive (e.g., production data,
location of people and devices, cameras) making it a prime
target for data breaches. Moreover, also the sheer volume
of interconnected devices increases potential entry points for
cyberattacks [3]], further complicating security efforts.

To overcome these issues, in this discussion paper, we in-
troduce a novel and complete framework for (i) collecting and
managing data streams in an [oE ecosystem and (ii) monitoring
the behavior of entities interacting in the environment to detect
possible anomalies. As for the first objective, the ability to
integrate heterogeneous data from multiple sources is essential
for achieving full integration and supporting advanced tasks
in this industrial context. A crucial step towards this goal is
achieving technical and semantic interoperability. Technical
interoperability focuses on network protocols, interfaces, and
operating standards, while semantic interoperability aims to



define a higher abstraction layer that supports meaningful
data exchange and interaction. This is typically achieved
through shared reference data models, such as ontologies or
vocabularies, which provide mutually understood meanings for
entities in the IoE. In this work, we discuss an architecture
for semantic interoperability in an IoE scenario, based on a
Knowledge Graph, on top of which we developed a Semantic
Stream Platform for gathering and monitoring data streams. As
for the second objective, data streams gathered by the platform
are monitored in order to identify all interactions among IoE
entities. These interactions, along with network parameters
included in the exchanges, can be exploited to draw a normal
behavior of an entity, also known as Behavioral Fingerprint
(BF) [4]l, [S)]. Borrowing some ideas from recent approaches
[6]] we leverage BF to build behavioral models representing the
expected conduct of target entities in the network at the starting
phase of our framework, and monitoring activity to detect
possible variations during the normal network functioning.
Our approach utilizes Federated Learning (FL), an advanced
Machine Learning strategy that enriches the fingerprinting
model by incorporating insights from multiple interactions
across different nodes. Additionally, it effectively addresses
security and privacy challenges associated with data exchange
among the participating entities.

This article, developed in the context of the HOMEY
project, consolidates previous work [4], [[6]-[8] by providing
an overall view of the platform. Its main contributions are the
following:

e we present a complete architecture for semantic data

stream gathering and monitoring in IoE;

« we employ Knowledge Graphs to model sensor meta-
data, locations, access rights, and operational contexts
to facilitate dynamic data querying and dynamic stream
monitoring;

o we leverage the distributed Behavioral Fingerprinting
approach to profile IoE devices and detect anomalies in
the network.

The rest of this work is structured as follows. Section [
surveys relevant literature on IoE platforms and behavioral
fingerprinting for anomaly detection. The general methodology
is introduced in Section In Section we present the
knowledge model of the platform, while the architecture
for data gathering and monitoring is introduced in Section
altogether with a discussion on the employed anomaly
detection approach. Finally, Section concludes the article
and discusses future work.

II. RELATED WORK

This section is related to the description of the existing
approaches related to (i) management of the semantic data
stream in IoE; (ii) Behavioral Fingerprinting for Anomaly
Detection.

A. Semantic Data Management in loE

IoE infrastructures require adaptive and interoperable archi-
tectures with advanced data storage and management mod-

els to handle complex and different systems. Research has
focused on hierarchical architectures with layers for specific
functions like data collection, processing, and storage. Various
approaches include three-level storage models for Industry
4.0 [9], edge-fog architectures for Smart Cities [10]], and Al-
enhanced systems for data analysis [[11]].

Knowledge Graphs (KGs) are increasingly important for
IoT data management and analysis [12]]. In industrial appli-
cations, KGs are often adopted as a solution for addressing
semantic inconsistencies in heterogeneous datasets [|13]]. Some
approaches [14]] use semantic gateways between sensors and
cloud services to add semantic annotations to raw data. Onto-
logical models can improve MQTT-based communications by
addressing its limitations through semantic enrichment. Ap-
proaches like “Semantic Subscription” [[15] exploits ontology-
based search to find optimal topic matches, while others [16]
automate industrial data subscription for new sensors, or allow
semantic data analytics with a process-aware approach [17].
Most existing solutions focus on traditional IoT scenarios
with sensors as main data publishers. However, Industry 5.0
introduces more complex ecosystems that integrate smart
objects, people, and processes with heterogeneous protocols
and schemas.

B. Behavioral Fingerprint for Anomaly Detection

Recent countermeasures to IoE threats are increasingly
involving Machine Learning and Deep Learning techniques
[18]. In this context, a novel trend is to model peculiar charac-
teristics of target entities to detect compromised devices within
a network. The set of these features possessed by an IoE actor
and composing its behavior when it interacts with other entities
in the environment represents its fingerprint. Traditional device
fingerprinting encompasses soft identities, including device
name, type, manufacturer details, serial number, network ad-
dress, and other attributes extracted from various networking
data sources. For instance, the authors of [19] identified 19
features that can be used to estimate the security level of an
object directly from the data-link header of 802.11 messages.
The authors of [20] instead comprise in the fingerprint the
physical aspects of devices, like inter-arrival times of different
packets.

Behavioral Fingerprint (BF) represents an evolution of such
a method including some features that cannot be easily cloned
by a malicious adversary [4]], [S[I, [21], [22]. In particular,
this type of technique exploits application-level information to
extract features related to the interaction among the entities of
the system and, hence, their networking behavior. In particular,
in [21] the authors leverage a number of features extracted
from the network traffic of the device to train an ML model
to detect similar device types. Celdrdn et al. [22]] examine a
detection framework that applies device BF and ML to detect
anomalies and classify different threats (e.g., botnets, rootkits,
backdoors, and ransomware). The framework presented in
[S] describes an enhanced BF model consisting of a fully
decentralized scenario, where it is possible to exploit the



features derived from both the analysis of packet payloads
and message content.

III. METHODOLOGY

In this work, we refer to an Industry 5.0 scenario in which
human agents coexist and seamlessly collaborate with smart
objects possibly provided with autonomous reasoning. For the
technology layer producing data, we refer to the notion of
the Internet of Everything (IoE) network, which encompasses
all data-producing systems in the environment, including both
simple or complex devices, wearables, processes, and software
within the information system.

From the data perspective, metadata regarding static and
dynamic aspects of the IoE network are stored as structured
information in the Enterprise Knowledge Graph, capable of
providing an interconnected view over disparate heterogeneous
resources. These include technical specification of resources,
their deployment in the industrial environment, as well as the
organization of the enterprise in physical (i.e. its topology),
and logical terms (i.e., the organizational charts and the roles
with corresponding rights). Furthermore, contextual informa-
tion on people and smart objects, such as their location and
current activities, are represented as well.

On top of this knowledge layer, the general approach
adopted for the design of the platform is based on two
main principles. On the one hand, every data producer, being
a simple IoT device, a smart object, or a module in the
information system, is considered a stream generator. As
such, we assume it produces data in a certain format, with
a certain schema, and with a given (deterministic or non-
deterministic) frequency. On the other hand, the platform is
built as a micro-service architecture where each component
is a stateless stream processor, which consumes one or more
streams in input, performs stream manipulation, and generates
one or more output streams following a publisher/subscribed
approach. All the metadata needed to characterize a stream
producer and a stream processor are stored in a Technical
Knowledge Graph.

This approach grants high flexibility and modularity to the
platform by decoupling each component in the stream process-
ing pipeline. As a result, the platform is capable of collecting,
processing, monitoring, and storing multiple heterogeneous
big data streams, supporting effective and efficient anomaly
detection for highly heterogeneous devices. The platform also
supports a number of additional downstream applications with
precise access control policies, among which are real-time
analytics, predictive maintenance, contextual assistance for
employees in daily tasks, co-bots, or autonomous applications
performing actions when certain events occur.

IV. KNOWLEDGE MODEL

The data model of the platform is built upon an Enterprise
KG, which serves as a unified framework to structure and
integrate knowledge within the IoE ecosystem. This approach
ensures a comprehensive representation of metadata related
to systems (e.g., sensors or actuators), smart objects, and

employees, detailing their placement within the organizational
environment, as well as the associated rights for accessing
systems, preferences, tasks to achieve, and responsibilities.
The KG leverages the terminology defined in SemloE [7],
an OWL2 lightweight ontology specifically designed to offer
a structured and standardized framework for defining IoE
entities and their relationships. By doing so, it enhances
semantic interoperability and improves the understanding of
IoE environments. SemloE incorporates and extends various
external modules to represent specialized aspects. Among
them, the W3C Semantic Sensor Network (SSN) ontology
[14] plays a key role in defining the technical characteristics
of sensors and actuators. The key SemloE classes involved in
data gathering and monitoring can be summarized as follows:

o Agent: represents an employee or a smart object, located
in a specific Site (e.g., a room within a facility) and
involved in an Activity within a business process (e.g.,
machinery maintenance).

SmartObject: consists of one or more systems (e.g.,
CO2 sensors, ventilation actuators), each characterized
by a set of technical properties and operating conditions,
following the SSN ontology.

o System: a device producing data, for which both the data
format and protocol are specified. For example, an IoT
CO2 sensor may generate JSON-formatted messages with
attributes like timestamp or CO2 level.

Role and Right: agents hold Roles (e.g., maintenance
technician) associated with Rights (e.g., read/write per-
missions) on specific systems, whole smart objects or on
particular sites.

Preference: agents can define preferences for environ-
mental parameters. For instance, employees may set
comfort preferences for temperature and humidity, while
ventilation systems may specify optimal CO2 thresholds.

We refer the interested reader to http://w3id.org/semioe for
the ontology specifications. To support data collection, mon-
itoring, and access control, a Technical KG is also defined
to include operational metadata for devices generating data
streams, such as the topic to which the data stream is pub-
lished, the target storage system (e.g., a time-series database,
relational database, or file storage) and its schema. Addition-
ally, the Technical KG documents the transformations applied
to data streams, thereby supporting the stream processing steps
managed by the Stream Management Platform discussed in the
next section.

V. PROPOSED ARCHITECTURE

In this section, we describe our proposed architecture,
visible in Figure [} for semantic data stream gathering and
monitoring within the IoE, supporting anomaly detection. Our
framework consists of two main parts, namely:

« Stream Management Platform: is capable of gathering
data streams, performing their manipulation, and manag-
ing their monitoring and storage in real-time leveraging
the Enterprise and Technical KGs.
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o Anomaly Detection Platform: is employed to monitor
the entities of the system through the computation of their
Behavioral Fingerprinting.

A. Stream Management Platform

The framework architecture leverages a modular structure
to support seamless expansion and integration. It combines
technical interoperability through standard protocols with se-
mantic interoperability via the Knowledge Graphs, enabling
device integration and real-time monitoring. The system treats
all devices as data stream producers, ensuring uniform data
handling and easy integration of new sources. The platform
architecture consists of the following components:

e Data collection: sensors, smart objects, and IT subsys-
tems generate data streams. According to the source type,
data may flow to a broker (e.g., MQTT) directly or
through a gateway collecting all streams from a certain
enterprise location (e.g., a specific lab), using various
protocols (e.g., BACnet/IP, MQTT) and formats (XML,
JSON). . Brokers typically maintain distinct queues of
messages, namely topics, according to a pre-defined syn-
tax, e.g., rooml/CO2_sensor2/CO2_lev for the ‘CO2_lev’
value produced by a ‘CO2’ sensor located in ‘room1’.

o Stream preprocessing: it transforms data streams before
publishing them to the stream management system, ap-
plying transformations such as merging, splitting, filter-
ing, decompression, decryption, and normalization, based
on the metadata stored in the KGs.

o Stream management: a Kafka cluster serves as a unique
collector for heterogeneous data streams, enabling large-
scale, real-time processing. It organized incoming data
into topics and partitions, allowing parallel consumption
by clients and ensuring an efficient data flow.

e Stream postprocessing: this component applies rules for
data filtering and transformation before storing the data
in the database, guided by device metadata stored in the
Technical KG, including stream aggregation or stream
compression to reduce the cardinality of the data to store.

e Persistent data storage: DBMSs to which postprocessed
data streams are routed for persistent storage.

o Stream monitoring: this service enables real-time data
consumption for a wide set of applications, while en-
forcing security and regulatory compliance by enabling
access to specific streams only to authorized clients.

o Semantic interface: it enables the interaction with the
KGs to provide metadata on data sources, data schemas,
sensor locations and technical metadata. It supports ad-
vanced functionalities such as dynamic stream processing
and context-aware monitoring, enhancing the adaptability
of the system.

The monitoring system offers two main functions to client
applications to perform the selection of the required streams
and consume them in real-time: (1) a traditional, purely
syntactical approach and (2) a more advanced, semantics-
based approach leveraging a flexible topic subscription sys-
tem. The basic approach operates through direct topic sub-

scriptions following standardized naming patterns, such as
room/sensor_id/measure_type. This method ensures simplicity
and efficiency, but it depends entirely on the predefined naming
conventions at enterprise level. This can make it difficult
to adapt to changes as any modifications, such as renaming
values, adding new dimensions, or restructuring hierarchical
elements (e.g., room/floor/building), may complicate topic
management, potentially leading to inconsistencies and errors
in data handling. To overcome these limitations, the semantic-
based approach relies on the KG to decouple topic names
from the actual meaning of the data streams. Instead of
relying exclusively on fixed topic names, this approach enables
dynamic queries using SPARQL to interact with the KGs.
This allows the clients, whether human agents or automated
systems, to express the monitoring request using the KG termi-
nology, without the hassle of coping with specific syntactical
constraints. In this way, it is possible to request a stream in
multiple ways:

o by system: the service looks up the corresponding topic
name in the KG and performs the subscription to the
Kafka topic;

o by smart object: the service identifies all systems embed-
ded in the smart objects and performs the subscription to
their topics;

o by environment: the service retrieves from the KG all sys-
tems located in the provided environment and subscribes
to all their topics;

o by agent location: the service identifies the location of
the client, and retrieves the sensors that are co-located.

In all such cases, before delivering the retrieved streams to the
client, the service preliminarily filters out those streams that
are not accessible to the client because of its access rights,
as stored in the KG. Authorization is essential for enforcing
role-based access control, ensuring that service returns results
tailored to the agent’s current role and location within the
organization. For example, a maintenance technician respon-
sible for monitoring temperature levels on the second floor
of a building, has read access to the environment labeled
“Floor_2”. This access logically extends permissions to all
sensors deployed in rooms on that floor through logical
inference within the KG.

B. Anomaly Detection Platform

This subsection presents the architecture used for the com-
putation of the Behavioral Fingerprinting (BF) approach. To
do this we employ a Federated Learning (FL) based solution.
FL is a decentralized and collaborative Machine Learning
paradigm that enables model training across multiple devices
while ensuring data privacy, as it eliminates the need to
share raw datasets [23]]. Leveraging FL, we can build a
comprehensive behavioral fingerprint for an entity of the net-
work by aggregating insights from multiple interactions across
that entity’s network with its peers. This enables a broader
and more accurate behavioral analysis, incorporating diverse
perspectives from various connected devices. Our scenario can
be modeled as a directed graph as follows:
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G=(N,E)

where N represents the set of nodes (or entities) and F denotes
the edges connecting them, formed when nodes exchange
messages. The direction of each edge signifies the initiating
node in the communication. The neighbors of a node n; are
defined as ', = {n; € N : (n;,n;) € E}, capturing the
interactions over the network. Our strategy, visible in Figure
[] for the service monitoring phase consists of two key steps:
(i) training phase where distributed behavioral fingerprints are
computed using FL, and (ii) inference phase in which real-time
anomaly detection is performed to identify suspicious activities
while preserving privacy.

The FL-based BF model involves several key actors, each
interacting through the Monitoring Service of the Stream
Management Platform to facilitate data collection and model
training:

1) Worker nodes. These nodes retrieve data produced by
IoT devices, namely Target nodes, through the Moni-
toring service. Once trained, they send model gradients
back by republishing on Kafka as a new stream for the
Aggregators.

2) Aggregators. These nodes collect gradient information
from multiple workers and refine them into an updated
global model; then, they send it back to the workers,
ensuring continuous improvement in BF accuracy.

3) Target nodes. These 10T devices generate the data used
for BF and are the nodes to be monitored. They send data
to the Stream Management Platform but do not perform
any computational tasks related to model training.

During the initial safe starting phase, all devices publish
streaming data on the Stream Management Platform, enabling
model training in a controlled environment free from external
attacks. This phase ensures that the BF models establish a
reliable baseline for normal behavior before deployment. The

core of our approach relies on a Deep Learning model de-
signed to classify device behaviors based on extracted features
from network traffic. Each worker node extracts key behavioral
features, including:

1) Network parameters. This information includes source
port type, TCP flags, encapsulated protocol types, inter-
arrival times of packets, and packet length.

2) Payload-based features. This information is gathered
from the message payloads to identify meaningful pat-
terns and detect potential cyber-physical attacks.

3) Sequence-based encoding. This information maps packet
exchange sequences into symbolic representations for
improved learning efficiency.

The chosen model architecture is a Gated Recurrent Unit
(GRU) neural network composed of two recurrent layers, with
512 and 256 neurons, respectively, and a fully connected layer
with 128 neurons. In accordance with the description in [6], the
training process can be orchestrated while maintaining privacy
by employing a private blockchain that acts as a public ledger.
This ledger facilitates the sharing of secrets which helps in
identifying the designated aggregator among the participating
entities, along with encrypted updates. This approach could
similarly be adapted into our solution in a semi-centralized
manner by delegating the role of aggregator to the stream
postprocessing service. This service can construct various
global BF models utilizing the IoE network and distribute them
via the Stream Management System.

As a final remark on the training phase, it is worth underlin-
ing that the anomaly detection component depicted in Figure
[]is a simplified version adopted here to describe the general
idea underlying our solution. However, in privacy-sensitive
scenarios, the exchange of information related to gradients
and model updates between workers and aggregators must be
safeguarded either by adopting ad-hoc encryption solutions or
by leveraging dedicated secure channels [6]], [24].

Once training is completed, the fully operational phase
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(or inference phase) begins. Here, the trained FL models
are deployed to detect behavioral anomalies in target nodes.
Data from the Monitoring Service continuously feeds into
the system, allowing real-time anomaly detection. The trained
BF model leverages FL to combine insights from multiple
worker nodes, creating a comprehensive behavioral profile
of each device as in [4], [6]. By continuously analyzing
data gathered through the Monitoring Service, the system
detects deviations from normal behavior. If the number of
unexpected behaviors surpasses a predefined threshold, the
system flags the anomaly, which may indicate a cyberattack,
hardware malfunction, or environmental shift as done in [5]],
[24]. If a node exhibits recurrent anomalies it is isolated from
the network until intervention occurs. This ensures system
integrity and enhances the security of the IoT ecosystem.

In summary, our approach efficiently gathers data through
the Monitoring Service, ensuring privacy-preserving FL train-
ing. The BF model enables robust anomaly detection, con-
tributing to a secure and intelligent IoT ecosystem as provided
by the results presented in the papers that propose the original
ideas [5[I, [6], [24].

VI. CONCLUSION

The novel paradigm of the Internet of Everything (IoE)
integrates people, processes, data, and things, creating an
interconnected and smart environment that presents unique
security challenges due to its scale, complexity, and hetero-
geneity. Additionally, the generation of vast amounts of real-
time streaming data from heterogeneous sources leads also to
interoperability challenges. To tackle the above issues, in this
discussion paper, we describe a novel framework developed
within the HOMEY project [25]. Our proposal consists of two
main components. The former deals with dynamic data stream

collection and management and leverages the concept of En-
terprise Knowledge Graph, which acts as a unified framework
to structure and integrate knowledge within the IoE ecosystem.
The latter focuses on monitoring of entities that produce
data through Behavioral Fingerprinting. Entities’ behaviors in
the system are analyzed and a Federated Learning approach
is trained to recognize possible anomalies. By integrating
semantic data stream analysis and Behavioral Fingerprint,
we enhance real-time threat detection, improving anomaly
detection accuracy, and ensuring better privacy protection in
IoE environments. This proactive security approach is crucial
for protecting critical infrastructure, securing user data, and
ensuring the safe expansion of IoE ecosystems in the current
Industry 5.0 scenario.

This work can be considered as a starting point for future
research. In particular, we plan to enhance the mechanism for
retrieval of historical data through an Ontology-Based Data
Access approach, and extend the platform with additional
downstream applications useful in an Industry 5.0 scenario.
Such functionalities will be provided under precise access
control policies, and include real-time analytics, predictive
maintenance, co-bots or autonomous applications performing
actions when certain events occur. Furthermore, more interac-
tive support will be provided to users by contextual virtual
assistants for employees’ daily tasks, based on immersive
applications with Augmented Reality features and chatbots
supported by Large Language Models. We plan to further
develop our anomaly detection system by exploring a collab-
orative and distributed approach to behavioral fingerprinting
of network objects. Additionally, we aim to optimize work-
load orchestration using secure delegation, ensuring better
workload distribution across network nodes while minimizing
power consumption, meeting Service Level Agreement (SLA)



requirements, and enhancing node reliability.
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