TACR Transactions on Cryptographic Hardware and Embedded Systems
ISSN 2569-2925, Vol. 2025, No. 4, pp. 386-408. DOI:10.46586 /tches.v2025.i4.386-408

LESS is Even More: Optimizing Digital
Signatures from Code Equivalence

Luke Beckwith!, Andre Esser?, Edoardo Persichetti?,
Paolo Santini*, Floyd Zweydinger?

1 George Mason University, Virginia, USA
2 Technology Innovation Institute, Abu Dhabi, AE
3 Florida Atlantic University, Florida, USA 4 Marche Polytechnic University, Ancona, Italy

Abstract. LESS is a signature scheme based on the code equivalence problem that
has advanced to the second round of the NIST PQC standardization process. While
promising, the scheme suffers from relatively large signatures and moderate to slow
signing and verification times. Chou, Santini, and Persichetti recently introduced a
variant of LESS relying on canonical forms to significantly reduce signature sizes.
However, the overall performance impact of this approach remained largely unclear.
In this work, we provide the first implementation of the new LESS variant and
show that, in its original form, it performs poorly due to the overhead of computing
canonical forms in a naive way. We then introduce a series of algorithmic and
implementation-level optimizations that reduce this overhead to about 10%, showing
that the signature size reduction comes at minor cost. In addition, we present further
improvements to the signature scheme as a whole, as well as a re-parameterization.
The resulting scheme achieves speedups of 2.5x to 10x over the Round 1 NIST
submission, while maintaining the reduced signature sizes.
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1 Introduction

The transition to PQC has led to an increased focus on cryptographic diversity, ensuring
that security does not rely on a single hard problem. Code-based cryptography is one of
the most promising areas of investigation in this context, enjoying conservative security
guarantees and a rapidly improving performance profile. LESS, a code-based signature
scheme, emerged as an intriguing candidate in the NIST PQC signature standardization
effort [NIS23], thanks to a clean and elegant design. Constructed via the Fiat-Shamir
transformation from a Zero-Knowledge Proof of Knowledge (ZK-PoK), it was recently
selected to advance to the second round of the competition. Still, the Round 1 LESS
submission exhibited somewhat large signatures, and relatively slow signing and verification.

A recent work [CPS25] shows how to significantly reduce the LESS signature size,
introducing so-called “canonical forms” to lower the communication cost of the underlying
ZK-PoK. For instance, signatures for NIST Category 1 can be reduced from 5-8 KB down
to 1-2.5 KB. However, this reduction comes at a price, as computing canonical forms
introduces additional overhead during signature and verification. Indeed, the authors
in [CPS25] estimated that each canonical form computation could in principle be as
expensive as multiple Gaussian eliminations. Given that LESS was already among the
slowest candidates in Round 1, with Gaussian elimination being precisely the bottleneck
in computation, it remained unclear whether this trade-off would result in a competitive
scheme or if it merely shifted the bottleneck from signature size to performance.
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In this work, we present a full implementation of the improved LESS scheme and
introduce a series of optimizations targeting both the computation of canonical forms and
the signature scheme as a whole. Through algorithmic enhancements, implementation-level
improvements, and re-parameterization, we accelerate LESS’s signing and verification by a
factor ranging from 2.5x to over 10x compared to the initial submission. The Round 2
LESS submission already incorporates many of the improvements presented in this work;
yet, we present here additional ideas that further improve its performance by a factor of
about 2x. In this context, we improve the computation of canonical forms significantly,
showing that with an overhead of only 7 — 15% in our optimized implementation the
improvement is not a trade-off, but instead comes only at a minor cost. Our results
position LESS as a strong candidate, achieving both compact signatures and competitive
performance relative to other zero-knowledge-based constructions.

Our Contributions. The work of [CPS25] is able to reduce signatures to a very competitive
size, but raised several questions about the practicality of this tweak. The focus of this work,
therefore, is to address the computational aspects of the protocol. As we mentioned, a key
bottleneck in the Round 1 LESS implementation was the Gaussian elimination algorithm
required to compute the Reduced-Row Echelon Form (RREF) of the matrices involved
in the protocol, which accounted for a very significant portion of the total signing and
verification time. By adding canonical forms, the computational cost is further dominated
by the combined overhead of computing both canonical forms and RREF.

As an initial step, we provide a full implementation of the canonical form function
proposed in [CPS25], establishing a baseline for our benchmarks. We find that here the
RREF and CF computations jointly make up for about 88 — 94% of the total signing /
verification time, while the CF is x9 slower then the RREF. We then introduce optimiza-
tions on different levels to ultimately bring the contribution of those routines down to just
55 — 60% of the overall signing and verification time. Whereby the overwhelming majority
is now only contributed by the RREF, as the computational overhead of the CF is < 10%
as the CF is now x2.4 faster then the RREF.

Variable-time RREF. We introduce several optimizations to the RREF computation during
verification, where constant-time execution is not required. The first-round LESS implemen-
tation used the same RREF approach for both signing and verification, despite verification
having different constraints. Since the matrices being transformed into systematic form
are of the form (I, | A)Q for some monomiall matrix Q, they already include many
pivot columns. Reusing those pivot columns allows to save a great part of the otherwise
necessary computations. Additionally we implement early aborts and apply rescaling and
row additions only when necessary.

Canonical Form Computation. For a given matrix A € Flgx("_k), the computation of its
canonical form CF(A) requires finding the matrix having the most compact representation,
among matrices of the form Q,AQ., where Q, € M, and Q. € M, _; are monomial
matrices. To accelerate this process, we derive structural properties of CF(A) in dependence
on the entries of A. This allows us to fix certain entries of Q, and Q. a priori, which
previously required testing multiple candidates.

These optimizations introduce a variable-time computation, which could leak infor-
mation about the supposedly secret matrices Q, and Q.. To mitigate this, we introduce
a “blinding” technique: by first applying random monomial matrices to A, we obtain a
transformed matrix A = Q. AQ.. Note that, due to the properties of canonical forms, the
canonical form of A remains the same as that of A, ensuring that any side-channel infor-
mation obtained during computation does not reveal details about Q, and Q.. Therefore,
all improvements on the CF computation translate 1-to-1 to the signing routine.

1A permutation with scaling factors.
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Built-in Side-channel Resistance The newly introduced “blinding” technique does not only
allow us to speedup the computations, by leveraging variable-time computations, but
it is also an additional side-channel resistance layer built into the scheme, which allows
each subsequent function, and not just the canonical form, to be variable-time. As a
consequence, LESS is one of the few schemes which sacrifices a little of its computation
time < 1% so that large parts of the implementation can be written in variable-time fashion.
This makes the overall implementation effort much easier. All in all, one only needs to be
careful to write constant-time code while sampling random monomial matrices, applying
those to the generator matrix and while applying the subsequent RREF. Additionally,
we further strengthen LESS’s side-channel resistance by switching from a Fisher-Yates
approach to an odd-even sorting networks for the sampling of random permutations.

Fy-Arithmetic. Another key component involved in the RREF and CF computations is
the arithmetic over F,. We provide a significantly improved AVX2-based implementa-
tion for this arithmetic. For subtraction and addition, we have reduced the number of
instructions from six to three, resulting in a x2 improvement compared to the Round-1
LESS submission, by leveraging the specialized blendv AVX2 instruction. Similarly, for
F, multiplication, we have reduced the number of instructions, leading to a 23.7% im-
provement in timings. Furthermore, we have optimized the arithmetic by utilizing the
AVX512 instruction set available on newest generation x86 CPUs, which results in an
additional 26% improvement in timings compared to our AVX2 implementation, while
processing twice as many field elements. Additionally, we provide an optimized NEON
implementation for ARM processors.

Re-parameterization. While the authors of [CPS25] demonstrated the potential of canonical
forms using the Round 1 LESS parameters, we show that this enhancement opens up
new possibilities for parameter selection. In the original Round 1 LESS parameters, the
Fiat-Shamir construction relied on a large number of repetitions, which were crucial for
achieving smaller signatures. This was made possible by a skewed challenge distribution
ensuring that the much smaller ephemeral responses appear more often than larger ones.
However, the introduction of canonical forms significantly reduces the communication cost,
eliminating the need for such a high number of repetitions. This allows us to maintain
competitive signature sizes while using far fewer rounds. Note that any reduction in the
amount of rounds leads to a linear improvement in both signing and verification times.

The combined effect of the improvements outlined above is reflected in the timing
results as detailed in Table 5 for NIST Category 1 parameters. The canonical form
computation now accounts for only 10.1% of the total time, with the previously dominant
RREF computations contributing 40.0%. The majority of the computation time is now
dedicated to computing commitments through the KECCAK function.

2 Preliminaries

Notation. Let [F; be the finite field with ¢ elements. In concrete instantiations, throughout
we use ¢ = 127. Naturally the vector and matrix space over this field are defined as Fy
and IFZX”. We denote vectors with bold lower case letters, e.g., v € Fj and matrices with
bold upper case letters, e.g., G € IF'EIX". Furthermore we refer by v[i] to the i-th element
of a vector v and Gi, j] describes the element in the i-th row and j-th column of a matrix
G. We describe with G[i :] the i-th row, and with G[: j] the j-th column, of the matrix
G. Additionally G[i :] - G[j :] denotes the element-wise multiplication of the two rows.
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Permutation and Monomial Maps. We denote by S,, the symmetric group on n elements,
comprised of permutations of n objects. For a vector v = (v1,--+ ,v,), it holds that
m(v) = (vﬁ_l(l), e ,vﬂ_l(n)). As is well known, each permutation can be represented also
as an n X n matrix such that every row and every column has a unique element equal to 1
while all the other elements are 0. If P is the permutation matrix associated to w € S,,,
we then have 7(v) = v - P. Sometimes we slightly abuse notation and write P € S,, to
imply that P is a permutation matrix.

The symmetric group can be generalized to a group M,,, known as the monomial group,
formed by monomial maps, that is, functions of the form p := (m,a) with 7 € S,, and
ac (F;)", acting as pu(v) = (a1 “Up=1(1)s" " 5 0n "Uﬂ—fl(n)). As for permutations, we can
represent a monomial map via a matrix Q € Fy*" such that every row and column has a
unique non-zero element from Fy. Again, for such matrices, we will sometimes be flexible
with notation and write Q € M,,. We naturally extend the action of monomial maps to
matrices A, i.e., u(A) indicates the matrix resulting from the action of p on the columns
of A. In other words, if Q is the monomial associated with p, we have u(A) =G - Q.

Orderings and Sorting. Let <p_ be a total ordering on the prime field IF,. Let SORT :
(Fy)* — (F,)* be a routine that sorts a vector of arbitrary length according to this ordering.
We extend this ordering to the vector space Fy by letting v <gn v’ if and only if either
vi =v;, Vi € [n] or Ji € [n],s.t.v; < i, and v; = v/, Vj <i. We extend this definition to
a strict partial ordering ~Fp Over Fy. Given v, v e [y, we define v ~Fr v’ if and only if
w <p» W' and w # w’, where w = SORT(v), w’ = SORT(v’). This definition is extended
to matrices in a row-wise fashion.

Equipped with these definitions of ordering, we are able to define the following sorting
routines. First, we define SORTROWS : ]F’;X("_k) — ]F’;X”*k, which takes as input the

rows of a k x n — k matrix and sorts them according to <gn—x. And secondly, we define
q

SORTCOLS : F’;X"_k — ]F’gxn_k', which takes as input the columns of a k x n — k matrix
and sorts them according to <pk-

Code Equivalence. A linear code % of length n and dimension k, or [n, k]-code for short,
is a k-dimensional subspace of IFj. We represent such a code via a basis G € IF’; X7 called
the generator matriz of €, with the vectors taken as rows i.e. ¥ = {mG | m € F}'}. Since
bases for vector spaces are not unique, one typically identifies a standard one, known
as the systematic form, as the one yielding a matrix of the form (I | A). We call two
linear codes ¥ and €’ linearly equivalent, if there exist a monomial map u € M, that
maps elements from one into the other; for convenience, we indicate this with the notation
€' = u(%€). Given two linear codes, identifying such a monomial map p (if it exists), is
known as the code equivalence problem.

Definition 1 (Code Equivalence Problem). Given two [n, k]-codes ¢ and ¢” over Fg, find
a monomial map p € M, such that €’ = u(€).

This problem is also widely known as the Linear Equivalence Problem (LEP), while the
special case where the monomial map is a permutation is referred to as the Permutation
Equivalence Problem (PEP).

Definition 1 can also be written with respect to the generator matrices G and G’ of
% and ¢’. Then, the target monomial map has to satisfy G’ = Su(G), where S € F’;Xk
describes an appropriate change of basis. Often, this change of basis is fixed to transforming
#(G) into row-reduced echelon form (RREF), leading to RREF(G’) = RREF (u(G)).
Furthermore, when we restrict to generator matrices in systematic form the equivalence
identity reads G’ = RREF(u(G)), or G’ = RREF(GQ) if using matrix notation.
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3 LESS

The LESS signature scheme [BMPS20] stands out as the only signature scheme that was
originally designed so that security is based entirely on the linear equivalence problem.
Successive modifications bring the concrete security of LESS over to related problems,
which however still reduce to LEP.

The final version of LESS is obtained starting from a simple zero-knowledge protocol,
a 3-pass Sigma protocol in the style of Goldreich-Micali-Wigderson (GMW) [GMW91],
from which a signature scheme is obtained via the Fiat-Shamir transformation [FS86]. As
the base Sigma protocol only yields a soundness error of 1/2, it needs to be iterated, say
t times, until a satisfactory soundness is reached. The protocol features several tweaks,
which were progressively added over several works [BBPS21, PS23, CPS25]. Below, we
briefly summarize only the latter, which is specific to the case of Linear Equivalence; for a
general treatment of protocols based on group actions, we point the reader to [BPST23].

3.1 Canonical Forms

Roughly speaking, for what concerns proving the existence of an equivalence between two
codes, canonical forms can be seen as a manner to trade witness size (in this case, the
amount of bits to prove that two codes are equivalent) with computational complexity.
We briefly describe here just the main idea, at a very high level, and refer the interested
reader to [CPS25] for mathematical details. Let G, G’ € F¥*™ be generator matrices for
€,%’, respectively, and assume there exists a change of basis S € F’;Xk and a monomial
map p € M, such that G’ = S- u(G). Then, the pair (S, i) is a witness to the equivalence
relation. As we have already observed, providing S is actually not necessary and only u is
needed: one can indeed check that 4(G) and G’ have the same RREF. In other words,
the computation of the RREF is employed as an invariant, allowing to omit the change of
basis S from the witness of the equivalence relation.

In the same spirit, the framework proposed in [PS23], and later formalized in [CPS25],
allows to further reduce the size of the witness by omitting also some “information” about
. The authors show how the action of any monomial map can be fully expressed by
first stating which coordinates are moved to the k leftmost positions, and then specifying,
separately, how the k coordinates on the left and the n — k coordinates on the right are
shuffled and scaled. The former information is represented via a permutation m;; € S,,,
while the latter via a special monomial map 7, which can be factored into two disjoint
maps 7, = Q, € My and 7. = Q. € M,,_,. With this formulation, in order to prove
that two codes are linearly equivalent, it is enough to provide 7;5, which can be efficiently
encoded into the size-k set J. A verifier can then compute a matrix m;s(G) which is equal
to G’ up to i) a change of basis, and ii) a monomial such as 7. In conclusion, while RREF
expresses invariance under changes of basis, canonical forms are invariant under monomials
like 7.

The resulting Sigma protocol is depicted in Figure 1. To be consistent with the
LESS specification, we rely on the same notation, which requires the following additional
functions. The function RREF* returns the systematic form of the input, together with
the permutation? 7 used to bring its RREF into systematic form (basically, sort columns
so that the identity is on the leftmost positions). The function COSETREP, on the other
hand, first factors the input monomial map as we have discussed, and then returns the
size-k set J. The name of this function comes from a group theory perspective, where each
set J uniquely identifies one of the (2) cosets forming a partition of the group M,,, and a
canonical form can be seen as an efficiently computable representative for each class.

2note that this is the identity of the corresponding submatrix is invertible.
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Public Data System parameters q,n, k € N, hash function HASH, canonical form function CF.
Private Key ue M,.

Public Key (G, G’) with G <~ F¥*" and G’ = RREF (u(G)).

PROVER VERIFIER
do:

& M,

((Ik | A),w) + RREF*(1i(G))
while CF(A) =L
cmt + Hasu(CF(A))

< ch & {0,1}
If ch=0:
rsp < 1
Else:

rsp

If ch=0:
(Ik | A) + RREF~* (rsp(G))

rsp < J = COSETREP(T o fio ™ ")

Else:
~1
A« G1rlrsp ) l{l,m ,n}\rsp
Accept if HASH (CF(A)) =cmt

Figure 1: Description of the Sigma protocol based on canonical forms.

Failure probability As we shall see later on, in practice computing canonical forms boils
down to scaling and reordering rows and columns so that the input matrix exhibits some
special properties (e.g., rows and columns following a lexicograph ordering). Formally, a
proper canonical form function would require that the resulting matrix can be uniquely
and efficiently computed for any input. Actually, the canonical form functions put forward
in [CPS25] relax this condition and accept that, for some input matrices, a canonical form
cannot be computed: in such cases, the function returns a failure. In this context, we
speak of failure probability and measure it as the probability that a uniformly random
input leads to a failure. The expressions for the failure probabilities are rather convoluted
and, for the sake of space, we do not report them here. We refer the interested reader to
[CPS25, Section 4]. As argued in [CPS25], this relaxation seems necessary to unlock the
possibility of devising canonical form functions that run in polynomial time, for most of
the input matrices. We remark that existence of such a failure probability does not lead to
any practical issue. First, for cryptographically relevant parameters, the failure probability
is upper bounded by a constant which is always extremely small (e.g., approximately 2789
for the NIST Category 1 parameters). Moreover, we emphasize that existence of a small
failure probability does not lead to security issues. Indeed, as highlighted in Figure 1, the
canonical form computation during commitment preparation is implemented via rejection
sampling: upon a failure, we restart by sampling a completely new random monomial fi.
Therefore, an attacker only learns that some CF computation of an unknown (rejected)
transformation failed.

High Level Description of the Canonical Form Function. We now describe at a high level
the Canonical Form function CF, which computes canonical forms of the non-IS part of
generator matrices. For this, let G = (Ix | A) and G* = (I, | A*) be two generator matrices
of two equivalent codes; it is shown in [CPS25] that, thanks to canonical forms, this implies
A* = Q,AQ.. Let us first assume an easy case (Q,, Q.) = (P,,P.) € Sk X S,_k, e.g. the
applied isometry is a permutation of rows and columns. As we shall see, the algorithm to
compute canonical forms, in this case, will become a subroutine for the more general case in
which the considered transformations are monomials. In this case we are able to compute
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the canonical representative of A and A* with SORTCF below. First we sort each row by
<k, which yield SORTROWS(A) = SORTROWS(P.A), as P, only permutes a row, but does
not alter it. To account for the column permutation P, we sort the columns via SORTCOLS
according to <px. This leads in SORTCOLS(A) = SORTCOLS(AP.). Together with the
previous results this yields that SORTCF(A) = SORTCF(P,.AP.) = SORTCF(A*).

Algorithm 1: SORTCF
Input: G € F’;X"—k non-IS of Generator Matrix.
Output: G’ € ngn_k.

1 G’ + SorTROWS(G)
2 return SORTCOLS(G')

It follows that SORTCF computes the canonical representative of generator matrices,
in the case the applied isometries are just permutations.

Scaling Rows. For the next step we assume that (Q,, Q.) = (Q,,P.) € My x S,,_x. The
trick to tackle the scaling of the rows via Q,., is to ensure that the sum of each row is 1.
Let SCALEROW(v) = (32, vi)~! - v and v/ = av, for some a € F;. Now:

SorRTROW(SCALEROW(V')) = SORTROW(SCALEROW(av))

SortROW((Y ~ av;) ™! (av))SortRow(() _ vi)~'v) = SORTROW(SCALEROW(V))

Thus SIMPLESCALECF simply computes SCALEROW for each row, and subsequently
applies SORTCEF.

Algorithm 2: SIMPLESCALECF

Input: G € stn*k non-IS of Generator Matrix.
Output: G’ € ngn*k.
for i € [k] do
| Gli:] < ScALEROW(GIi :])
SOrRTCF(G)
return true

Lo VI

It follows that SIMPLESCALECF(Q,AP.) = SIMPLESCALECF (A). This description
ignores the fact, that ), v; could be equal to zero, thus the inverse does not exist. That
is the reason why the canonical form function is a probabilistic algorithm, and canonical
forms do not exist for every matrix. For a detailed analysis we refer to [CPS25].

Scaling Columns. For the last case we have (Q,, Q.) € My, x M,,_;. Compared to the two
previous cases, we additionally have to deal with the scaling of columns. To handle this,
let w' = aw, for some a € F}, a scaled column and additionally assume that w € (IFZ)’“ .
Now we can use the first coordinate w{fl to scale w'.

wihow = (awy) Tl (aw) =wy b w

Thus we removed the scaling by «, by the same approach as with the rows, yielding the
same as scaling w with wg’ !, The usage of the first dimension w( as a scaling factor, seems
arbitrary and indeed it is. For this define SCALECOL(w, ) = - w. From the example
above we know that SCALECOL(w, w; ') = SCALECOL(W', W, 1),Vi =0,...k — 1. As our
goal is to find the unique shortest canonical form representative, we need to enumerate all
possible scaling/correcting factors w; for all rows, to find the one which yields the minimal
matrix according to <]F§><(n—k).
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Algorithm 3: SIMPLECF

Input: G € ]ngnfk non-IS of Generator Matrix
Output: G’ ¢ stn*k in canonical form
Data: B¢ F’;X("fk), M e IF‘I;X("JO: temporary buffer
/* set M to the largest matrix */
M «— (q _ l)kx(nfk)
for i € [k] do
for j € [k] do
| BIi:] + ScaLeCoL(G[j :],Gli:]71)
if SiMpPLEScALECF(B) =gk (n—k) M then
q
| M« B
return M

[, O I U

N o

Putting all together the canonical form function is computed by first multiplying the
columns, to remove any isometry applied to the columns. Next the rows are scaled to one,
to remove any isometry applied to the rows. And finally any permutation on the rows and
columns is removed via sorting. The uniqueness is ensured by enumerating all scalings for
the columns to find the minimal resulting matrix.

3.2 Data Sizes

When computing data sizes, one has to take into accounts all the tweaks incorporated in
the protocol. These include:

- commitment recoverability, so that the signature contains just the sequence of re-
sponses, and the challenge bits;

- fized-weight challenge string, according to a skewed distribution, resulting in exactly
w out of ¢t non-zero challenges;

- multiple statements, expanding the public key from a single pair (G, G’) to a tuple
(Go, Gl, ey GS);

- GGM trees to efficiently transmit the t — w seeds used to represent ephemeral
challenges.

These lead to the following public key and signature sizes.

Public Key Size. Instantiating LESS with s statements in the public key leads to a
challenge space of size s+ 1, and hence a soundness error of 1/(s+ 1) for a single execution
of the Sigma protocol. While this reduces the number of necessary parallel repetitions to
achieve a low soundness error, it increases the public key size (in bytes) to

SIZEp, = (s — 1) - ([k(n — k) [logs(q)] /8—‘ + ]—n/éﬂ) + \/8. (1)

Note that Gg is generated from a seed and all G;, i = 1,...,s are assumed to be in
systematic form G; = (I | A;). Additionally to the non-systematic part for every G, the
pivot columns are stored, which requires an additional n bits.

Signature Size. The protocol responses, after the introduction of canonical forms, consist
only of the partial permutations that define the indices of the first £ columns, rather than
the full monomial maps. Moreover, for challenge 0 this size-k subset is derived from a seed
of length A bits. Whenever the challenge is non-zero, the encoding of such a subset can
be realized using n bits.?> Furthermore, we ensure n =~ 2\ to meet the well-known lower
bound for non-ephemeral responses in group action based Sigma protocols.

3Precisely only log (:) < n bits are required, however, for simplicity and efficiency we use a slightly
suboptimal encoding.
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If w out of ¢ parallel protocol executions have a challenge ch # 0 there are w non-
ephemeral responses of size n =~ 2\ and t — w responses which are formed by PRNG
seeds. For the transmission of the ¢t — w seeds a GGM tree is used, which reduces the
communication cost whenever w < ¢/2. Namely, an upper bound for the number of seeds
that have to be transmitted using a GGM tree is given by

wlogy (t/w) +u — 1, (2)

where u < log,(t) is the weight of ¢ in binary. Note that when t = 2¢ for an integer d the
upper bound yields wlog,(t/w). In total the signature size in bytes amounts to

SI1ZEgig = \)\\/E + w-[n/8] +min{|wlogy(t/w)+u—1],t—w}-A/8+ (3)

cmt & salt  non-eph. resp. ephemeral responses

1 .
~—
F#seeds

4 Optimizations

In this section we describe various improvements aimed at obtaining a competitive imple-
mentation of LESS. We begin by addressing canonical form computation, via a variable-time
version of the CF function. We then introduce a blinding technique in Section 4.3, which
allows to implement large parts of the scheme, including the canonical form computation,
in variable time without leaking secret information. In total, only the RREF, BLINDING
and the sampling of random permutations need to be computed in constant time.

4.1 RREF

The RREF algorithm is a direct instantiation of Gaussian elimination. It systematically
transforms a given matrix into row echelon form through a series of elementary row
operations: row swapping, scalar multiplication, and adding or subtracting multiples of
rows. In each round, the first step is finding a suitable pivot element. This is then used in
subsequent row operations to ensure all other elements in the pivot columns are zero. Once
the RREF operation completes, all pivot columns will contain a single non-zero entry.

4.1.1 Pivot Reusage

The RREF operation in LESS is not applied to a randomly generated matrix. The input
is a matrix Gg, which was already in RREF but a monomial map was applied. Since the
application of a monomial map is equivalent to permuting and scaling the columns of Gy,
after applying the map, the k columns of Gy that were previously pivot columns have
only a single non-zero entry. During conversion to RREF, if the current pivot element
is in one of these columns, the expensive row reduction step can be skipped. For LESS
parameters where k = n/2, on average, k/2 of the k pivot columns of i")(G) were pivots
in Gg, which means that half of the row reductions can be skipped. Thus, on average, this
optimization reduces RREF latency by almost 50%.

It is important to note that the number of pivots that can be reused varies based
on the permutation behind the secret monomial map. Thus, a direct application will
result in non-constant-time performance, which may introduce a vulnerability to timing
attacks. This is not an issue for verification, so it can be applied directly. For signature
generation, instead, the variance in latency would reveal information about the secret
ephemeral monomials. However, one can limit the number of pivots reused to some value
P < g such that the probability of non-constant-time operation is below an acceptable
threshold. So long as there are at least P pivots that can be reused, the operation will be
constant-time. This quasi-constant-time approach allows some of the performance benefit
to be achieved with a strong argument for security. The probability that a monomial has

exactly p reusable pivots is (i) . (kfp) / (fl), since the permutation would be selecting p
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columns that were pivot columns and k& — p that were non-pivot columns. We can calculate
the probability of ﬁ(i)(Go) having at least P reusable pivots and then select P such that
the likelihood of non-constant-time performance is below the maximum signature limit*
considered by NIST of 264, This leads to a value of 25, 51, and 79 for P for security
categories 1, 3, and 5, respectively. This yields a performance improvement of 20% — 35%
for RREF with an average of only 1 non-constant-time operation before the signature
limit is reached. It is also worth noting that the variance in latency is related only to the
ephemeral monomial, not the long-term secret monomial.

We further extend the technique by avoiding to rescale the pivot element of already
reduced columns. This is possible because the canonical form computation is independent
of the non-zero entries in the identity part of the generator matrix.

4.1.2 Variable-Time Implementation

The reuse of pivots requires only minor changes to the RREF algorithm. First, the locations
of the previous pivot columns must be determined. The pivot column location is tracked
using a n-entry Boolean array where a 1 signifies the column is a pivot column. We
determine the new location of these pivots by applying the same monomial permutation
that was applied to the generator matrix to this array. Then, prior to performing the row
scaling operation we check if the current pivot column can be reused. If so, the row scaling
and row reductions steps are skipped. Pivot elements are only reused if the pivot reuse
limit has not been reached.

In some circumstances, a reusable pivot may be corrupted. For example, if (GI0, 1]) is
a reusable pivot, but (G0, 0]) is used as the pivot element for the reduction of the first
column, then the zero elements of (G[: 1]) will be overwritten during the row reduction
step. To limit the likelihood of reusable pivots being corrupted, a pre-processing step
is performed where row swaps are used to position reusable pivots on the diagonal. In
this example, row 0 and 1 would be swapped so that the reusable pivot on column 1 is
in position(GJ[1, 1]). Thus the element would only be corrupted if (G[0,0]) == 0 and
(G[1,0]) # 0. The RREF algorithm with pivot reuse is described in Algorithm 4.

We were also able to improve the RREF implementation for the VERIFY algorithm, by
using a variable-time scalar multiplication via table lookups. More on this in Section 4.4.

4.2 Canonical Form

Let us first define cnt,(v) = [{i|v; = z, Vi € [n]}| for 2 € F; and v € F}. In order to
get a practical canonical form we apply the following optimizations. The core idea of the
newly proposed canonical form computation is to skip as many computational steps as
possible, for which we know beforehand that they do not lead to anything useful. The goal
of the canonical form is to compute the “shortest” representative, according to <ng(n_k>,
for the input matrix G. Below, we present our new CF algorithm, with early abort.

We first we keep track of the rows with no zeros in it, as for rows with zeros, line
7 would not be defined. With this information we can reduce the number of SCALECF
calls from k& down to the number of rows not containing a zero. Additionally, we scan
the input matrix G for the number of zeros per row. As we know that these rows with
the most zeros will be the shortest according to <F§X(n7;€), once scaled. Let us denote
this set with |J|. Then, instead of scaling the full matrix G, we only scale the submatrix

B e FL‘”X(n—k). But instead of fully computing SCALECF, we can do better. We want to
skip the expensive computation of SORTCF, more precisely the computation of SORTCOLS.

4The signature limit refers to the number of signatures that can safely be generated with a single
keypair.
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Algorithm 4: RREFPIVOTREUSE

Input: G € ]FZX", p : an array which specifies if a column was a previous pivot of G, [ :
number specifying how many pivot elements may be reused

Output: G € ]Flgxn in RREF

Data:

/* Swap previous pivot elements to the diagonal */
1 rc+0
2 for col € [k] do

3 if p[col] =1 and rc <l then
/* Find row containing reusable pivot element */
4 for row € [k] do
5 if Glrow col] # 0 then
6 ‘ i — row
7 Glcol :],G[i :] + GJi 3], G[col :]
8 rc<rc+1
9 rc+ 0
10 for row_to_reduce € [k] do
11 i,5 < 0,0
12 for j € [row_to_reduce, n] do
13 for i € [row_to_reduce, k] do
14 if G[i,j] > 0 then
15 ‘ go to 16
16 if row__to_reduce # i then
/* Row swap during pivot search corrupts reusable pivot in column i */
17 pli] =0
/* Swap the rows at row_to_reduce with i */
18 Glrow_to_reduce :], G[i :] < G[i :], G[row__to_reduce :]
/* If reusable pivot, skip */
19 if p[row_to_reduce] # 1 and rc <[ then
/* Reduce the pivot row */
20 Glrow_to_reduce :] + Glrow_to_reduce, j]*l - G[row__to_reduce ]
/* Reduce the rest */
21 for row € [k] \ row_to_reduce do
22 | Glrow :] - Glrow :] — G[row, j] - G[row_to_reduce :]
23 else
24 ‘ rc<rc+1

25 return G

Thus SUBSCALECFPREPROCESS, scales the rows normally, but at the same time keeps
track of the shortest row L and returns this row. Note that the =pnk comparison in line
10 implicitly computes SORTROWS. Additionally, it is important to note that SORTCOLS
does not change L if it is the shortest row, among all inputs. And finally we fully compute
the scaling of the full matrix G via SCALECF only once for the previously scanned row
r, which yields the shortest row. Thus we reduced the number of SCALECF calls from k
down to 1. Note that it happens with a small probability, that the scaling via the r-th row
does not yield a valid canonical form. In this case we fall back to the original version.

Overall this improvement yields a speedup of 60% for LESS-252 and LESS-400 and
36% for LESS-548. Note that for this benchmark both version of the canonical form
utilized the same arithmetic as well as the same sorting subroutines. This is to ensure that
Table 1 solely reflects the algorithmic improvements of the canonical form function.

Table 1: Timings (Kcycles) for the computation of CF and IMPROVED CF. Average of 215 runs,
measured on a AMD Ryzen 5 7600X.

LESS-252 LESS-400 LESS-548

CF 4300 8500 9700
IMPROVED CF 73 138 255
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Algorithm 5: IMPROVED CF

BW N =

© w0 g o O

11
12
13
14
15

Input: G € ]ngnfk non-IS of Generator Matrix.
Output: M ¢ stn*k.
Data: B¢ FZX("fk), Le Fg_k: temporary buffer.
J « {i| max(cnto(G[i])), Vi € [k]}
Z « {i|ento(Gli]) > 0, Vi € [k]}
L+ (q—1)"F
r<+0
for ¢ ¢ Z do
for j € [|J]] do
| Bl « Gl - Gli ]!
b, L < SUBSCALECFPREPROCESS(B, L, | J|)
if b then
‘ T 4
for j € [k] do
| B[]« Gl G[r~"
if SCALECF(B) = false then
| return CF(G)
return B

Algorithm 6: SUBSCALECFPREPROCESS

1
2

3

© ® N O ;oA

10
11
12
13
14

Input: G € ]F;Xm*k), Le ]F,’;fk, z€Z.

Output: true/false.
Data: T € IF;*IC: temporary buffer.
r < false
for i € [z] do
s =" Gli.Jj]
if s # 0 then
‘ s+ s 1
if s =0 then
n—k—1
‘ 5= Zij=o
if s =0 then
continue
T+ s-GJ[i ]
if T <pn—k-1 L then
LoT
T < true
return r, L

Gli,j] 7!

In the following sections we introduce further improvements to the subroutines used
within the CF computation.

4.2.1 Histogram on Sorting Rows

As already described in a previous section, the runtime of canonical form computation
depends heavily on the SORT subroutine. A possible constant-time instantiation of this
algorithm is given in Algorithm 7. To further improve on this we propose to compute
a histogram instead of sorting vectors. A histogram ]Fg’k — 74 counts the number of
occurrences of each symbol within the vector, see Algorithm 8. Note that a histogram is

still enough to compare elements v, w € F via the ordering v =Fn W.
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Algorithm 7: SORT Algorithm 8: HISTOGRAM
Input: v € Fy Input: v € Fy
Output: v € Fy sorted Output: w € Z9 sorted
Data: C € Fi;.: temporary buffer

1 O « 04 1w+ 09

2 for i € [n] do 2 forie[ﬂ] do .

s | CIV[i|] « C[v[i]] + 1 s | wilvli] « wv[i]] +1

470 4 return w

5 for i € [q] do

6 while C[i] > 0 do

7 Vi = )

8 Cli] + C[i] - 1

9 j—i+1

10 return v

Another positive side-effect is that a histogram acts like a compression function, which
reduces the size of each element to compare from k to ¢. Unfortunately, it is not possible
to optimize the computation of a histogram via vectorization for all proposed parameters.
Only LESS-548 profits from a parallel histogram computation. In this case the input vector
v is processed in multiples of 4, which are put into 4 different buckets. In a subsequent
step, these 4 buckets are summed together via vector instructions.
Table 2: Number of cycles to compute SORT and HISTOGRAM. Average of 2%°
a AMD Ryzen 5 7600X.

runs, measured on

LESS-252 LESS-400 LESS-548

Sort 1280 1777 2135
Histogram 600 860 1154

4.2.2 Sorting Columns

The second most time-consuming subroutine in the computation of a canonical form is
SORTCOLS. This function takes the columns of a matrix and sorts them according to the
ordering w <pp w’ with w, w’ € Fy. As all matrices in our implementation are stored in a
row-major form, accessing columns is rather inefficient. Thus we first transpose an input
matrix, apply SORTROWS, and subsequently we are transposing the matrix again. Note
that SORTROWS does not need to apply a SORT function for each row. Our 3 proposed
optimized implementations leverage the respective instructions of the underlying CPUs.
In case of AVX2 and AVX512, specialized functions are provided, which transpose 32 x 32
(resp. 64 x 64) submatrices via the _mm{256|512}_unpack{lo|hi}_epi{8|16]32|64}
instructions. The NEON implementation implements an optimized transpose of a 16 x 16
matrix via the vtrn{1/2}q_ u{8116|32|64} instructions.

4.3 Blinding

As demonstrated, the variable-time implementation of canonical forms (see Algorithm 5)
is considerably faster than its constant-time version. To justify its use from a side-channel
security perspective also during signing, we introduce a blinding procedure which is applied
to the input of the canonical form. This is done by applying to the matrix G a monomial
map both on the left and on the right, via multiplication with the matrices Q, € M} and
Q. € M,,_y, respectively. Before we analyze this technique, let us clarify the following
points. The application of monomial maps does not change the result of a canonical form,
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e.g. CF(M; -G - Q,) = CF(G), hence it does not alter the signature. Additionally, it
lifts previously secret data, the non-Information Set of the RREF of G, to be public data.
Hence, it removes the needs for constant-time code for large amount of the code, which
greatly simplifies it. Justification for this follows. The cost for this are two additional
monomial multiplications per round, which only add up to < 1% of the total runtime.

Algorithm 9: BLIND

Input: G € ]ngn_k non-IS of Generator Matrix, state of an already initialized XOF.
Output: G’ € IE“’;X”_‘!C
Data: Q; € ng(n7k>, Q- € Fénik)x,c

1 Q, + SAMPLEMONOMIAL (state)

2 Q; < SAMPLEMONOMIAL(state)
3 return Q; - G- Q,

We assume, conservatively, that the side-channel analysis of CF entirely reveals its
input. With information-theoretic arguments we argue that, thanks to blinding, any type
of side-channel information leakage is avoided. For the sake of simplicity, we show this by
focusing on a single round of the Sigma protocol. We first consider what would happen
when blinding is not applied. Let A denote the input to CF (on the signer’s side) and
B = CF(A). Let us now assume that, in this round, the challenge is # 0, and denote by A’
the input to CF, on the verifier’s side. An attacker would know both B and A’, since these
values can be computed from a honest signature, but does not know A. Any information
about A may provide useful information about the ephemeral map employed by the signer
which, in turn, can be combined with the signer’s response to gather information about the
secret map. Even though we are not aware of attacks that make use of this information,
in such a case there is obviously some (potentially dangerous) information leakage.

Note that the attacker knows that A = Q,. - A’ - Q. for some (unknown) Q!. € M), and
Q.. € M,,_. Hence, without blinding the attacker can recover both Q/. and Q..

Now, we consider blinding: on the signer’s side, the input to CF is

A=Q A Q=Q Q. -A-Q.-Q.=Q,-A"-Q..

Since Q. and Q, are drawn uniformly at random from M) and M, _, QC and QT are
uniformly random as well: this prevents any sort of information leakage. In other words:
the input to CF, on the signer’s side, is one among all matrices leading to the canonical
form B. The attacker learns nothing more than this but, as we already stressed, this
information is already publicly revealed.

4.4 Arithmetic

We provide 4 different implementations of LESS: a reference C implementation, and
3 optimized versions for Intel chips supporting the AVX2/AVX512 instruction set and
ARM chips supporting the NEON instruction set. Besides the optimization described in
Section 4.2.2, these implementations primarily optimize the arithmetic, which is crucial
for the efficient implementation of LESS.

4.4.1 Reference Arithmetic

Let us first start with a description of the implementation of the arithmetic used in
the reference code. Each F, elements is represented in a single byte, thus additions do
not overflow. The reduction is implemented using the following fact. Every number = €
Lo,z = 312 2;-2" can be reduced mod 127 by computing (3,7 2;-2077) 4 (320 2;-27)
as 2 = 27 mod 127 for ¢ > 7. Thus the full reduction can be implemented as shown in
Figure 2.
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luint8_t t = (x> 7) + (x & q)
2 uint8_t sub_q =t - q;

3 uint8_t mask = -(sub_q >> 7);
4 return (mask & q) + sub_q;

Figure 2: Implementation of a constant time reduction in plain C. The value x is reduced
mod ¢, if < 1272, Note that the size of the input type of z is 2 bytes.

4.4.2 AVX2 Arithmetic

The core idea of the vectorized AVX2 arithmetic is to combine the reference C code
with the _mm256_blendv_epi8(a,b,m) instruction. This instruction operates on 32 x 8 bit
elements and returns in each limb either b[i] if the highest bit in m[i] is set, else a[i]. With
this we can simply implement a vectorized addition or subtraction as shown in Figure 3
respectively Figure 4. Note that in case no overflow/underflow in line 1 happens, e.g.
ali] + b[i] < 127, respectively a[i] — b[i] > 0, the _mm256_blendv_epi8 instruction will
correctly select x1[i] as the output value. In case an overflow/underflow happens, note
the signed instruction is used to compute the correction factor x2, the correction factor is
instead returned. Note that in all algorithms c7f = _mm256_set1_epi8(0x7f).

1 __m256i x1 = _mm256_add_epi8(a, b); 1 __m256i x1 = _mm256_sub_epi8(a, b);

2 __m256i x2 = _mm256_sub_epi8(x1l, c7f); 2 __m256i x2 = _mm256_add_epi8(x1l, c7f);

3 return _mm256_blendv_epi8(x2, x1, x2); 3 return _mm256_blendv_epi8(x1l, x2, x1);
Figure 3: AVX2 addition a+b Figure 4: AVX2 subtraction a — b

One could replace _mm256_blendv_epi8 with _mm256_min_epu8, as the first is one of
the heavy instructions, consisting of many micro operations. This will be useful for older
CPUs, like Intel SandyBridge or Intel Haswell, on which _mm256_min_epu8 is faster. In
our test system containing a Ryzen 7600X, the _mm256_blendv_epi8 instruction actually
performs better.

For the scalar multiplication, note that Intel does not provide an AVX2 8-bit multiplica-
tion, but only a 16-bit vector multiplication. Thus, we extend every 8-bit limb into a 16-bit
limb, which is done via the _mm256_cvtepu8_epil6 instruction. Next, we compute the
multiplication as described in Figure 2 but for 32 elements in parallel. Subsequently, the
elements are again compressed from 16-bit limbs into 8-bit limbs via _mm256_packs_epil6.
The subsequent reduction is computed as in the addition and subtraction.

1a_lo = _mm256_mullo_epil6(a_lo, b);
2 a_hi = _mm256_mulhi_epil6(a_hi, b);

3 __m256i vl = _mm256_srai_epil6(a_lo, 7);

4 __m256i v2 = _mm256_srai_epil6(a_hi, 7);

5 __m256i wl = _mm256_packs_epil6(a_lo&c007f, a_hi&c007f);
6 __m256i w2 = _mm256_packs_epil6(vl, v2);

7 vl = _mm256_add_epi8(wl, w2);

8 v2 = _mm256_permute4x64_epi64(vl, 0b11011000);

9 wl = _mm256_sub_epi8(v2, c7f);

10 return _mm256_blendv_epi8(wl, v2, wil);

Figure 5: AVX2 scalar mutliplication a - b, where a is extended into a_lo and a_hi via
_mm256_cvtepu8_epil6. Thus a_lo (a_hi) contains the lower (upper) 16 8-bit limbs
extended to 16-bit limbs. The variable cO07f is set to _mm256_setl_epil6(0x7f).
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4.4.3 AVX512 Arithmetic

Newer x86 CPUs even support AVX512 which introduced 512-bit vectors and instructions.
This extension finds slowly broad adoption in consumer hardware, as such it was introduced
in the ZEN4 architecture in 2022 by AMD. Whereas Intel introduced AVX512 in their
Skylake-X and Cannon Lake processors around 2018. In contrast to AVX2, which is only
split into two instruction sets (AVX and AVX2), AVX512 is split into 19 different instruc-
tions sets (AVX512F (Foundation), AVX512CL (Conflict Detection), ...). Additionally
not all CPUs support the same subset of AVX512 instruction sets. We assume for our
implementation the support of AVX512VBMI (Vector Byte Manipulation Instructions)
which was introduced with Intels Cannon Lake, or AMDs ZEN4 architecture.

The intrinsics shown in the previous chapter can be easily replaced with their AVX512
counterpart to get an implementation to work on 512-bit vectors. Additionally, we provide
a variable-time implementation of a scalar multiplication, which is used to speed up the
canonical form computations as well as the Gaussian elimination in the verification. The
idea is to use the _mm512_permutex2var_epi8(a, idx, b) instruction, which computes
a table lookup. The two inputs a and b € ]Fgg1 are interpreted as a 128 byte lookup table
t, where the lowest address is a[0] and the highest b[63]. Finally the instruction returns a
vector ¢ € FS¢ with c[i] = t[idx[i]],Vi =0,...,63. Note that only the lower 7 bits in each
8 bit limb of idx are used.

1 __mb12i tablel = _mm512_load_si512(__gf127_lookuptable + 128%a + 0);
2 __m512i table2 = _mm512_load_si512(__gf127_lookuptable + 128%*a + 64);

3 return _mm512_permutex2var_epi8(tablel, x, table2);

Figure 6: AVX512 scalar multiplication of x - a,x € Fg4, ac€lF,. __gfl27_lookuptable
is a lookup table, which contains ¢ -7 mod ¢ at position ¢ - 128 + j. Each row in the table
is padded with zeros to a size of 128 for easier access.

4.4.4 Neon Arithmetic

ARM introduced its SIMD solution in 2004 with the ARMv7 Instruction Set Architecture
(ISA), which was extended for ARMvS to process 128-bit registers. This ISA is implemented
by Apple on the M1 Max chip, which is our test system.

The arithmetic proposed in Section 4.4.2 can be translated straightforwardly into the
128-bit NEON world by replacing the instructions with their corresponding counterparts.
In the same fashion as Section 4.4.3, we propose a variable-time table lookup-based
scalar multiplication to speed up the Gaussian elimination. In contrast to the AVX512
instructions, NEON does not support a 128-byte table lookup instruction but only a
64-byte instruction vqtbx4q_u8(z,t,idx). Where t € F5¢ is the lookup table, idx € F1$
the indices and z € ]Fég is a fallback value which is returned if any of the indices is > 64. In
total this vqtbx4q_u8 returns ¢ € F1S, with c[i] = idx[i] < 647 t[idx[i]] : 2[i],i =0,...,15.
We extend this to a full 128-byte table lookup in two steps as shown in Figure 7. First a
lookup with the full x as table indices is performed. Note that for every entry in x which
is > 64 a 0 € Fys is returned. In the second step we perform another table lookup, but
using x[¢] — 64 as the indices. Note that for every position in x, previously exceeding 64, is
now smaller, and visa versa. Thus, an xor of both results gives the final solution.
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1 uint8x16_t zero = vdupq_n_u8(0);

2 uint8x16_t m = vdupq_n_u8(64) ;

3 uint8x16x4_t tablel = vldlq_u8_x4(__gf127_lookuptable + 128*a + 0);
4 uint8x16x4_t table2 = vldiq_u8_x4(__gf127_lookuptable + 128xa + 64);
5 uint8x16_t retl = vqtbx4q_u8(zero, tablel, x);

6 return vqtbx4q_u8(retl, table2, vsubq u8(x, m));

Figure 7: NEON scalar multiplication of x - a,x € IFS“, a €, __gf127_lookuptable is
a lookup table, which contains ¢ -7 mod q at position ¢ - 128 + j. Each row in the table is
padded with zeros to a size of 128 for easier access.

4.5 Sampling Random Permutations

In order to securely implement the LESS protocol, it is important that the ephemeral
monomial map fi is sampled in constant time. Whereas a random element of F; can be
computed via rejection sampling, sampling a random permutation in constant time is a
more delicate task. For this reason we employ a Batcher [Bat68] Odd-Even Permutation
Network for non power of twos as described in [Knu73] Algorithm 5.2.2M. While these
networks are normally used to sort a list of integers in constant time, we are using them to
randomly permute all elements. Furthermore, [Ber20] showed that this yields in the end a
random permutation. This is done by leveraging a normal sorting network, but instead of
comparing and swapping each node, we flip a coin if we swap the two inputs. Note the the
Batchers Odd-Even Permutation Network needs in total n/4 - |logy(n)| - (|logy(n)] + 1)
bits of randomness.

Algorithm 10: RANDOMPERMUTATION

Input: v € Z™, state of an already initialized XOF
Output: v € Z" permuted
R + XOF(state,n/4 - |logy(n)] - ([loga(n)]| + 1))
c,t < 0, [logy(n)] — 1
for p € [2¢,2¢71, ... 1] do

r,d <+ 0,p

for g € [2¢,2t71 ... p] do

for i € [n — d] do

if i Ap and R[c] then
‘ swap(v[i], v[i + d])

© ® N WA BN R

c—c+1
10 r,d<p,q—p
11 return v

In Algorithm 10 state describes the already initialized state of a XOF. Putting it all
together yields Algorithm 11 to sample random monomials in constant time. Note that
SAMPLEUNIFORMNUMBER is a function which returns a random number a € Z,_; using
the same state as RANDOMPERMUTATION.

Algorithm 11: SAMPLEMONOMIAL

Input: state

Output: p: a monomial matrix represented by two lists of length n, called p.7m and p.u,
containing the permutation and coefficients.

1 pm 4 [n]

2 for i € [n] do

8 | p.uli] + 14 SAMPLEUNIFORMNUMBER(state, g — 1)
4 p.w <~ RANDOMPERMUTATION(p. 7, state)

5 return p
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5 Performance

In this section we propose multiple instantiations of LESS, offering different performance
profiles. We provide detailed insights in the parameter selection process and comprehensive
benchmarks for all suggested instantiations.

5.1 Parameters

The introduction of canonical forms leads to a new and improved performance profile of
LESS: the signature size is significantly reduced at the potential expense of the canonical
form computation. While the cumulative improvements made to the implementation in
Section 4 reduce the computational overhead to a bare minimum, LESS still offers new
performance trade-offs, necessitating a re-parameterization process. In this section we
detail the selection of optimal problem and protocol parameters, and propose different
instantiations of LESS.

Problem Parameters. The security of LESS rests on the hardness of the Linear Equiva-
lence Problem (LEP) from Definition 1. With respect to the parameters of this problem,
we resort to the ones suggested in LESS NIST Round 1 submission (see Table 3).

Table 3: Suggested LEP parameters for LESS instantiations.

n k q  security parameter A
NIST-1 252 126 127 128
NIST-3 400 200 127 192
NIST-5 548 274 127 256

Selection Rationale. In the context of the NIST PQC standardization effort security is
defined with respect to AES: a parameter set is said to match the security definition of
Category 1, 3 or 5, if the scheme instantiated with those parameters is at least as hard to
break as AES-128, -192 or -256 respectively.

The suggested LESS parameters from Table 3 have been selected based on an established
lower bound for attacks that are based on finding low-weight codewords in the corresponding
codes. More precisely parameters are chosen such that this lower bound yields a complexity
of 2* for \ € [128, 192, 256] for NIST security categories 1, 3 and 5 respectively.

Recent Attack Improvements. Together with introducing the concept of canonical forms,
Chou, Persichetti and Santini [CPS25] also proposed a new meet-in-the-middle style attack

on LEP running in time roughly Tcr = (Z) Note that for the parameters from Table 3

we have Tcr ~ 2% ~ 2*. Observe that this is no coincidence, as in another recent work,
Budroni, Esser, Franch and Natale [BEFN25] have shown that the lower bound for attacks
based on low-weight codeword finding converges from below to Tcr for growing field sizes.
Therefore the chosen parameters are inherently resistant against this new meet-in-the-
middle attack. Furthermore, in the same work, the authors propose an improved attack
that, in certain cases, comes close to the known lower bound. However, since it still relies
on finding low-weight codewords, it remains fundamentally constrained by this lower bound
and does not invalidate the security assumptions made.

Protocol Parameters. The Sigma protocol from which LESS is constructed involves
further parameters that affect the performance of the protocol and, hence, the metrics
of the signature scheme. Those parameters include the number of generator matrices in
the public key s, as well as the Hamming weight of the challenge string w (see Section 3).
The selection of these parameters allows for interesting trade-offs between signature size,
computational efficiency and the size of the public key.
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Parameter Selection. As given by Equation (1), the public key size grows linearly with
the number of equivalence relations s in the public key. On the upside, a larger s leads to
a reduced number of parallel repetitions ¢ (compare to Equation (2)) and hence a smaller
signature size. Furthermore, the fewer number of rounds also leads to faster signing and
verification. For NIST Category 1 parameters we consider s € [2,4, 8], while for NIST
Category 3 and 5 we restrict to s € [2,4]. The choice of s = 2 leads to the smallest public
key size, while the choice of s = 8 in case of NIST-1 is the largest choice for s such that
SI1ZEgig + S1ZEp < 100KB — two scenarios relevant for practical applications. The choice
s = 4 is meant to offer intermediate instantiations with small signatures and improved
timings, but moderately large public keys.

[ 1,800 - 8

3,200 - 1 2,000

1,700 |- 1
3,000 - 1 1950

1,600 - 8

2,800 - 1 1900

1,500 - b

Signature size (B)

2,600 |- x 1 1ss0) i 1,400 - 1

x x

Il Il Il Il Il Il Il Il Il Il 1,300 Il Il Il Il Il I
150 200 250 300 50 100 150 200 250 300 50 100 150 200 250 300
Number of rounds ¢ Number of rounds ¢ Number of rounds ¢

() s=2 (b) s=4 (c) s=38

Figure 8: Signature size as function of the number of rounds for NIST-1 parameters.
For each security category and choice of s we now determine the smallest challenge
weight w such that for a given amount of rounds ¢ the soundness criterion (see Equation (2))
is satisfied. Figure 8 illustrates the signature sizes of the possible instantiations for NIST
Category 1 parameters as a function of the number of rounds. On the left, instantiations
for the choice of s = 2 are depicted. Here we observe that the signature size is decreasing in
the number of rounds. This is related to the GGM tree and the optimal value of w: Since
the optimal w is found to be w < t/2 it follows that the GGM tree reduces the amount of
seeds transmitted to (roughly) wlog(t/w) < t — w. Among all instantiations, we choose
t = 192 leading to balanced profile with a signature size of 2609 Bytes, depicted as a red
cross in Figure 8. On the other hand for s € [4, 8] the optimal challenge weight satisfies
w > t/2; excluding improvements due to the GGM tree and, hence, leading to optimal

signatures for minimal amount of rounds, again marked as red crosses in the Figure 8.

For NIST Category 3 and 5 the picture looks similar, with s = 2 allowing for a trade-off
between the number of rounds and the signature size, while for s = 4 signature size
optimizes for a small number of rounds. We provide the full parameters and the resulting
public key and signature sizes in Table 4.

Table 4: Parameter sets for LESS, and resulting data sizes.

NIST Parameter Code Params | Prot. Params pk sig (B)
Cat. Set n k q t w s (B) Worst  Avg
LESS-252-192 192 36 2 13940 2609 2289
1 LESS-252-68 252 126 127 | 68 42 4 41788 1825 1745
LESS-252-45 45 34 8 97484 1329 1313
LESS-400-220 220 68 2 35074 6353 5585
3 LESS-400-102 400200127 102 61 4 105174 | 4131 3867
LESS-548-345 345 75 2 65793 | 10712 9464
0 LESS-548-137 b8 24 127 137 79 4 197315 7436 7116
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Table 5: Timings (Mcycles) for the optimized AVX2 implementation of LESS. Values collected on

an AMD Ryzen 5 7600X. Clock cycle values collected via rtdscp, as averages of 2'* runs.

NIST Parameter Original CF Improved CF

Cat. Set Keygen Sign  Verify | Keygen Sign  Verify
LESS-252-192 0.9 1001.8  970.7 0.7 117.0 106.8

1 LESS-252-68 1.7 353.5 351.9 1.6 41.4 39.3

LESS-252-45 3.6 233.5 233.3 3.6 26.5 26.3

3 LESS-400-220 1.1 2135.6  2162.7 1.0 325.7 317.1
LESS-400-102 4.8 1001.7  970.7 4.8 162.5 152.9
5 LESS-548-345 4.2 5026.9  4960.3 4.1 1234.9  1172.0
LESS-548-137 10.7 1981.3 1973.3 10.6 485.8 481.1

Table 6: Timings (Mcycles) for the optimized AVX512 and NEON implementations of LESS.
Values collected on an AMD Ryzen 5 7600X/Apple M1, as an averages of 2 runs.

NIST Parameter NEON AVX512

Cat. Set Keygen Sign  Verify | Keygen Sign  Verify
LESS-252-192 1.0 181.6 164.6 0.8 112.2 80.6

1 LESS-252-68 2.8 64.4 59.5 2.0 40.2 29.7
LESS-252-45 6.4 52.8 40.§ 4.5 254 19.7

3 LESS-400-220 1.0 687.9  644.5 2.2 341.9 250.2
LESS-400-102 4.8 318.8  300.1 5.9 156.6 119.0

5 LESS-548-345 4.1 2861.8  2742.0 4.6 12244 923.0
LESS-548-137 10.6 1149.0  1098.0 12.5 479.2 380.5

Comparing to earlier parameters suggested in [CPS25], we are able to decrease the
number of rounds by a factor ranging from 1.3 up to 3.9 for s = 2, at the cost of a
marginally increased signature between 5% to 12%. With respect to s = 4, we actually
decrease the signature size slightly (1-5%) while reducing ¢ by a factor between 3.7 and
8.8.

5.2 Timings

Table 5 reflects the runtime improvements of the new variable time canonical form imple-
mentation deployed in the LESS signature scheme. The improvements range from x9 for
Category 1 to x5 for Category 5.

Table 7 contains the public key size, signature size, as well as performance metrics for
all NIST Round 2 candidates, which are based on Zero-Knowledge proof systems. Only
Category I parameters and the fastest AVX2 optimized implementation are compared. The
table clearly shows that LESS positions as a strong candidate, with the smallest signature
sizes. For an additional in depth comparison we recommend either PQSort ® or the NIST
Signature Zoo 6. Both websites include data for the other security categories as well as
better comparison tools.

Shttps://pgsort.tii.ae/
Shttps://pgshield.github.io/nist-sigs-zoo/
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Table 7: Comparison of different NIST Round 2 Submissions. Clock cycle values collected via
rtdscp on an AMD Ryzen 5 7600X. Results are shown only for Category I parameter sets, with
benchmarks limited to the fastest AVX2 implementation.

Signature Size (kB) Performance (Mcc)

Name Variant
pk sig pk + sig  Keygen Sign  Verify
Speed 0.054  11.98 12.03 0.026 1.36 0.83
+95.
CROSS [BBB™25a] Balanced 0.054 9.12 9.17 0.026 2.88 1.73
Size 0.054 8.96 9.01 0.026 5.71 3.45
EM-128f 0.032 5.06 5.09 0.015 1.38 1.15
+
FAEST [BBB™25b] EM-128s 0.032 3.90 3.93 0.014 9.49 7.98
Ta_ fast 0.07 3.73 3.80 0.190 8.22 7.23
T + -
Mirath [AABT25] Ia_short 007  3.08 3.15 0191 13691  102.77
; ’ - gf256_ fast_rb 0.08 3.62 3.70 0.33 5.09 4.37
MQOM [BBFR25] ¢f256_ short_ r5 0.08 3.16 3.24 0.30 13.55 13.59
I-fastb 0.15 8.03 8.05 0.10 6.28 4.36
4
PERK [ABB™25%] I-short5 0.24 5.78 6.02 0.10 31.59 21.93
F 0.07 3.60 3.67 0.038 12.3 11.22
+9r5
RYDE [ABB"25b) S 0.07 2.99 3.06 0.038  131.81 127.82
fast 0.07 4.48 8.55 14.1 7.78 7.17
3 +9r
SDitH [MBB*25] short 0.07 3.71 3.78 1.41 22.20 21.37
252-192 13.94 2.29 16.23 0.7 117.0 106.8
LESS 252-68 41.79 1.75 43.54 1.6 42.4 39.3
252-45 97.48 1.31 98.79 3.6 26.5 26.3
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