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A B S T R A C T

As biometric authentication has been increasingly integrated into cutting-edge technology, it is interesting to
study how its level of trust and interoperability across multiple devices can be increased. They can actually be
enhanced through decentralization, particularly by using blockchain technology. Since transaction data on the
blockchain are open and readable by all parties, a high level of user trust is achieved, enhancing transparency
and interoperability across the network. The software we propose bridges the gap between the security of
biometric information and the transparency of blockchain and decentralized technologies. Specifically, the
software is a decentralized application (dApp), based on the Ethereum blockchain, which relies on a smart
contract to manage its logic. The logic of the smart contract employs the fuzzy commitment scheme (FCS) to
securely hash biometric templates, while always maintaining fault tolerance thanks to error correction codes
(ECC). This mechanism ensures data integrity within a transparent, decentralized framework. The proposed
dApp enhances biometric authentication by supporting both the enrollment and authentication processes.
Its smart contract enables managing access control within this decentralized infrastructure. In practical
applications, the proposed system can demonstrate its potential as a secure and decentralized alternative to
traditional centralized systems.
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. Motivation and significance

In the digital domain, rising cybersecurity threats and vulnerabili-
ies in centralized identity systems have driven the need for enhanced
ecurity. This urgency led to the development of the proposed Decen-
ralized Application (dApp) [1] that includes, as its core element, a
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1 A pre-print version of [1] is available at: http://arxiv.org/abs/2409.11303

smart contract for Decentralized Identity Management.1 Transitioning
to a decentralized model, we secure identity data on a tamper-proof
ledger, enhancing security and user control. Our approach enables
immutable record-keeping and role-based access control, ensuring se-
cure and context-aligned interactions. The proposed software is aimed
at enabling decentralized management of biometric templates and re-
lated authentication, achieving interoperability across multiple devices
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Table 1
Comparison of different protocols for user authentication.

Proposal Blockchain type Storage method Template security

[3] Permissioned On-chain Fragmentation
[6] Private Smart cards Encryption
[7] Permissioned Token Shamir’s secret sharing
[8] Permissioned On-chain Fuzzy extractors
[4] Private On-chain AES and MD5 hashing
[9] Public On-chain Hashing using SHA256
Ours Public or private On-chain Fuzzy commitment scheme

without the need to repeat initial onboarding on each individual de-
vice. It combines robust constructs for subjects and nodes, embracing
Decentralized Identity Management, and improving security and user
empowerment.

The topic of decentralized authentication has been extensively ex-
lored in the scientific literature; some relevant studies are summarized
n Table 1. In order to clarify the novelty of our approach based on the

smart contract development, a comparison between our methodology
and existing approaches was conducted. There are few comprehensive
studies focused on the integration of biometrics and blockchain; a
notable one is [2], which discusses the costs, privacy, and security
mplications of blockchain for biometrics. Our approach simplifies the
evelopment of the smart contract and lowers the execution costs.
ther works as [3,4] focus on off-chain storage of biometric data, while
ur method allows for biometric authentication using only data stored

in the blockchain in a secure way.
The primary proposals related to utilizing the blockchain technology

or the security of biometrics can be grouped as follows, based on the
ethod they use to handle biometric templates [5]:

1. full on-chain storage: templates are stored onto the blockchain,
using some measure to protect their confidentiality;

2. data hashing: templates are stored off-chain and their hashes are
stored on-chain, providing integrity guarantees (this is also the
case of [4]);

3. linked data structure: templates are used, for example, as nodes
of a Merkle tree.

The novelty of the proposed scheme is adopting a hybrid approach
that combines on-chain and off-chain storage to balance security, pri-
vacy, and scalability concerns. In the proposed scheme, essential cryp-
tographic hashes and offsets are stored on-chain while the biometric
data themselves remain off-chain. By only storing cryptographic in-
formation on-chain, the system ensures that the blockchain does not
hold any raw or directly interpretable biometric data, protecting user
privacy even in public blockchains like Ethereum. The actual biomet-
ric data (such as fingerprints, iris biometrics, electroencephalography
(EEG) biometrics, etc.) are processed off-chain and deleted after a pro-
cess (enrollment or authentication) is done. This ensures that sensitive
biometric information is not stored or retained beyond its immediate
use, which minimizes the risk of data leak, enhances user privacy, and
aligns with privacy regulations such as the European Union General
Data Protection Regulation (GDPR). Our approach differs radically
from existing ones. In fact, in existing approaches using off-chain
storage, it is necessary to retrieve the template stored off-chain each
time a new authentication attempt is made, to compare it with the new
acquisition. In contrast, approaches that use on-chain storage exploit
hash functions or encryption to avoid compromising user privacy.
Hash-based solutions are well suited to the use of mnemonic credentials
such as passwords, while they do not allow a comparison of fuzzy cre-
dentials, such as biometric ones, because the digest of each acquisition
of a fuzzy credential is different from the others. The use of on-chain
storage along with encryption, on the other hand, makes it possible to
retrieve the original template with which to make comparisons, since it

is also exposed to the risk of compromise of passwords or ciphers used
to store encrypted credentials, resulting in their recovery. The method
we propose, based on Fuzzy Commitment Scheme (FCS) [10], combines
the advantages of both approaches, in that it takes advantage of on-
chain storage but does not require the original template to be available
(either in clear or encrypted form), as it allows it to be compared with
new acquisitions directly in the digest domain, from which the template
cannot be recovered.

2. Software architecture

In the complex world of digital identity management, our software,
implementing the framework introduced in [1], offers an accessible
decentralized way to securely store and manage biometric data on
the Ethereum blockchain. The smart contract described in this paper
facilitates decentralized biometric authentication based on fuzzy com-
mitments and blockchain. This software operates in three main stages:
registration, enrollment, and authentication. A block diagram of the
operation environment of the smart contract is shown in Fig. 1. The
theoretical background of the three stages is described in Section 2.1,
followed by a technical description of the Solidity code in Section 2.2.
A thorough theoretical description of the system can be found in [1].

2.1. Theoretical description

The proposed dApp implements the FCS for performing decentral-
ized authentication, and involves different types of nodes for enroll-
ment and for authentication stages. In particular, the system includes
Enrollment Centers (ECs) and Authentication Centers (ACs). The ECs
are responsible for the enrollment of new users (and, therefore, new
biometrics) within the system, while ACs can perform authentication
on enrolled users using their biometrics.

The mathematical operations needed for the FCS are performed
off-chain to avoid submitting the clear biometric template to the
blockchain and to reduce the gas required to execute the functions of
the smart contract. The dApp described in this paper aims to facilitate
the performance of FCS, leveraging blockchain technology for storing
data and managing access control. The smart contract is deployed by an
Enrollment Center, which could be, for example, a governmental body
(as the scenario described in Section 3) or headquarters of an agency.
The EC that deploys the smart contract is called Main Enrollment
Center (MEC). The MEC has the ability to upgrade other nodes to gain
powers. We note that, once the system is in operation, the MEC can
also step aside, if needed, without affecting the decentralization of the
system.

2.1.1. Registration stage
The registration stage is the initial phase where entities declare their

intention to be part of the system. In our software, this is implicitly
handled during the contract deployment. The entity deploying the
contract is automatically registered as the MEC with administrative
privileges. When the smart contract is invoked, the deploying address
is automatically designated as the MEC, granting it ownership of the
smart contract. The MEC has the authority to register the addresses
of other participating centers within a mapping data structure, which
stores not only their addresses, but also their names and roles, specify-
ing whether they function as ECs or ACs. This mapping plays a crucial
role in enabling the smart contract to enforce role-based access con-
trol throughout the biometric authentication process. Technically, the
nodes mapping is responsible for maintaining the address, name,
and role of each participating entity, with the MEC being registered
as the initial node. Each node within the system is defined by an
identifier (ID), a name, an Ethereum address (addr), and two boolean
flags — isAuthorised and isEnrollment — that determine its
role as either an AC or an EC. The nodes mapping is a private data
structure, meaning that only the smart contract itself can modify or
is stored on-chain. However, such storage requires a lot of space, and it

2 
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Fig. 1. Block diagram of the operation environment of the dApp [1].

retrieve nodes information, ensuring the security and integrity of the
data. The MEC can add new nodes to the system using the setNode
function, designating them as ECs. This function initializes a Node
struct with a given identifier, name, and address. By default, any new
node registered through this function is marked as authorized, allowing
it to participate in the decentralized biometric authentication process.

2.1.2. Enrollment stage
In the enrollment phase, users provide their biometric data to

the ECs. In our software, the ECs process the raw biometric data by
extracting the features 𝑥, which represent the biometric template.

Simultaneously, a key 𝐾 is randomly generated. This key is used
for two purposes: firstly, it is used to generate a codeword 𝐶 by using
a chosen Error Correcting Code (ECC), secondly, the hash of 𝐾 is
generated using a hash function, as summarized next.

𝐶 = ECC(𝐾)

ℎ(𝐾) = Hash(𝐾)

Afterwords, the biometric template 𝑥 and the codeword 𝐶 are XORed
to obtain the offset 𝛿:

𝛿 = 𝑥 ⊕ 𝐶 .
After that, the hash of the key ℎ(𝐾), together with the offset 𝛿, are
used to obtain the commitment 𝑦 = (ℎ(𝐾), 𝛿). In this way, we ensure
that the actual biometric data are not directly stored on-chain, which
also enhances the privacy and the security of the subject’s data. In
the proposed smart contract, the setSubject function facilitates the
enrollment, allowing ECs to submit processed biometric data.

2.1.3. Authentication stage
Once enrolled, it is needed to verify the authenticity of subjects

in various scenarios. This is where ACs come into play. In fact, upon
request, ACs retrieve the stored biometric data using the getSubject
function, leveraging it to authenticate subjects based on live biometric
readings. The mathematical constructs of FCS ensure that this authenti-
cation process is robust, without directly exposing the actual biometric
data. Only the entities designated as ACs have the privilege to retrieve
these data, ensuring controlled and secure access.

This stage works the opposite way of the Enrollment stage. The
smart contract comes into play when the biometric information 𝑏′ to

be authenticated is read and the biometric template 𝑥′ is extracted.
The commitment 𝑦 = (ℎ(𝐾), 𝛿) is retrieved from the smart contract. The
offset 𝛿 is XORed with the biometric template 𝑥′ to obtain the codeword
𝐶 ′. The codeword is then decoded to obtain the key 𝐾 ′, that is then
hashed: ℎ(𝐾 ′). This hash is compared with the one retrieved from the
commitment ℎ(𝐾). If there is a match ℎ(𝐾 ′) = ℎ(𝐾), the biometric
data are authenticated. To strengthen security and traceability, we
implemented role-based access control in the software, differentiating
between ACs and ECs using their Ethereum addresses. This ensures that
only entities with the correct permissions can interact with the system
in predefined ways.

In the proposed smart contract, the authentication process is fa-
cilitated through a Subject data structure, which includes critical
components such as a unique ID, a hash representation (hx), and
an offset (delta). These components are stored in the subjects
mapping, which securely associates each subject’s unique identifier
with their corresponding data. The contract implements a set of func-
tions that enable authorized entities to interact with the Subject
data. ECs are empowered to create, update, and delete Subject en-
tries within the subjects mapping, ensuring that biometric data are
accurately managed and up-to-date. ACs, on the other hand, have read-
only access to retrieve Subject data for verification purposes. These
functions are strictly governed by role-based access control, enforced
through modifiers that restrict execution to entities with appropriate
permissions.

2.2. Software functionalities

The code defines a smart contract named BiometricIdentity.
This contract is designed to manage biometric subject data, ECs, and
ACs. The smart contract facilitates decentralized biometric authentica-
tion based on FCS and blockchain. The importance of the smart contract
comes from its ability to ensure that biometric data are not only stored
securely, but also remain private and accessible only to authorized
entities. The smart contract is written in Solidity. It has been written
and tested using the Remix Ethereum platform.2 The key components
of the smart contract are:

2 https://remix.ethereum.org/
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• Structures
Two structures are defined within the contract: Subject and
Node.

– Subject contains information about subjects, including an
ID, a hash representation (hx), and an offset (delta).

s t r u c t Subjec t {
bytes32 ID ; // ID of the Subject
uint16 hx ; // Hash representation
uint16 de l t a ;// The offset

}

– Node represents centers and includes fields for ID, name,
Ethereum address, and boolean flags indicating whether a
node is authorized or serves as an EC.

s t r u c t Node {
uint ID ; // Id of the Node
str ing name ; // Name of the Node
address addr ; // Ethereum address
bool i sAuthor i sed ;// Authorization status
bool i sEnro l lment ;// Enrollment status

}

• Private State Variable
The contract includes a private state variable named owner,
which stores the Ethereum address of the contract creator.

• Owner
The owner of the contract is the MEC, i.e., the address that
deployed the smart contract. The owner can set other nodes to
have its same authority and rights (ECs) and can register new
ACs. We note that the owner of the smart contract can also
fade away, without negatively affecting the system, thanks to its
decentralized nature.

• Mappings
Two mappings are declared within the contract:

– Subjects: this mapping maps a string (likely subject ID)
to a Subject structure.

– Nodes: this mapping maps an Ethereum address to a Node
structure, representing ACs and ECs.

• Constructor
The constructor is executed when the contract is deployed. It
sets the owner as the contract creator’s Ethereum address and
initializes a node with specific attributes, including authorization
and enrollment status.

cons t ruc to r ( ) {
owner = msg . sender ;
nodes [owner] = Node({

ID : 1 ,
name : "Main_Enrollment_Center" ,
addr : owner ,
i sAuthor i sed : true ,
i sEnro l lment : t rue

} ) ;
}

• Modifiers
Two modifiers are defined in the contract:

– isAC: This modifier checks if the caller’s Ethereum address
is associated with an authorized AC.

modif ier isAC ( ) {
require ( nodes [msg . sender ] . i sAuthor i sed ,
"Caller_not_AC" ) ;
_ ;

}

– isEC: This modifier checks if the caller’s Ethereum address
is associated with an EC.

modif ier isEC ( ) {
require ( nodes [msg . sender ] . i sEnrol lment ,
"Caller_not_EC" ) ;
_ ;

}

• Access Control
Access control within the contract is based on Ethereum ad-
dresses. ACs and ECs are defined based on their respective Ethe-
reum addresses.

• Functions for Subjects
The contract provides several functions to interact with subjects:

– setSubjects: allows an EC to set subject information (ID,
hash, delta).

– getSubjects: permits an authorized AC to retrieve sub-
ject information.

– delSubjects: allows an EC to delete subject information.

• Functions for Nodes (ACs and ECs)
Similar to subjects, functions for managing ACs and ECs are
provided:

– setNodes: allows an EC to set information for ACs.
– getNodes: enables an EC to retrieve AC information.
– delNodes: allows an EC to delete AC information.

• Events The contract defines a set of events to log important
actions within the blockchain, ensuring transparency and trace-
ability.

– SubjectSet: logs the setting of subject information, in-
cluding the subject’s ID, hash representation, and offset.

– SubjectDeleted: logs the deletion of subject informa-
tion, including the subject’s ID.

– NodeSet: logs the setting of AC information, including the
center ID, name, and Ethereum address.

– NodeDeleted: logs the deletion of nodes (AC or EC) in-
formation.

– NodeStatusUpdated: logs updates to the authorization
and enrollment status of an AC, including the center Ethe-
reum address and the updated statuses.

3. Soundness testing

In this section we illustrate the performed functional and secu-
rity testing of the proposed dApp for managing biometric identities.
We analyze the provided test code, highlighting the smart contract
deployment, operation through its life cycle, and the robust security
mechanisms it embodies.

1. Deployment and Initialization: The smart contract, once de-
ployed, is rigorously tested to ensure it is correctly initialized,
signifying the system readiness for operational use. The ini-
tial deployment is carried out by a MEC, ensuring control and
oversight from a trusted entity in the early stage.

2. Registration Phase: This phase tests the contract ability to
register new nodes, e.g., post offices or hospitals, into the system.
These nodes are essential for the system operation, facilitating
the enrollment and authentication of subjects. The successful

registration emits events confirming the node addition.

4 
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3. Enrollment Phase: The core functionality of enrolling new
biometric identities is tested here. The process involves set-
ting subjects with unique identifiers and biometric data. Pseudo
data were utilized for testing purposes, while real biometric
information will be used in later versions.

4. Authentication Phase: This phase evaluates the system authen-
tication mechanisms. In fact, the system should allow only the
authorized nodes to access and invoke subjects’ functions, while
preventing any unauthorized access. The distinction between au-
thorized and unauthorized entities highlights the contract robust
access control measures.

5. Revocation Phase: This test ensures that only authorized en-
tities can delete subjects’ data, further reinforcing the contract
security measures.

6. Node Status Update: Testing here focuses on the dynamic
nature of node roles within the system, allowing for the update
of a node status to reflect its current operational capabilities.

7. Security Against Unauthorized Access: A series of tests were
conducted to affirm the system defence mechanisms against var-
ious unauthorized actions, including the addition, update, and
deletion of subjects and nodes by unauthorized accounts. These
tests validate the contract comprehensive security measures,
ensuring that only authorized entities can perform sensitive
operations.

The significance of these tests in enhancing smart contract security
and functionality provides empirical evidence of the contract ability to
securely handle sensitive biometric data, efficiently manage identities,
and protect against unauthorized access.

4. Security testing

Ensuring robust security in software development is crucial, espe-
cially when dealing with sensitive information such as biometric data.
Security testing is a fundamental part of the development process, as
it helps identify and mitigate vulnerabilities that could be exploited by
malicious actors. In the context of the BiometricIdentity dApp, rigorous
security testing was conducted to ensure that the application is free
from vulnerabilities and can reliably protect user data. This testing
is essential for maintaining trust and ensuring the integrity of the
biometric authentication system.

Three primary tools were employed for security testing: Npm audit,3
Snyk,4 and ESLint.5 Each of these tools offers unique advantages and
helps cover different aspects of security testing.

• Npm audit is a built-in security tool for Node.js projects that
automatically checks for vulnerabilities in the dependencies used
by the project. It scans the dependency tree, identifies known
vulnerabilities, and provides detailed information on how to fix
them. This tool is particularly useful because it integrates into the
development workflow, ensuring that potential issues are caught
early and promptly addressed.

• Snyk is another powerful tool specialized in identifying and fixing
vulnerabilities in open source libraries and containers. It provides
a comprehensive analysis of the codebase and dependencies,
highlighting vulnerabilities and offering actionable remediation
advice. Snyk’s ability to continuously monitor for new vulnera-
bilities and its extensive database guarantee the maintenance of
the security of the application over time.

3 https://docs.npmjs.com/cli/v10/commands/npm-audit
4 https://snyk.io/
5 https://eslint.org/

Fig. 2. Npm audit analysis results — Vulnerabilities Free.

• ESLint is a static code analysis tool used to identify issues in
JavaScript code. Besides enforcing coding standards, ESLint also
helps detect potential security issues, such as unsafe coding prac-
tices that could lead to vulnerabilities. By integrating ESLint into
the development process, we ensure that the code adheres to best
practices and is free from common security concerns.

The security testing was conducted on all pieces of code written
in both JavaScript and Python, ensuring comprehensive coverage. By
utilizing these tools, we performed an exhaustive vulnerability check,
covering both the code and its dependencies. This multi-faceted ap-
proach ensures that the BiometricIdentity dApp is not only functional
but also secure, providing users with confidence in the safety of their
biometric data. As illustrated in Figs. 2 and 3, the code was found to
be free from vulnerabilities, affirming the effectiveness of our security
measures.

These tools collectively help in maintaining a high standard of
security, contributing to the overall robustness and reliability of the
BiometricIdentity dApp.

5. Interacting with the smart contract

In the realm of smart contract engagement, the initiation of transac-
tions to activate diverse functionalities is a critical step. This interaction
is expedited through the utilization of the truffle console6 com-
mand within a Linux terminal environment, as depicted in 1. This
method enables the execution of smart contract functions via JavaScript
code snippets. Additionally, the Python programming language offers
an alternative pathway for interacting with smart contracts, leverag-
ing the Web3 library.7 This library acts as a conduit between the
Python applications and the Ethereum blockchain, facilitating seamless
communication and manipulation of the smart contract.

Interactions with the smart contract can also be conducted via the
Remix Ethereum platform providing a graphical user interface (GUI)
that includes 15 Ethereum addresses (accounts). These accounts can be
allocated to specific nodes (either enrollment or authentication nodes),
facilitating the invocation of code functions under varied accounts to
emulate different scenarios. This environment is useful for conducting
exhaustive tests and validations of the smart contract functionalities
and of its access control mechanism. The tests ensure the system
efficacy in orchestrating interactions and in the robust protection of
the rights and responsibilities of all the involved entities.

For the practical exploration and understanding of smart contract
interactions, we have included a detailed Jupyter Notebook in the
linked GitHub repository. This standalone notebook contains Python
code examples for smart contract deployment and interaction. The
inclusion of this notebook within our repository not only helps to clarify

the process of smart contract deployment and management, but also
provides a realistic hands-on interaction in using the Web3 library for
interacting with the Ethereum blockchain.

This integrative approach, encompassing both the truffle con-
sole and the Web3 library, facilitates a multifaceted exploration and
analysis of smart contract functionalities, ensuring accessibility and
functioning.

6 https://archive.trufflesuite.com/
7 https://pypi.org/project/web3/
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Fig. 3. Snyk code analysis results — Issues Free.

Listing 1 Interacting with the Smart Contract

// Truffle console output
truffle (development)> let instance;

BiometricIdentity.deployed().then(function(inst) { instance =
inst; });

truffle (development)> let owner = accounts[0]; let
postOfficeAccount = accounts[1];

truffle (development)> instance.setNode(2, "PostOffice",
postOfficeAccount, { from: owner });

tx : ’0xe16a0821...3f3ee0e’,
receipt : {

transactionHash: ’0xe16a0821...3f3ee0e’,
transactionIndex: 0,
blockNumber: 10,
blockHash: ’0x1cfb523d...3949e09’,
from: ’0xbf041a4...73cd4b6’,
to: ’0x375801eb...78ebb08’,
cumulativeGasUsed: 22112,
gasUsed: 22112,
contractAddress: null,
logs: [],
logsBloom: ’0x00000000...0000000’,
status : true,
effectiveGasPrice : 2765281763,
type: ’0x2’,
rawLogs: []

},
logs: []

6. Impact

With the advent of decentralized systems and the blockchain tech-
nology, new systems can distribute control and data across a network
of participants [11,12]. Unlike centralized systems, distributed systems
mitigate the risk of a single point of failure and ensure that no single
entity has undue control or access to the system data [13,14]. Con-
sequently, there is the need to transfer biometric authentication into
a decentralized environment, thereby reducing susceptibility to hacks
and data breaches [5]. This leads to the issue of defining how sensitive

data, such as biometric templates, can be effectively utilized within a
transparent system like blockchain.

To address this, we have developed a dApp that is based on the
FCS. The FCS ensures the secure hashing of biometric templates, while
also allowing for minor tolerance through the incorporation of error-
correcting codes [15,16]. FCS guarantees the secure handling of bio-
metric data. Indeed, the piece of information that can be spread within
the FCS is the commitment that, as demonstrated in [10], is hard to
open for an attacker. In fact, assuming a standard value of 𝑘 = 80, being
𝑘 the dimension of the code used in FCS, and using classic assumptions
for hash functions, an attacker would need 279 hash computations to
succeed, which is comparable to the computational effort needed to
break widespread well-known cryptographic algorithms or schemes,
such as RSA-1024 or SHA-1. In the proposed dApp, we store in the
public blockchain only the commitment that, as we just said, is ex-
tremely hard to open for an attacker and, therefore, can be public.
Using blockchain, however, increases the trust among the participants
in the system and increases the availability of the data needed for
biometric authentication.

The successful implementation of this system requires a robust
infrastructure, which is where our smart contract plays an integral role.
The primary function of the proposed smart contract is to store and
manage commitments, thereby ensuring data integrity and accessibility
within a decentralized framework, while ensuring transparency and
security. Thanks to the immutable nature of blockchain, the proposed
smart contract guarantees that once a commitment is made, it cannot be
changed, thus providing a reliable record of biometric data. However,
it is worth mentioning that the proposed dApp

preserves the right to be forgotten as required by the European
Union GDPR. Privacy and security of the subject’s data are preserved,
since the actual biometric information is never stored directly on-chain.
In fact, what we store on-chain is an unintelligible and irreversible
reference of the biometric data that cannot be linked to the person who
produced them.

Additionally, the dApp facilitates the enrollment and authentica-
tion processes, serving as an intermediary that verifies the legitimacy
of the data without compromising their confidentiality. Moreover, it
introduces role-based access control, distinguishing between ACs and
ECs based on Ethereum addresses. This ensures that only authorized
entities can interact with the system in predefined ways, thereby adding
an extra layer of security and traceability.

The registration process in the smart contract is essential for pre-
serving the security and integrity of the decentralized biometric authen-
tication network. In the registration phase, the MEC has the exclusive
power to register new nodes. Once the system is in use, ECs have the
6 
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power to add new nodes (both ACs and ECs) to the system; a voting
echanism can be added to the system to decide whether a node should

e added or removed from the system. This guarantees that only entities
alidated by the ECs are allowed to participate in the network, thus
reventing unauthorized or possibly malicious actors from obtaining
ccess. The ECs enforce rigorous control measures, exclusively register-
ng nodes that have completed comprehensive verification procedures.
hrough the implementation of this selective registration, the system
uarantees that only reliable nodes are allowed to participate, hence
pholding the overall security and dependability of the decentralized
uthentication process. The importance of this technique is particularly
mportant in a decentralized setting, since the reliability of the entities
nvolved directly affects the system ability to withstand security risks.

In terms of ownership, deploying the smart contract should be per-
ormed by an organizational entity rather than individuals. The invoker

of the smart contract can assign the roles of ECs and ACs to different
organizations or entities. Thanks to the function deleteNode, any
node can be forgotten from the dApp list of nodes. Even the owner can
be deleted, leaving the rest of the ECs to operate in a decentralized
manner. To elucidate the application of this software, consider the
following scenarios:

- In the first scenario, a governmental entity (e.g., a ministry)
deploys the smart contract, thereby becoming the owner and
an EC. The owner node can then register various organizations,
such as post offices, hospitals, and municipalities, as ECs or
ACs through the functions setNode and updateNodeStatus.
These organizations would then interact directly with people; in
fact, the ECs can proceed to enroll new subjects in the system
simply by collecting people biometric data using the function
setSubject. Subsequently, the ACs can retrieve the enrollment
commitments for authentication purposes through the function
getSubject, every time a subject wants to be authenticated.

- In the second scenario, a company headquarters deploy the smart
contract and become the owner, with their branches serving as
ECs and ACs. In this case, the ECs would enroll the employees,
acquiring their biometrics.

These examples emphasize the great scalability of the proposed
dApp, ranging from a few nodes to a national or even international
scale. Moreover, the more nodes there are, the more secure the system
becomes, as for any blockchain-based application.

Another point that is worth discussing is the scalability of our
olution. When adding more nodes to the network, it is crucial to take
ctions that require the system to be highly scalable. The main goal
s to reduce the workload directly carried within the blockchain sys-

tem by offloading computationally demanding operations to external
rocesses, which helps to relieve its load. This approach guarantees

security and maintains data integrity while simultaneously efficiently
owering costs and improving transaction processing speed by giving
irst priority to the blockchain basic operations. We increase speed and
ost-effectiveness by contracting out complex computations. Further-
ore, the system architecture uses blockchain data storage, keeping

nly essential elements such as offsets and cryptographic hashes. This
improves data management efficiency and helps to preserve memory.
This approach improves the system potential to manage large-scale
deployments, where efficiently managing the significant volume of data
and transactions would normally be challenging. However, constant im-
provement is necessary to maximize the advantages of this architecture
on a large scale. While scaling to suit the increasing user population,
our main goals should be to maximize the efficiency of on-chain data
and simplify off-chain processes to guarantee system performance and
cost-effectiveness.

7. Conclusion

In this era of rapidly advancing technology, the integration of secu-
rity and transparency is essential for establishing and maintaining trust
among individuals. Decentralization plays a key role in this dynamic, as
it empowers users by distributing control and eliminating the reliance
on centralized entities, making systems more secure, transparent, and
interoperable. In this paper, we propose a comprehensive solution for
decentralized biometric authentication in the form of a decentralized
application (dApp), which integrates multiple cutting-edge technolo-
gies: blockchain for secure, decentralized and transparent data manage-
ment, and the fuzzy commitment scheme (FCS) for privacy-preserving
biometric authentication.

The dApp we propose encompasses various critical stages, including
registration, enrollment, authentication and revocation, providing a
complete lifecycle approach to managing digital identities based on
interoperable biometric credentials. During the registration and enroll-
ment stages, biometric data are acquired and processed through the
FCS, ensuring that sensitive information remains safe. Blockchain tech-
nology, with its immutable ledger and decentralized nature, ensures
that data are not only tamper-proof but also traceable, allowing users
to retain control over their personal information. A unique feature
of the solution we propose is the way it handles data security and
privacy. Biometric data are encrypted and securely stored, with access
granted only to authorized parties. Data are never exposed to potential
vulnerabilities associated with public storage, since FCS ensures a high
level of protection. This approach guarantees that users’ biometric
information remains private and accessible only to those with proper
permissions.

The application of these technologies goes beyond traditional se-
curity methods, as they offer a foundation for future-proof digital
identities that are both robust and reliable. By leveraging blockchain re-
liability along with FCS cryptographic protection, the proposed solution
addresses the key challenges in managing digital identities: security,
privacy, and accessibility.

Ultimately, this dApp provides a solution to the ongoing concerns
surrounding digital identity management in the modern world. Indi-
viduals can rely on their digital identities without fear of unauthorized
access or data breaches, while they can benefit from a distributed and
interoperable system. The combination of these technologies ensures
that digital identities are not only secure but also resilient, making them
adaptable to the evolving digital landscape.
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