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Abstract—In this paper, we investigate the pertinence of the
angle of arrival (AoA) as a feature for robust physical layer
authentication (PLA). While most of the existing approaches to
PLA focus on amplitude-dependent features of the physical layer
of communication channels, such as channel frequency response,
channel impulse response, or received signal strength, the use of
AoA in this domain has not yet been studied in depth, particularly
regarding the ability to thwart spoofing (impersonation) attacks.
In this work, we demonstrate that an impersonation attack
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targeting AoA-based PLA is only feasible under strict conditions
on the attacker’s location, which highlights the AoA’s role
as a strong feature for unspoofable PLA, especially when 2D
AoA is employed. We extend previous works considering a
single-antenna attacker to the case of a multiple-antenna attacker,
and we develop a theoretical characterization of the condi-
tions under which a successful impersonation attack can be
mounted. Furthermore, we have performed extensive simulations
in support of theoretical analyses, to validate the robustness of
AoA-based PLA.

Index Terms—Physical layer authentication, angle of arrival,
antenna array, channel frequency response, channel impulse
response, impersonation attack.

I. INTRODUCTION

HE extensive use of resource-constrained Internet of
Things (IoT) devices in 5G and beyond networks presents
notable security challenges. Traditional upper-layer authenti-
cation methods that rely on cryptography incur substantial
overhead and latency, making them less suitable for this
related verticals. As a consequence, lightweight authentica-
tion approaches such as physical layer authentication (PLA),
which leverage the unique and random characteristics of the
physical layer for authentication, are gaining attention for sixth
generation (6G) systems and networks [2]. In addition, by not
relying on assumptions about the computational capacity of
opponents, PLA security guarantees are not affected by possi-
ble breakthroughs in the computational capacity of attackers,
such as the availability of a advanced quantum computers.
Motivated by the above, this manuscript starts from the state
of the art of PLA techniques based on transmission channel
characteristics to explore the advantage of using a specific
feature to distinguish a legitimate user from a malicious one:
the angle of arrival (AoA) of the signal transmitted by the
user to the authenticator. To this end, we generalize previous
works by considering a more general attacker model, and we
study the resistance of the AoA-based PLA system to spoofing
attacks.

A. Related Works

PLA techniques can be grouped into two main categories:
device-based authentication and channel-based authentication
[3]. The former relies on hardware fingerprints, such as phys-
ically unclonable functions (PUFs) and impairments like I-Q
imbalances, to be exploited as unique identifiers for devices
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[4], [5]. For instance, in a PUF-based authentication scheme,
the operation relies on a challenge-response mechanism, in
which any challenge generates a unique response, forming
a challenge-response pair [6], [7]. This scheme’s security
thus depends on the manufacturing process’s complexity
and controllability. An I-Q imbalance-based authentication
exploits the mismatch between in-phase (I) and quadrature
(Q) components which is common in wireless transceivers
[8], [9]. These device-specific imperfections, though unique
and uncontrollable, are also difficult to measure in practice.

In contrast, channel-based PLA utilizes various properties of
the communication channel, such as channel state information
(CSI) and received signal strength (RSS), for authentication
[10]. RSS-based schemes commonly rely on statistical channel
information and statistical tests, reconciliation [11], or cor-
relation computation to authenticate users [12], [13]. Unlike
RSS, which is a rather coarse feature, CSI - including chan-
nel frequency response (CFR) and channel impulse response
(CIR) - provides instantaneous and richer channel information,
and thus achieves better authentication performance [14], [15],
[16], [17].

More recently, some studies in channel-based PLA have
explored the angle of arrival (AoA) as a potential feature for
authentication, besides CFR and CIR. For instance, the authors
in [18] exploited AoA data to create a unique signature for
each user in the system. In [19], an authentication scheme
for vehicular communications was developed that calculates
the expected AoA of the received signal based on reported
GPS coordinates, which is then cross-verified with the esti-
mated AoA. Moreover, [19] was mainly focused on improving
the performance of an AoA-based authentication mechanism,
while the scope of the present paper is to rigorously analyze
the AoA as a PLA feature and to establish under which
system and channel conditions it can be considered robust.
Furthermore, in [20] hypothesis testing is employed to differ-
entiate a legitimate base station from a rogue one based on the
AoA of the received signal. Other works have applied similar
authentication methods to low earth orbit (LEO) satellite
constellations [21] and underwater communications [22].

The use of AoA spectrum as a signature for authentication
was experimentally validated in [18]. However, the authors
did not consider any possible attacks to demonstrate the
effectiveness of the method. In [23], a physical layer spoofing
attack detection method is proposed, in which the AoA is
included in the virtual channel representation. The authors
in [24] focus on the robustness of the AoA against jamming
attacks. However, the study of spoofing attacks on AoA-based
authentication remains an open problem.

For impersonation attacks, it has been shown in the literature
that, when an analog receiving array is used by the authen-
ticator, the AoA is not a feature that is sufficiently robust
[25]. Instead, [1] shows that, when a digital receiving array is
used by the authenticator, AoA-based PLA is robust against a
single attacker attempting to impersonate the legitimate user.
In the more recent work [26], where the authors aimed to
generalize the findings of [1] and [25], they study cooperative
impersonation attacks on an AoA-based PLA system that
utilizes a hybrid receiving array. Cooperative attackers can
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impersonate Alice via location-based jamming when their
number matches or exceeds the authenticator’s RF chains.
However, this attack works under the assumption that, in
addition to being able to perform very precise beamforming
towards the authenticator’s antennas, the attacker can also use
jamming without the authenticator detecting it. In [27], AoA
information and geographical distances were also utilized to
detect and locate the legitimate user and the eavesdropper in a
time-division-duplex (TDD) system, in order to combat pilot
spoofing attack (PSA). However, this approach may not work
in mobile scenarios which introduces additional uncertainty
and variations in PSA detection.

B. Contribution

In this paper, we consider an AoA-based PLA system in
which the authenticator is equipped with a digital array, and
we study in depth the robustness of this system against a
single attacker with an arbitrary number of antennas who uses
optimal precoding in order to impersonate a legitimate user.
Specifically, we focus on examining potential impersonation
attacks and thus establishing a condition under which such an
impersonation attack can be executed. Our results show that
such an attack is only feasible when the adversary is along the
same direction as the legitimate user.

In our initial investigation [1], we considered the simple
case in which the adversary has only one antenna and manip-
ulates the phase shift. That preliminary study, which also used
an experimental dataset to validate the results, showed that
AoAs in digital array MIMO are potentially robust feature for
PLA. However, an attacker can still deceive the authenticator
if its direction is identical to that of the legitimate one. In this
paper, we first generalize the single-antenna adversary case by
taking into account a generic precoding factor that can change
both phase and amplitude. Then, we extend the study to the
two-antenna case and to the general case in which the attacker
is provided with an arbitrary number of antennas. We also
perform an initial investigation of multi-factor authentication
to prevent the worst-case scenario, in which the adversary has
an identical AoA with that of the legitimate user. In this work
we use both simulated and experimental data, accounting for
multipath fading, to validate the pertinence of the proposed
A0A-PLA in realistic scenarios. Our main contributions are
thus summarized as follows:

e We generalize the AoA-PLA adversarial model by con-
sidering a complex precoding matrix. We first consider a
single-antenna attacker and then extend it to a multiple-
antenna attacker.

e Conditions for a successful impersonation attack are
established, according to which an attacker needs to be
located at specific locations to forge an AoA identical to
that of the legitimate user.

e We numerically evaluate the performance of the system
under different scenarios and show that numerical results
are consistent with the theoretical analysis, including real
and simulated multipath channels.

o Finally, we have formally proven that, on the one hand,
combining AoA with forgeable physical features such
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as the channel impulse response (CIR), the channel fre-
quency response (CFR), and the received signal strength
(RSS) does not enhance the system robustness against
impersonation attacks. On the other hand, combining
AoA with the Time of Flight (ToF) could help alleviate
3D positioning ambiguities.

C. Notation

Throughout the paper, bold lower- and upper-case letters
represent vectors and matrices, respectively. Re{:} stands for
the real part of a signal, E(-) denotes the expectation of
a random variable; (-)7 and (-)* denote the Hermitian and
conjugate operations, respectively.

D. Paper Organization

The rest of the paper is organized as follows. In Section II,
we describe the system model under consideration, while in
Section III we prove the condition for impersonation attacks
in AoA-PLA. We then present a numerical evaluation of
the proposed AoA-PLA in Section IV. Finally, Section VI
concludes the paper.

II. SYSTEM MODEL

In this section, we begin by recalling some fundamentals
concerning AoA estimation and explain how it can be used
for PLA. We examine a standard authentication protocol
where a receiver (Bob) must identify a legitimate transmitter
(Alice) using the estimated AoA, in presence of one (or more)
opponent(s), whom we will refer to as Eve. The authentication
process consists of two stages: an enrollment phase and a
verification phase, structured as described below.

o Enrollment phase: Bob collects features, in our specific
case estimated AoAs, belonging to different legitimate
users. Channel estimation is usually made by assum-
ing the transmission of pilot signals or messages with
known content. In other words, during this phase, the
authenticator is supposed to be able to map the differ-
ent features to the identities of all users or nodes that
may later request authentication. Note that, during this
phase, Alice’s transmissions to Bob are guaranteed to be
authentic by upper-layer protocols.

o Verification phase: Bob receives new messages from
unknown transmitters and, based on the data collected in
the previous stage, decides whether or not to authenticate
them.

Let us consider the system model depicted in Fig. 1. Alice is
equipped with a single transmitting antenna, while the receiver
Bob is equipped with a digital ULA of receiving antennas,
formed by M elements uniformly spaced by a distance d. We
assume the far-field condition holds, i.e., B < f;, where B and
[, are the bandwidth and the carrier frequency, respectively,
and s(f) = Re{so(f)e/”} is the narrowband source signal.
Then, the time delay of the arrival at the m-th element is simply
At,, = "’Td sin§, where ¢ = Af, is the velocity of propagation,
A is the wavelength, and 6 is the angle of arrival (AoA) to be
estimated.
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Fig. 1. System model in which Alice is equipped with a single antenna while
both Bob and Eve are equipped with an array of antennas.

At the receiver side, the received baseband signal at the m-th
element is given by

Xn(0) = So(t — Aty)e I L n(),me{0,...,M -1}, (1)
whose discrete form can be approximated as

Xli] = so[ile™/ T ™m0 4 ] )
solilam(6) + nlil,m € {0, ..., M — 1} (3)

where a,,(§) = e~/ mdsin0_ et us define x = 2 q and rewrite
(3) in vectorial form, that is,

x[i] = aso[i] + n[i], “)

where a = [1 e—jksin(e) e—jk2sin(6)___e—jK(M—l)sin(G)]T is the
steering vector and n is a Gaussian circularly symmetric noise
vector. In the following, to lighten the notation, we will no
longer write the dependence on time instant i, assuming it
implicitly.

Various methods can be employed to estimate the AoA
from x, given so. Examples include the delay-and-sum method,
minimum variance distortionless response (MVDR), and the
multiple signal classification (MUSIC) algorithm [28], [29],
[30]. Notably, the widely used MUSIC method leverages the
noise subspace for estimation and is regarded as a high-
resolution technique. Due to these advantages, we focus on
the MUSIC method in this paper. Note that we consider
2D systems in the considered scenarios, an extension to 3D

systems will be discussed in Section IV.

A. PLA Protocol
We consider the following PLA protocol, where Bob aims
at deciding between the two hypotheses
Hy : the signal comes from Alice,
H, : the signal comes from Eve.
To this end, the AoA estimated by Bob serves as the distin-
guishing feature between Alice’s and Eve’s transmissions.

During verification phase, Bob performs a test on the
obtained estimate to decide whether the transmitter was Alice
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or not. In this test, we do not exploit any information on Eve’s
channel, and the test is simply defined as

£ =161 -, (&)

where 6) is the AoA estimated during the enrollment phase
and is known to belong to Alice, while 0, is the new AoA
estimated during verification phase. Final decision 7 between
the two hypotheses is obtained by thresholding & as follows

E<t: H=Hy E271: H=H, (6)

where 7 is a suitably chosen threshold.

B. Security Metrics

In the authentication mechanism, two error events can
occur: a FA, in which Bob rejects a legitimate message from
Alice, assuming it was manipulated by Eve (to be in line
with the model); and a MD, in which Bob accepts a forged
message from Eve (to be in line with the model) as authentic.
Specifically, an FA occurs when, under hypothesis Hg, & > 7,
whereas, an MD occurs when, under hypothesis H;, & < T.
As security metrics, we then consider the probabilities of FA
and MD, i.e.,

Ppa = P[§ > 1/Hol, Pwmp =P[§ < 1H]. (N

Providing a closed-form analytical expression for the prob-
abilities of FA and MD is out of the scope of this paper. They
will be evaluated in Section IV by resorting to extensive Monte
Carlo simulations.

III. AOA-PLA RESISTANCE TO IMPERSONATION ATTACKS

In this section, we prove the following proposition for an
attacker with single antenna, two antennas and then generalize
to the general case. Without loss of generality, we assume that
the estimated angle will be in the range of (-n/2,7/2).

Proposition 1: Considering the angle estimation using a
digital ULA with antenna spacing smaller than A under far-
field narrowband conditions, an adversary cannot impersonate
the AoA of the legitimate transmitter as long as their angles
are not identical.

A. Single-Antenna Attacker

Let us suppose a network of static nodes for which Bob
records the AoA-based signature as part of the authentication
process. An adversary with an angle 6 and associated steering
vector 4 = [1 e—jksin(e) e—ijSin(é’) . e—jk(M—l)sin((v‘)]T can tI‘y
to perform a Sybil attack. We prove in the following that
impersonation is impossible if § # 6.

For this case, we will prove an adversary with a single
antenna cannot impersonate the AoA of the legitimate trans-
mitter as long as their angles are not identical.

At any time instant i, the signal received by Bob from the
legitimate transmitter can be expressed as

X = asg + n. ()

A single-antenna adversary with true angle 6 and associated
steering vector a can precode its signal by introducing some
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complex precoding factor g to try to impersonate the legitimate
user, so that the legitimate receiver sees the signal expressed
below

agso + . )
The mean square error (MSE) between the signals received

from the legitimate and adversarial transmitters is thus given
by

¢ =E(Ix - %)
=E(1so]* (a”a—a"qa — a"g*a + 4”47 ¢a)

+ Il + 1A% . (10)

Let us denote by ¢, and ¢; the SNR of the legitimate and
adversarial links. The above equation then becomes

1 1
¢ =|so/* [ afla — ga”a — g*a"a+ ¢g"gala+ — + — ). (11)
On  Oa
Without loss of generality, we can assume a unitary power
pilot signal and ¢ corresponding to a general complex precod-
ing factor, i.e., ¢ = Be/*. We then obtain

¢ =af'a—gafa - qaa—i—ﬁHﬁ-i-l (SL
= afla + p*aa — peat’a — e /%4l a+61 +6i (12)
By the definition of the steering vectors, we get
aa= M, (13)
and
Ha =14 e 4. 4 M1, (14)
where @ = sin(d) — sin(d). Similarly, we obtain
afa=M, (15)
and
afla=14 ek 4 4 g MM-Da (16)
Substituting (13)-(16) into (12) yields
[=(F+ DM =B (e + ) -
B (eH6MDate) y pi6M-Date)) 4 i + 61_;[' (17)

From the properties of the complex exponential function,
we can obtain

=B+ DM —2B(cos(¢) + ... + cos(k(M — Da + ¢))

A
1 1
-+ —, 18
+ . + 5 (18)
and define A as in (18).
Lemma 1: { achieves the global minimum at ¢ = + if

and only if the angle of the adversary is the same as that of
the legitimate user, i.e., g = 1.

Interested readers can refer to Appendix A for the detailed
proof of Lemma 1.
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B. Two Single-Antenna Attackers

In the case in which Alice has one antenna and Eve has two
distributed antennas - corresponding to two sources, we will
also prove that an impersonation attack cannot be successful
unless the legitimate and adversarial nodes are in the same
direction.

Bob receives a signal from Alice as

X =as—+n, 19)

where a = [1 e /N0 o=iM=Dxsin®|T The adversary has
two sources and thus
% = AQS +i. (20)
Note that QS is a vector, and we can assume that the pilot
signal is known and can thus equivalently write the equation
as the following

% =Ags+1, 1)
where § = [go 411"
The MSE is thus given by
¢ = E((aa - a’Aq - §"A%a + q"A7Aq)s]
+ [Inl* + [1A]%) (22)

. . N |
=afla—aAq - ¢?Aa + qHAHAq+6— + (23)

| —

We obtain the following lemma:

Lemma 2: { only achieve the global minimum at §o+g; = 1
and §o, g, are real.

For the detailed proof, interested readers can refer to
Appendix B.

C. Multiple Attackers

Assume that Alice has a single antenna and there are
L signal sources at Eve, which are considered as multiple
distributed antennas. Assume the pilot signal is known, thus
we can obtain

% = Ads + A, (24)
where q = [@0’ él’ e 9@L71]T

The MSE is thus given by

¢ =E(@"a-a"Aq - ¢"A%a + q7A"Aq)|s]

+ (Il + 11l (25)
A X SHA 1 1
=afla—a"Aq - ¢/Aa+ qHAHAq+6— + 5 (26)
Lemma 3: { achieves the minimum at go+§;+...+gr-; = 1
and é()zél ZéL,l =...=0.
The main result is that £ > ((% + }) and thus only achieve
the minimum at §o+...+ g, =1land @y =6;_; = ... =0 as

in the other aforementioned cases. For the details of the proof,
one can refer to Appendix C.

By induction, we can conclude that the proposition holds
true and the impersonation attack on AoA authentication can
only happen in stringent conditions, as proved in the preceding
subsections.

Remark. We note that the proposition and associated proofs
work under the condition of far-field narrowband and digital
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Fig. 2. Estimated AoA using MUSIC algorithm with 2,000 samples. Alice’s
Ao0A 6 =0.4 rad, AoAs of Eve’s antennas 91 =0.2 rad and phases of Eve’s
precoding factors ¢; = 0¥/ € [0, L — 1], sum of amplitudes of Eve’s precoding
factors > ! B = 1.

arrays, so that the AoA can be correctly estimated. When
one of the aforementioned conditions is missing, the AoA
estimate is no longer precise and subject to authentication
errors. For instance, if the far-field condition does not hold,
propagation no longer occurs via a plane wave, and the
consistency between the new and previous estimates of the
AoA is lost. In addition, a strong multipath environment,
which can be considered as multiple sources, causes incorrect
Ao0A estimation as well. The impact of multipath will be
studied in the following numerical results to support such a
conclusion.

IV. AUTHENTICATION PERFORMANCE

In this section, we report some numerical results that
confirm the analytical derivations and results.

A. AoA Estimation Through MUSIC

Initially, the accuracy of the MUSIC algorithm in estimating
the AoA of different users is evaluated as a function of M
and the SNR in the cases considered in the Section III. The
main goal of analyzing different SNR regions is to identify
the minimum SNR conditions required to ensure reliable
authentication and to quantify the sensitivity of the proposed
A0A-PLA scheme to channel quality.

Fig. 2 shows the AoA estimated by MUSIC when Eve
carries out an impersonation attack, considering a true AoA
6 corresponding to 0.4 rad for Alice and to 0.2 rad for
Eve, further assuming that all of the opponent’s antennas
are aligned along the same direction relative to the receiver.
MUSIC is fed with 2,000 samples to compute the AoA.
We see that MUSIC performance is highly dependent on
the SNR and on the number of antennas available at the
receiver. Nevertheless, it can be observed that, even when Bob
is equipped with only two antennas, the estimated angles are
similar only for low SNR values (less than 0 dB), due to the
fact that the algorithm is not able to make an accurate estimate.

Furthermore, let us define the AoA estimation error as

N

1
Err:;Z

i=1

o | 27)




PHAM et al.: LEVERAGING AoA ESTIMATION AGAINST IMPERSONATION ATTACKS IN PLA

09

0.8

SEXXE
T

— 00 £ N

=)
L

0.7

0.6

04r
03r

02r

0.1F

-20 10 0 10 20 30
SNR [dB]

Fig. 3. AoA estimation error for a true AoA equal to 0.2 rad.

where 6 is the true AoA, while 6 is the estimated one. In
Fig. 3 we show the behavior of the AoA estimation error
obtained after the application of MUSIC as function of the
SNR and the size of the antenna array at the receiver. Results
were obtained on a Monte Carlo simulation run over N = 100
different tests. The transmitter has two antennas located along
the same direction, corresponding to an AoA of 0.2 rad and
tries to launch a spoofing attack, as shown in Section III.
Dually to Fig. 2, we can observe that the estimation error
is highly dependent on both the SNR and the array size at
the receiver, thus, knowing these parameters, it is possible to
determine whether AoA-based authentication can guarantee a
sufficient level of security. We can also observe that the attack
has no impact on the AoA estimate, which is affected only
by system parameters. In general, we can see that an SNR
lower than 0 dB seriously compromises the performance, while
better estimation conditions are achieved when SNR is high,
e.g., larger then 20 dB. When the number of receive antennas
is equal to or greater than 16, the AoA estimation error
becomes negligible. Therefore, this condition must be satisfied
to achieve the best possible authentication performance.

B. Two Single-Antenna Attackers

Let us first consider the special case, where Eve is equipped
with two distributed antennas which have identical AoAs.
Fig. 4 shows the MSE behavior as a function of the parameter
¢o. Bob has 16 receiving antennas, and the system operates at a
frequency of 2.18 GHz. We also suppose that the SNR of both
Alice-Bob and Eve-Bob channels is equal to 15 dB. In this
figure, the extreme scenario of Eve being in the same direction
of Alice is examined. 8y and 8; have been computed according
to previous calculations, while ¢; = ¢y. We can observe that a
minimum in the MSE is achieved only when ¢, is equal to 0
(or to 27) and the sum of By and B, is equal to 1, as expected.
Note that a null MSE is not achievable unless we consider
an infinite SNR, as also evident from Eq. (23). Moreover,
this figure conveys another important message, proving the
substantial resemblance between the theoretical curves and
the simulated ones. Theoretical curves are derived using (23),
whereas simulated curves are generated through a Monte Carlo
simulation performed over 10,000 instances. For this reason,
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Fig. 4. MSE under special case scenario where AoAs of Eve’s antennas are
identical 6y = 0; = 0.4 rad, the phases of Eve’s precoding factors ¢; = ¢o,
Alice’s AoA 6 =0.4 rad, SNR = 15 dB.

(a) Eve’s antennas have the same AoA

(b) Eve’s antennas have different AoAs

Fig. 5. MSE under special case scenario, with SNR = 15 dB. Alice’s
AoA 6 = 0.4 rad. a) Eve’s antennas have tl}e same AOA, O =61 = 0.
4 rad. b) Eve’s antennas have different AoAs, 6y = 0.39 rad, 6; = 0.41 rad.

in the following figures, we will present only the results
generated by the simulations.

Fig. 5(a) and 5(b) show a comparison of what happens at
the MSE when Eve’s antennas have the same AoA (Fig. 5(a))
or in slightly different AoAs, i.e., ¢9 # ¢ (Fig. 5(b)). In both
cases the sum of By + 81 = 1. We observe that, as expected,
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Fig. 6. MSE vs SNR at Eve, with SNR at Alice equal to 15 dB, M = 16,
Alice’s AoA 6 =0.4 rad.

Figure 5(b) has no symmetry, unlikely Fig. 5(a). In any case,
these figures confirm that in both scenarios a minimum MSE
is achieved when ¢, and ¢; are close to O.

C. General Case

Let us now consider the case where Eve can have any
number of antennas. This case is of particular interest since,
when Eve has more antennas than Bob, she could exploit the
additional spatial diversity to improve her AoA manipulation
capabilities. The extra antennas provide her with more paths,
potentially reducing the MSE between her and Alice’s esti-
mated AoA.

Fig. 6 shows the impact of the SNR at Eve on the MSE.
SNR at Alice is equal to 15 dB, and we consider the

most favorable situation for the attacker, i.e., ¢; = OVi €
[0,L - 1],2?;01 Bi = 1. We suppose that all Eve’s antennas
have the same AoA denoted as 8, ie., Gy =--- = 0, = Op.

As evident from (46), a higher SNR leads to a lower MSE. In
this figure, we can also have a first evaluation of the role of
Eve’s number of antennas (L), which, however, appears to be
negligible.

Fig. 7 shows what happens to MSE when Eve’s AoA varies.
In the simulations, we considered M = 20 antennas at Bob and
L = 12 antennas at Eve. The MSE achieves the minimum in
positions corresponding to values equal to 6 — . These values
have been highlighted for the red curve, which corresponds
to @ = 0.2 rad. Note that when sinfy = sin6 at §, = 6 or
6y = 7 — 0 in the range [0, ], and the results repeats every
2n. These results therefore confirm that an attack is feasible
only if the adversary is in the same direction as the legitimate
node.

We then investigate the impact of the dimension of Eve’s
transmitting antenna array L on the authentication. We suppose
that Bob has 10 receiving antennas and that the SNR is the
same on both legitimate channel and adversary channel. All
the opponent’s antennas are along the same direction, which
we previously demonstrated to be the best possible attack
scenario. In Fig. 8 two conditions are investigated: the attacker
can or cannot be in the same direction as Alice. It is possible
to note that in the latter case, a degradation of performance
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Fig. 7. MSE vs 0. Phases of Eve’s precoding factors ¢; = OVI € [0, L — 1],
amplitudes of Eve’s precoding factors ZlL;Ol B1 =1. SNR4 = SNRg = 30 dB.
Number of Bob’s antennas M = 20, number of Eve’s antennas L = 12.
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Fig. 8. MSE vs L. Phases of Eve’s precoding factors ¢g = --- = ¢;_1 =0,

sum of amplitudes of Eve’s precoding factors ZIL_I B = 1. Alice’s AoA
6 =04 rad.

(higher MSE) is clearly visible, as proved also in the previous
simulations. Most importantly, the parameter L has no clear
impact on the results. Whether the attacker has fewer, the same
number, or more antennas than the receiver, the MSE remains
constant. Some little variation can be noticed when the SNR
is low, but the overall MSE trend remains static. This result
holds true even for higher numbers of antennas, which are not
shown in the figure for readability reasons.

Finally, we test the limits of the proposed AoA-based
authentication scheme. Let us define as A0 = |0 — 6| the
difference, in radians, between Alice’s and Eve’s true AoAs.
Fig. 9 shows how the probability of MD is affected by
this proximity. Both probabilities of FA and MD have been
evaluated by using test (5) at the receiver, and evaluated
through Monte Carlo simulation. The threshold 7 has been
selected in order to obtain Prs < 1072. We considered a total
of 1,000 simulated AoAs for both Alice and Eve, therefore the
results are lower-bounded by this value (a value of Pyp = 1073
means that not a single sample from Eve was accepted as
authentic).

If Bob has a sufficient number of antennas, the only way
for Eve to launch a successful attack is to be in the same
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TABLE I
NYUSIM PARAMETERS

Parameter Name Value
Frequency 2.18 GHz
RF Bandwidth 0.18 MHz
TX power 47 dBm
Base Station Height [Outdoor/Indoor] 20/ 1.5 m
User Terminal Height 1.5m
RX Antenna Elements 64
RX Antenna Elements Per Row 16
Antenna Spacing 0.5
Path powers [Outdoor] [88 18 5 04 14 0.2]-1073 dBm

Path delays [Outdoor] 65.46 68.13 71.07 T74.12 77.24 80.42] ns
Path powers [Indoor] 88.3 91.5 3822 4.6 9.5 14]-1073dBm
Path delays [Indoor] 28.32 36.72 36.97 4545 48.28 50.28] ns

——M =2 (10° samples)
——M =4 (10> samples)
M=16 (103 samples)
- T TM=2 (104 samples)
- T "M=4 (104 samples)
M = 16 (10* samples)

. 0.3 014 0.5
Af [rad]

Fig. 9. Probability of MD. Alice’s AoA 6 = 0.4 rad. Eve with a single
antenna. SNR 5 dB. Number of samples used by MUSIC indicated in
parentheses.

direction of the legitimate transmitter, thus confirming our
previous findings. If the size of the receiver array is small, Eve
has higher chances to impersonate Alice even if they are not
aligned. In the worst case, when M = 2, which is the extreme
scenario for Bob to be able to estimate the AoA, Eve’s AoA
separability from Alice’s AoA must by higher than 0.2 radians
(i.e., A6 > 0.2) in order to have a probability of MD below
1073, which leads to a secure authentication scheme.

D. Tests in Realistic Settings

In order to assess performance of the proposed AoA-PLA
scheme in more realistic scenarios, we resort to NYUSIM
simulator [31]. In particular, we are interested in evaluating
the impact of multipath propagation on authentication perfor-
mance, considering different possible settings.

In the following tests, we consider the presence of a LoS
between transmitter and receiver. In fact, if there is no line
of sight, the absolute value of the AoA will not identify the
user location correctly, but the location of the obstacle with
the shortest path. To identify the correct location of a user, we
could use the entire pseudospectrum plus ToF [32], which is
out of the scope of the present paper and left as future work.

In our simulations, two different scenarios are consid-
ered: an outdoor urban microcell (UMi) environment, and an

Fig. 10. Example of Intensity Map of Spatially Correlated Shadow Fading
[dB] given by NYUSIM. LoS condition.

indoor environment, i.e., an indoor hotspot for offices (InH),
both affected by multipath propagation. Under the parameters
shown in Table I, NYUSIM calculates more than 20 possible
paths. Due to limited space, only the six with the shortest
delays are reported; the first one corresponds to the direct
path. We consider a slow mobility scenario here, in which
users are allowed to move a distance of no more than 1 m
with a velocity of 1 m/s on a predefined direction. With this
setup, angular variations remain limited, allowing statistically
robust AoA estimation while preserving physical realism. All
users are at a fixed distance of 10 m from the base station
(BS). An example is depicted in Fig. 10, where the user
equipment (UE) has an AoA of 0 with respect to the BS.
Data are collected with an update distance of 0.0002 m, so
the total amount of samples for each simulation is equal to
5,000. This value for the update distance is adopted to ensure
dense spatial sampling in NYUSIM under quasi-stationary
propagation conditions. This resolution in fact enables the
collection of multiple channel realizations with limited AoA
variation, ensuring reliable MUSIC-based estimation.

We now evaluate the performance of the proposed approach
under multipath scenarios. In Fig. 11, we show what happens
to the probability of MD in multipath outdoor and indoor
environments, as a function of Af. Pga is stable around an
average value of 0.01, as shown in Fig. 9, both for indoor
and outdoor environments. MUSIC was applied using 1,000
samples in input, with a sliding window of dimension 10.
Given the limited number of data available, as done in Fig. 9,
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Af [rad]

Fig. 11. Probability of MD as a function of the separability Af. Pry = 1072

a Pyp = 1073 implies that none of Eve’s samples were
mislabeled in the scenario under consideration. Under the
outdoor condition, Pyp tends to remain around 1073, with two
visible peaks. These peaks are independent of the separability
A@ and are caused by the variable fading conditions introduced
by the simulation model, which affects the quality of AoA
estimation. The indoor scenario is more challenging. In several
realizations, secondary paths exceed the LoS component in
power, which directly degrades AoA estimation accuracy. In
addition, shadow fading (reported in dB in Fig. 10) further
impacts performance: larger shadow fading values systemat-
ically produce higher AoA estimation errors. However, for
values of A@ larger than 0.4, Pyp exhibits only two small
peaks smaller than 2 - 1072, allowing accurate authentication
in most cases. In general, these results are in line with previous
findings for AoA estimation in multipath environments [33],
[34]. Possible solutions for indoor scenarios, which are beyond
the scope of the present work, include modifying the PLA
protocol to exploit the entire pseudospectrum rather than
relying solely on the dominant peak for user discrimination.
This approach would remove the need to explicitly identify the
LoS component, as all significant propagation paths would be
jointly considered. However, such a strategy would increase
the complexity of the user classification process, resulting in
a performance / complexity trade-off.

The current evaluation focuses on pedestrian mobility
(approximately 1 m/s), which is representative of indoor envi-
ronments and certain factory scenarios. For higher mobility
scenarios typical of 5G/6G applications, increased user speed
could lead to faster channel variations and potentially higher
AoA estimation errors. Extending the PLA protocol to handle
such cases may require more frequent channel updates or
alternative tracking mechanisms, which is left for future work.

V. EXTENSIONS OF AOA-PLA

Through analytical derivation and numerical results, we
have demonstrated that AoA is a robust feature for authen-
tication, even when an attacker has a large array of antennas.
However, the system still has a vulnerability: if all of the
adversary’s antennas align with the direction of the legitimate
user’s antennas, authentication can be compromised. In the
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Fig. 12. Performance assessment of PLA schemes which exploit different
channel features utilizing experimental Nokia dataset.

following discussion, we explore potential methods to address
this issue.

A. Multi-Factor Authentication

In previous investigations, we have studied and proved that
an adversary cannot impersonate the AoA of the legitimate
transmitter as long as their angles are not identical. Naturally,
we can think of combining it with other features to enhance
the authentication, especially to avoid the worst-case scenario
in which the AoA of the adversary is identical to that of
the legitimate one. Generally speaking, we can consider the
common features such as channel impulse response, channel
frequency response, or received signal strength, as a starting
point. However, as we will show in the following, such a
simple combination does not provide much advantages to the
system.

Proposition 2: The incorporation of the channel impulse
response, the channel frequency response, the received signal
strength, or any combination of these metrics, as additional
authentication features, does not enhance the ability of AoA-
PLA to resist impersonation attacks when the adversary is in
the same direction as the legitimate node.

Interested readers can refer to the proof in the Appendix D.

In order to corroborate our theoretical findings, Fig. 12
shows the performance achieved by different authentication
strategies, i.e., using AoA-based, CFR-based, and multifactor
authentication, which combines a robust feature (AoA) with a
feature that is instead provably unsafe (CFR). A real outdoor
dataset provided by Nokia is considered, where users are
moving along different tracks. The measurements took place in
an urban area in Stuttgart, Germany, with tall buildings, where
a rooftop hosted the 64-element mMIMO transmit array. Pilot
signals were transmitted via OFDM with 64 orthogonal time-
frequency pilots at a 2.18 GHz carrier frequency. The receiver
was a single monopole antenna mounted 1.5 m above a
portable cart, which moved along predefined tracks at walking
speed (3.6 km/h). This allows us to take into account also
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the effect of users mobility on authentication. For further
details please refer to [35]. To have a fair comparison, we
used the same authentication test at the receiver for all the
three schemes considered, which consists in using a simple
k-Nearest Neighbor (kNN) classifier. After performing a leave-
one-out cross-validation (LOOCV) procedure, a value of k
equal to 1 is chosen. The analysis was conducted by evaluating
odd values of k in the range 1 < k < 51, and the results
consistently showed that k = 1 yields the lowest classification
error for the considered dataset, for the three cases considered.
Fig. 12 shows the probabilities of FA and MD achieved by
selecting different kind of features for increasing training set
size. The results demonstrate that the combination of trusty
and untrusty features is not improving the level of accuracy,
nor the probability of MD, with respect to the use of the sole
AoA. As expected, the use of the CFR leads to the worst
performance.

The results show that we, though, can combine AoA-based
PLA with any other features to strengthen the authentication;
the choice of the features should be studied and investigated
thoroughly. Doing so, we may also increase the reliability
of the authentication as a result of the exploitation of many
authentication factors.

B. 2D AoA-PLA and Time of Flight

In wireless localization, the combination of
two—dimensional AoA information and ToF measurements
can, under ideal propagation assumptions, uniquely determine
the position of a transmitter in a three—dimensional space
[36]. Specifically, the 2D AoA measurement provides the
bearing of the signal arrival within the horizontal plane of
the receiver array, constraining the transmitter to lie along a
single geometric ray emanating from the receiver. The ToF
measurement, which yields an estimate of the propagation
distance between the transmitter and receiver, then fixes a
unique point along that ray, thereby resolving the radial
uncertainty inherent in AoA-only localization. When the
geometry of the receiver (including its known height and
orientation) is taken into account, the intersection of the AoA
ray and the ToF-derived range sphere establishes a single
feasible location in space.

Consequently, the joint use of AoA and ToF eliminates the
infinite set of candidate positions that would satisfy either mea-
surement alone, allowing for unambiguous three—dimensional
source localization in line-of-sight conditions [36]. Preliminary
results [38] have shown that joint AoA and ToF can be used
to identify users in the Nokia dataset within a 2 meter radius
with probability of detection, area under curve and F1 scores
approximately equal to 100% using SVM classifiers.

VI. CONCLUSION

In this paper, we have proven the unforgeability AoA and
have identified it as a robust feature to implement PLA in
a multiple-antenna scenario, where users are equipped with
digital antenna arrays. We have proven analytically that an
impersonation attack can be successfully carried out only
under very stringent conditions, regardless of the dimension
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of the antenna array available to the adversary. These findings
have been corroborated by numerical results, obtained by
simulating different attack scenarios on realistic scenarios.
Moreover, we have proven both theoretically and through tests
on a real dataset that multi-factor authentication does not
enhance the robustness of AoA-PLA.

APPENDIX A
PROOF OF LEMMA 1

Following the derivations, we can consider two cases: @ = 0
and a # 0, in what follows.

Case 1 @ = 0: The angle of the adversary is the same as
that of the legitimate user. We have

cos(@p) + ...+ cos(k(M — Da + ¢) = M cos(¢), (28)

and thus

A= (B4 )M - 2BM cos(¢) = M(B*> + 1 — 2B cos(¢)) (29)
= M((8 - cos(¢))* + sin’(¢)) > 0. (30)

We can easily see that £ achieves the minimum at { = é.i—l— éi
if and only if A =0, that is, for ¢ = 0 and 8 = 1, or simply
qg=1.

Case 2 a # 0: The angle of the adversary is different from
that of the legitimate one. Based on the result of the sum of
cosine [37], we have

cos(@) + ...+ cos(k(M — 1)a + @)

sin (Mz“")

a
e ((M D5 +¢),

€1y

and thus

(MK(Y)
—m cos (M — 1)K + ¢ (32)
Sin ( 2 ) ( )

Consider the following partial derivatives

A=@ + 1M -28

a{ SlIl (Ml((t)
=28M - 2—————=——= M-1)— 33
=M s (DT ) oY
o, sin (*5%)
— =28———== M-1 , 34
o d sin () sin (( ) -+ ¢) (34
we achieve the critical points at =0 and a( = 0, therefore
1 sin (42)
s (#) < (( 5 +e). 69
and .
¢o=-(M - 1)7 + un, (36)
where u is an integer.
The second derivatives are as follows
¢
— =2M, 37
7 (37)
P sin(M2) a
— =2—= M-1)—
7 = Py o (M-DF +9). (38)
P _ ¢ sin(e) ke
= =2 M-1)—+¢). 39
Pog ~ 9pop ~ " sin(2) (=0T +6). 69
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We can obtain
I

M cos ((M— 1)— +¢)

%]
=-
=
—_
vl\)él\)
~

M2 ) G ((M - 1)% + ¢) .

If ¢ = —(M — 1)%" + um where u is an even number thus

_ ()
B =

and

sin (Mé“’) _ 4sin2 (Mz’“’)

. 2 .
sin (%) sin (KZ‘”)
Note that @ # 0, thus D > 0. Moreover % =2M > 0, thus

we achieve the local minimum.
Similarly, if ¢ = —(M— 1)‘7" +um where u is an odd number,

D =4MB (40)

thus 8 = — L S:n((%) and
_ _4Mﬂsin (M;a) _ 4sin2 (Mé(a/) (41)
sin(g)  sin® (%)
e _

We also notice that @ # 0, therefore D > 0. Since i
2M > 0, we can also achieve the local minimum. It is worth
noting that these local minima are bounded away from zero
as shown in (18).

APPENDIX B
PROOF OF LEMMA 2

From the definitions of the steering vectors and precoding
factors, we have

ala=M (42)
aAq = bogo + b1d (43)
a"A"a = cogp + 14 (44)
q"A"AQ = (9o + 11 PIM + qoddo + Goindr.  (45)

We can thus obtain

{ =M —=bodo - b1g1 = cod — 1d; + (Gol* + 14:P )M
1 1
O, + On
Assume gy = Boe/®, and §; = Bie/?, similar to the first
scenario, we also consider two cases, in which the AoA of
the adversary is equal or not equal to that of the legitimate
transmitter.

Case 1 In the special case @0 = 91 = @, we obtain

¢ = M(1 - 2By cos ¢ — 2B1 cos ¢y + S5 + B7 + 2BoB1)

+ qogydo + Goq1dr + (46)

1 1
— 4+ —. 47
N 611 * 6?1 ( )
Equivalently, we can rewrite the equation above as
. 1 1
(=M ((Bo + B1 — cos qbo)2 + sin? ¢0) + =+ = 48)

On  On
which only achieve the minimum at ¢y = 0 and Sy + 5; = 1.
In other words, go + g1 = 1 and §o, §; are real. This is also
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the best scenario for the adversary, in which MSE can reach
the global minimum, like the single-antenna case.

Case 2 The AoA of the adversary is not equal to that of
the legitimate transmitter.

Note that from the definition, we can calculate all relevant
parameters as follows:

bo=1+e Jjk(sin 6—sin By) + te J(M—1)k(sin 6—sin 8y)
sin (¥(sin@ — sin §))
 sin (1(sin6 — sindy))

(49)

j% (sin §—sin 8p)

(50)

Similarly, we achieve

by = sin (4 (sin 6 — sm91)) A (i 0—sin By) 51)

sin ((sin 6 — sin 91))
_sin (%(sin6 - sin 90)) Y (s 0—sin ) )
0= in (3(sin6 - sin & (52)
3 0))
sin (%(sm 6 —siné, )) M1 (5in 0-sind))
= —0 (53)
sin (3(sin 6 — sin 61))
sin (%(sin @ — sin 91)) u-
d() — ? _ : T(Sln&) 51n9]) (54)
sin (3 (sin flp — sin 61))
M
4= sin (%(sin f — sin 91)) Ml sndsind) (53)

sin (3 (sinf — sin 91))
To find the optima, we need to compute the derivatives, i.e.,

4

6_ﬁ0 — _boej¢o _ C()e_j% + Z,BOM
+ﬁldoej(¢n—¢1) +ﬂld1 e—j(¢0—¢1) (56)
0 . )
% . —Jj(boBoe’™ + coBoe™™)
0o _ '
+ J(BoBrdoe™ ™" = foprdre™ NIy (5T)
0
6B§l — _bleﬂﬁl —ce —jd + ZﬁlM
+ﬁ0d0€j(¢0_¢l) +ﬂ0d16_'i(¢0_¢1) (58)
0 . .
6751 = —j(biB1e" = c\BreT)
_ j(ﬂﬂﬂldoej(¢0_¢l) —,Boﬂldle_j(¢°_¢])). (59)
To find the stationary points, we can set
0 = —bge!® — coe™* + 280M
+,81doej(¢°_¢‘) +ﬁ1d1e—j(¢o—¢1) (60)
0 = boBoe’” — cofoe™
_ﬁoﬂldoej(fﬁo%l) _i_ﬁolgldle*j(%*d)]) 61)
0= —b1e’ —cie™ +28/M
+,80doej(¢°_¢‘) +ﬁ0dle—j(¢o—¢1) (62)
0= blﬁ1€j¢' _ cllgle*jd)n
+,30ﬂ1do€j(¢°7¢') _ﬁoﬁldle*j(dﬁo*d)]). (63)
By summing up (60) and (61), we obtain
—c, + Bid e’ + BoMe® = 0. (64)
Subtracting (60) and (61) results in
_boej(¢n+¢1) +ﬁ1d06j¢0 +ﬂ0Mej¢l =0. (65)



PHAM et al.: LEVERAGING AoA ESTIMATION AGAINST IMPERSONATION ATTACKS IN PLA

Continue in the same fashion for (62) and (63), we obtain

= c1 + Bodoe’™ + pi1Me™ =0 (66)
_ blej(¢o+¢1) —|—,80d16j¢1 —|—,81Mej¢° =0. (67)
Sum up (64) and (67), we arrive at
—co — blej(¢o+¢1) + (Bo +,31)(dlej¢1 4 Mejfﬁ()) =0. (68)
In other words
b, el(Po+e1) —i$o 4 p, el
fotp= ISP (9
18991+ Meito M + d,e/¢1—%0) ko)
where
. M . . A
f - 51T1 (?(s.m 06— s'1n f’o)) (=5 sin 6-sin )40 (70)
sin (z(sm 6 — sin 90))
. M . . ~
sin (7(sm9 - smA91)) oI5 sinbsind1)+01) 71
sin (%(sin 6 — sin 6’1))
=M
. M . ~ . ~
sin (7(s1ni9o - smi91 ) SO sindsind ) H0-0) (79
sin (%(sin 6y — sin 91))
Since By + B; is real, thus we have
M-1 A
- (sinf —sinby) — g =0 (73)
M-1 N
> (sinf —sinb;) +¢; =0 (74)
M -1 A N
(sinGo - sin91) + (]51 - ¢() =0. (75)

It is easy to see that the solutions to the aforementioned
equations are given by

bo = 01,
é1 = ¢o.

(76)

. sin( (sin 6—sin )
As a result, we obtain 8 + Sy = ﬁmn((i(sm—ﬁ—mn&?)f)

As a consequence of the preceding proofs, { only achieve
the global minimum at go + ¢, = 1 and §o, §; are real, which
concludes the proof.

APPENDIX C
PROOF OF LEMMA 3

From the definition, we achieve
ala=M,
a’Aq
=(1+ ejk(sin(ﬁ)—sin(@g)) +o+ ej(M—l)K(sin(H)—sin(@o)))510

(77)

T+ ejk(sin(é))—sin(g)l)) 4o+ ej(M—l)K(sin((?)—sin(@l)))ql

Fo (L4 VDO, (78)
q#AHa=(1+... + e—j(M—l)K(sin(e)—sin(él)))Cﬂ

Fo o (L e HMDInOsinG)e (79)
§7A"Aq = 47 Gq, (80)
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where G is defined as

811 812 --- 1L
821 822 --- 82L

G=| . . s (81)
8L1 812 --- 8LL

where gy = M and g, = 1 4 e Gind—sind) 4~
e~ J(M=Dxsin 6—sin é;)‘

"ATAG= @+t aOM
+(g2g1 + 81342 + ...+ gi1di-1)go + - -
+(gr1go + gr2gn + - .- + grLi-1qrL—2)4) ;-

Assume the aforementioned condition hold, i.e., 8y = §; =
B;_1 = ... =6 so that £ can achieve the global minimum, as
the cases L = 1, L = 2. We prove in the following the latter is
also true.

Assume

Go+qr+...+ 4L =u+jv. (82)

Since 8y = 6, = 8, = ... = 6, replacing this condition
to the aforementioned terms and equation, the finding of
minimization boils down to the finding of the minimum of
the following

=M= (u+ jv)—(u— jv)+ @+ )
1 1
*(a—ﬁa)

-y (L LYy (Lo L
=M({(1-u) +v)+(6n+6ﬁ)2(6n+6ﬁ). (83)

We can see that { > ((% + %) and only achieve the
minimum at # = 1 and v = 0, which requires go+...+gr-1 = 1

and 8y = 0;,_; = ... =0 as in the other cases.
APPENDIX D
PROOF ON THE ROBUSTNESS OF MULTI-FACTOR
AUTHENTICATION

Let us examine a system in which Alice has a single trans-
mitting antenna, while the receiver, Bob, utilizes a digital ULA
composed of M receiving antennas, each spaced uniformly by
a distance d. We operate under the far-field condition, which
implies B < f., where B is the bandwidth and f, is the carrier
frequency. The narrowband source signal is represented as
s(t) = Re{so(t)e/ '}, The time delay for the signal arriving
at the m-th antenna element is given by

d
At,, = ’”7 siné), (84)

where ¢ = Af. denotes the propagation velocity, A is the
wavelength, and 6 is the angle of arrival (AoA).

At the receiver, the baseband signal received at the m-th
antenna can be expressed as:

() = s0(t = Aty)e A 4 nt),me{0,...,M -1}, (85)

The discrete-time version of this signal can be approximated
as follows:
xali] = solile™/ M5 4 ],

(86)
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which can be rewritten as:

xmli]l = solilam(0) +nlil, me{0,...,M -1}, (87)

=2

where a,,(6) = e/ T™*"% We define k = Zd and represent
the equation in vector form:

x[i] = aso[i] + n[i], (88)

where a is termed as the steering vector, and n represents a
Gaussian circularly symmetric noise vector. For simplicity, we
will omit the explicit time index i in subsequent discussions.

We can define the MSE ¢ = E(x — &|3), where x =
[x! xZx!1"is the combination of AoA-based, CIR, and RSSI-
based received signals. We can rewrite the equation as

Ny

{=B(x-%p)=E() x-%

i=1

Ny Nc N
P s 12 s 12
=B Ixa—%al + D _Ixc — %P+ D Ixs — %5 | (89)
i=1 i=1 i=1
Na

Since Y |x4 — %4 =

Nc
lIxa — Rall3 = &a, Y Ixc — Xcl* =
i=1 i=1

Ng
lixc — %cll3 = e,y Ixs — XsI> = IIxc — Xcll} = s, we thus
i=1
obtain l
¢ =E(lx - %3
= E(Ixa — %all3 + lIxc = &cll3 + lIxe — %cli3) (90)
= E(lIx4 — %al13) + E(llxc — Xcl3) + E(llxs — &s[3)  (O1)

Denote {4 = E(||xa —iA||§), due to the properties of the norm
and expection, we thus achieve

{28 =E(xa = Rall3) = &

which indicate that simply adding up CIR and RSSI won’t
help to defend the AoA-based authentication from its worst-
case scenario.

92)
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