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Università Politecnica delle Marche
Ancona, Italy

g.ciattaglia@univpm.it

Matteo Bertocco
Dept. of Information Engineering

Università di Padova
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Abstract—This paper proposes an innovative vibration-based
communication system on a wireless medium for Unmanned
Aerial Vehicles (UAVs), in which a covert channel is established
by relying on the inherent characteristics of vibration signatures
generated by the motors and propellers mounted on the UAV.
Different vibration patterns, generated by purposely varying the
Pulse Width Modulation (PWM) signals driving the UAV motors
according to a predefined scheme, can be remotely detected
by measurements performed with a radar sensor deployed at,
for instance, a Critical Infrastructure (CI) to be safeguarded.
The system analyses the vibrational patterns, via frequency
and displacement measurements exploiting a Discrete Fourier
Transform (DFT) approach, to decode information symbols on a
constellation diagram. As a result, a localised channel is created.
The latter is also inherently secure against attacks like jam-
ming and spoofing, typical of traditional Radio Frequency (RF)
communications. Experimental results validate the feasibility of
the proposal, by identifying four encoded symbols that can be
potentially exploited to set up a communication protocol.

Index Terms—Vibration-Based Wireless Communication,
UAVs, PWM, Radar Measurements, Secure Communication.

I. INTRODUCTION

Vibrations coming from the motors and propellers of an
Unmanned Aerial Vehicle (UAV), or the physical features
of a particular model and make, produce unique vibrational
patterns similar to fingerprints for the UAV at hand. This
makes it particularly challenging for an adversary to imper-
sonate, spoof, or replicate such a communication remotely,
thus making this type of link intrinsically secure. Because
it communicates through mechanical vibrations, rather than
Radio Frequency (RF) media as it usually happens, this

implicitly avoids common vulnerabilities related to RF (e.g.,
jamming, interception, etc.). Specifically, RF channels can be
tampered over long distances, contrarily to vibrational signals
that are highly localised in the surroundings of the drone.
Indeed, the localisation of such signals makes interference
from outsiders less of an issue, and guarantees that com-
munication remains fully confined to the intended physical
vicinity between the two end-points of the link. Such a feature
can be used in high-security operations, or other sensitive
applications like safeguarding a Critical Infrastructure (CI),
as reliable backups or primary channels to enable commu-
nications when the RF spectrum is clogged with adversarial
transmitters, or other insecure conditions. For instance, in so
doing UAVs can authenticate themselves to ground stations
belonging to a specific CI by means of a vibrational signature,
ensuring that only a genuine, expected UAV is the one in
control. At the same time, UAVs can wirelessly communicate
towards the ground stations sensitive information by relying
on an enhanced level of security. Albeit such an approach is
promising, it also presents some challenges and drawbacks,
that do not undermine its viability. Amid the most important
ones is the intrinsic limited data-rate associated with such
a type of communication, as well as the need for filtering
techniques at the receiver side allowing to discard background
ambient noise. Nonetheless, for all those applications requiring
integrity and confidentiality of communications, exploiting
a vibration-based channel represents a robust, reliable, and
innovative solution complementing, or even overtaking, con-
ventional RF techniques.



To this end, this paper aims at presenting a measurement
methodology to remotely detect, by resorting to a radar sensor,
vibration frequencies and amplitude displacements due to the
rotation of the motors and propellers of a UAV. Specifically,
the drone motors are controlled by modulating their driving
Pulse Width Modulation (PWM) signal according to a prede-
fined rule, which in turn modulates the associated vibrational
pattern. This allows to exploit the resulting vibrational fre-
quency and displacement values to identify symbols, properly
arranged on a constellation diagram, to be exploited in a
vibration-based communication scheme on a wireless medium.
In particular, those symbols can be encoded starting from mean
values and standard deviations of the vibrational frequency
peaks associated with the aforementioned modulating PWM
driving signals. This can potentially set up a Voronoi diagram,
having frequency and displacement as axes, to map symbols
on which ad-hoc communication protocols can be devised.

The rest of this paper is drawn up as follows. Section II
presents related works dealing with the topic. Section III shows
the system model, as well as the description of the covert
channel. Section IV outlines the radar measurements setup.
Section V introduces the experimental tests, while Section VI
shows and discusses the relative results. Finally, Section VII
concludes the paper.

II. RELATED WORKS

UAVs are strategic assets in many applications, from in-
dustrial to military ones, where they can support dedicated
activities, especially the ones that a human operator cannot
perform. In a military context, malicious drones are designed
to satisfy special requirements like low detectability and high
mileage. In a civil context, drones must always be recog-
nizable, especially if moving around CIs. For this reason,
similarly to civil aircraft, they can be equipped with Automatic
Dependent System-Broadcast (ADS-B) systems to transmit
UAV information [1]. Such a method can be ineffective if
the drone does not want to be identified. For this reason,
other methods are proposed to fulfil this task. Bounding the
envisioned scenario to a smart city where drones are used
to perform different operations, the simplest way to identify
a drone is by a computer vision system [2]. Such systems
are very powerful in identifying types of drones, but fail
in some circumstances. For example, a camera-based system
cannot properly work in the presence of smoke, dust, or
fog. Also, it is ineffective in revealing malicious drones or
tampered ones. An attacker can use a drone of the same
type as the authorized one, fooling the identification system.
Other approaches can exploit audio sensing systems, which
are an efficient method if the drone wants to be identified [3].
The malicious drone can emit a sound to try to replicate an
authorized one, thus bypassing the identification system. In [4],
a radar based method is proposed to identify the drone: this
work further demonstrates how radar is the best choice in
the proposed scenario [5], [6]. There is a key aspect that is
dependent on the physical features of the drone and is the
vibration of its chassis. Such a phenomenon is measurable

with a radar sensor [7], and, if obtained from a drone, it
can unlock different possibilities. Indeed, it can be used to
measure rotational speed of the propellers or to reveal the
installed type [8], [9]. The main advantage of this type of
measurement is the complexity of maliciously replicating the
drone signature, since it is particularly difficult to obtain the
same vibration signature by changing the components of the
drone. Furthermore, provided that different rotation speeds
imply chassis vibrations at different speeds, this can be used as
a covert channel to exchange information between parties in a
stealthy fashion. Leveraging this fact, in this work, the drone
vibration is used as a covert channel to transmit information.
Modulating the PWM signal based on a predefined rule, in
fact, embeds desired components in the vibration signal, whose
frequency and amplitude can be used to identify a transmitted
symbol. Even if a malicious drone with similar characteristics
tried to replicate the communication, it would not be able
to mimic typical displacement and frequency values of the
authorised drone. Furthermore, leveraging a covert channel
creates out-of-band communications that an attacker is not
aware of, thus increasing secrecy. Covert channels for authen-
tication purposes are common in the cybersecurity literature,
with relevant examples on Controlled Area Network (CAN)
bus [10], Local Area Networks (LAN) [11], and air-gapped
networks [12]. Implementations that leverage a vibrational
covert channel are presented in [13], [14], but these cases
are based on contact sensors. The approach proposed here
leverages a radar sensor able to measure contactless target
vibrations. This work aims at demonstrating the feasibility of
this novel covert channel by means of preliminary experimen-
tal tests, thus filling the current gap present in the literature.

III. SYSTEM MODEL AND COVERT CHANNEL

We consider a CI where drones are deployed to deliver mis-
sions such as monitoring and surveillance. To gather reliable
information and ensure that no malicious drone enters the CI
area, we need a system able to identify drones to distinguish
between legitimate and malicious ones. Hence, we assume that
the CI is equipped with a staring radar system to detect and
track drones [15]. However, detection and tracking do not aid
the identification task, which aims at distinguishing legitimate
and non-legitimate drones.

To provide the CI with identification capabilities, we pro-
pose a novel covert channel that a legitimate drone and the
CI can use to exchange drone-specific authentication tags.
We assume that those tags are known only by the CI and
each legitimate drone and are provided to them during a
bootstrap phase. To create the covert channel, we propose
that drones encode their authentication tag in the PWM signal
they use to drive their motors. This causes their chassis to
vibrate at different frequencies, and we propose to associate
a specific modulation symbol to each possible frequency. By
leveraging the radar system, the CI estimates these frequencies
and demodulates them according to our proposed scheme.
Malicious drones invading the CI are not aware of this covert



channel and do not have a valid authentication tag, they can
hence be identified by the CI.

IV. RADAR METHOD AND MEASUREMENT SETUP

In this Section, the radar sensing method used to extract the
vibration containing the communication symbol is described.
The Section also contains the description of the equipment
used to prove the feasibility of the proposed approach.

A. Radar Sensing System

Radar technology has been pushed further in recent years,
and compact radar sensors are nowadays available at a reason-
able cost and form factor. Such an availability has raised novel
unconventional applications opening new sensing possibilities.
One of them is contactless vibration measurement. Radars’
attitude in measuring vibrations is documented and demon-
strated in literature [16], [17]. Independently from the radar
modulation scheme, the vibration of a target can be quantified
leveraging interferometry method that provides displacement
measure. The core idea behind the displacement measurement
method is revealing the target micro-motions, demodulating
the so-called micro-Doppler effect. Such an effect is a su-
perimposed modulation on the reflected signal enabling the
measurement. Albeit multiple radar technologies can be used
to measure the target’s vibration, due to their commercial
availability and high integration grade, a Frequency Modulated
Continuous Wave (FMCW) radar is chosen in this work. In
particular, the radar board used in this work is commercially
available and developed by Texas Instruments for Advanced
Driver Assisted System (ADAS) applications.

Despite the board was designed to target a different applica-
tion, it is perfectly suited for the purposes of this work, mainly
thanks to the wavelength of the transmitted signal. Generally,
ADAS developed radars use two different bandwidths, 76GHz
to 77GHz and 77GHz to 81GHz, for automotive long range
and short range applications, respectively. The latter is ex-
ploited in this work as better suited for vibration measurement
purposes. The waveform transmitted by FMCW radars is a
linearly modulated chirp (see Fig. 1).

Referring to Fig. 1, the black solid line is the transmitted
signal st, the dashed grey line is the received signal sr, the tc
interval is the st transmitting time, ∆t is the interval between
the transmitting start instant and the instant at which the ADC
starts to sample the beat signal. The parameters fstart and
fstop represent the start and the stop frequencies of the chirp,
respectively. Their difference provides the bandwidth indicated
with B.

The chosen radar board has the peculiarity of being config-
urable, and this makes it possible to customize the transmitted
waveform to be suited for the vibration measurement. The
selected radar configuration must fulfil two requirements:
allowing effective target detection, and providing satisfactory
extraction of the vibration signal.

Target detection is performed by processing the beat signal
(sb), obtained from the multiplication of st and sr. Information
about the target distance and its velocity can be obtained from

Time [s] 

Frequency [Hz] 

B
 

tc ∆t

st
sr

fstart

fstop

PRI

Fig. 1: FMCW radar transmitted waveform. The yellow zone
represents the sampling time window of the Analog-to-Digital
Converter (ADC).

this intermediate frequency signal. The most salient parameters
that influence the range and velocity quantification are the
sampling frequency fs of the beat signal, the chirp slope S,
and the Pulse Repetition Interval (PRI). The latter parameter
will influence the sampling time of the measured target vibra-
tion. In [9] it is demonstrated how the method developed in [7]
can be applied to the drone context. The vibration measured by
the radar can be used for authentication purposes, like installed
propeller identification, or drone tampering. To obtain a good
vibration measure with FMCW radars, the PRI must be set
accordingly to the vibration bandwidth.

Another remarkable feature that improves the radar vibra-
tion measure capability is Multiple Input Multiple Output
(MIMO). This technology in general provides the possibility
of separating the targets in angle and measuring the Angle of
Arrival (AoA). Exploiting MIMO for vibration measurement
makes it possible to better separate targets and improve dis-
placement measurements. Once the target is correctly detected,
it is possible to extract its vibration by applying the method
described in [7]. The vibration signal is contained inside the
phase of sb and indicated with ψb(t), and it can be written as:

ψb(t) =
4πfcR0 + 4π fc x(t)

c
, (1)

where R0 is the target distance, fc the carrier frequency
and x(t) the vibration signal. By analysing the displacement
signal x(t), and, in particular, by evaluating its amplitude and
frequency, it is possible to extract the encoded symbol.

The radar chosen configuration, according to the aforemen-
tioned requirements, is reported in Table I.

B. Validation Setup

We deployed a customizable quadcopter mounted on a metal
tripod to validate the proposed measurement methodology.
Such a custom UAV includes the frame of a DJI F450 as
chassis, featuring four motor slots. The central part of the
frame is made of metal and plastic, while the arms are made of
plastic, with a wheelbase measuring 450mm. The frame was



TABLE I: Radar configuration parameters.

Parameter Value
Ns 512
fs 12MHz
S 70.006MHz/µs
tc 57 µs
∆t 6 µs
B 2940MHz

PRI 2ms

Radar System

UAV
under test

R0 

x

y

Fig. 2: Measurement setup block scheme.

equipped with four Brushless Direct Current (BLDC) motors,
featuring a Kv = 1000Revolutions Per Minute (RPM)/V, that
were powered by as many 40A Electronic Speed Controller
(ESC) drivers, controlling the motors speed via PWM signals,
receiving power from an external 12V power supply unit.
Owing to this experimental setup, the motors can reach a
maximum speed of 12000RPM. The driving PWM signals
operate at a frequency of 50Hz, with a Ton time between
1ms and 2ms, thus translating into a duty cycle, Dc, ranging
from 5% to 10%. Indeed, a Dc greater than 5% is required
to start propellers rotation, while a Dc of 10% enables the
motors to reach the maximum speed. The PWM signals have
an amplitude of 5V, and they are generated by a National
Instruments myRIO-1900, providing the same control signals
to all four motors. A scheme of the used setup is reported in
Fig. 2.

For the PWM signals, a main set point was selected in
order to ensure a rotational speed of the propellers. This
rotation produces a specific related vibration that must be
outside the range of the ones chosen for the symbol encoding.
Indeed, different propellers can rotate at different RPMs for the
same Dc value, because of their physical characteristics (e.g.,
shape, weight, number of blades, material, etc.). Specifically,
we selected a Ton of 1.7ms, ensuring a rotational speed of
6130RPM for the selected propeller type (i.e., the Gemfan
51499 depicted in Fig. 3). The value is measured with a laser
tachometer. In so doing, the vibration to encode the symbols
can be easily detected, being different.

To encode a communication symbol in a specific vibrational
pattern of the drone chassis, the PWM driving signals must
be tuned on purpose. Specifically, a slight variation of Ton
is added to a specific time period indicated as TPWM . Then,
the amplitude of the encoded vibration is controlled by ac-
cordingly changing the entity of the PWM signal around the
defined set point indicated as ∆PWM . Therefore, by mapping

Gemfan 51499

Fig. 3: Gemfan 51499 propeller used in the arranged setup.
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10-5 Radar measured vibration signal DFT
Frequency 99.6094
Displacement 3.07375e-05

Frequency 5.00488
Displacement 8.74476e-06

Peak related to the 
roation of the propeller

Peak related to the 
encoded vibration

Fig. 4: Example of DFT spectrum computed on the extracted
vibration signal. The identified peaks are related to the rotation
speed of the propeller and to the encoded vibration.

specific displacement and frequency values of the measured
vibration signals to communication symbols, a vibration-based
communication protocol can potentially be set up.

V. EXPERIMENTAL TESTS

The first part of this Section is devoted at describing
the method to modulate the vibration signature to encode a
symbol, to potentially establish a communication protocol.
The second part describes the method to decode the vibra-
tion signature for communication purposes. The idea behind
the proposed encoding method is to measure the chassis
displacement with the radar, and assign a communication
symbol to a specific frequency peak. The spectrum is obtained
by computing the Discrete Fourier Transform (DFT) of the
collected vibration signal. To better explain this idea, Fig. 4
reports the spectrum of a vibration signal obtained with the
radar sensor.

As remarked in Fig. 4, two main peaks are present in the
DFT of the vibration signal. The highest one is related to the
rotation speed of the propellers. Its frequency is 100Hz, that
corresponds to 6000RPM. The second highlighted peak is
related to the encoded vibration, in fact the figure is referred
to a case in which ∆PWM equals 0.005ms and Ton amounts
to 200ms. Such parameters generate an encoded vibration
with a frequency of 5Hz and a displacement of 8.7 µm.
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Fig. 5: Example of DFT spectrum obtained for the ∆PWM of
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By combining different values of ∆PWM and TPWM , it is
possible to define different points in a displacement-frequency
plot, where each point is related to a communication symbol.
To define the lowest encoded vibration that the radar can
reveal, different values of TPWM were tested, and it was
discovered that the minimum value is 0.005ms. On the other
hand, Fig. 5 reports the spectrum of the vibration measured
for a ∆PWM of 0.001ms, and TPWM of 100ms and 200ms.
In this setting, the only peak present in the range of interest
is around 6Hz, and it is not related to the vibration coding.
Due to this, the exploited values to encode the PWM signal
are: ∆PWM set to 0.005ms and 0.01ms and TPWM set to
100ms and 200ms. The combination of these four values
would make it possible to encode sequences composed of two
bits assigned to the position of the peak in the displacement-
frequency diagram, thus allowing to encode four symbols.

VI. RESULTS AND DISCUSSION

As a first approach, acquiring a long vibration signal with
the radar is preferred. The reason is the DFT extraction method
of the encoded vibration, which can better reveal harmonics
if more samples are provided. Due to this, the radar acquires
10 240 samples for each test. Four tests were performed for the
different values of ∆PWM and TPWM . Therefore, for each
measured vibration signal, the DFT is computed to extract a
communication symbol. The obtained DFTs plots are reported
in Fig. 6.

Considering the highest peak of the DFT in the frequency
range 0Hz to 50Hz, it is possible to observe how its coor-
dinates (i.e., displacement and frequency) are related to the
control PWM signal. By assigning a communication symbol
to each peak, it is possible to transmit information that can be
discovered by the radar sensing system. The resulting four
symbols, each related to one peak, are also shown in the
displacement-frequency diagram of Fig. 7.

VII. CONCLUSIONS

The proliferation of applications requiring drone support has
created the need for strong UAV identification methods. In a
scenario where a CI must be secured from drone attacks, novel

robust solutions are explored. In this work, the focus is on
using the intrinsic vibration of the drone’s chassis to exchange
information on a covert channel. This method can be safer as
a non-compliant drone will fail to communicate according to
a predefined protocol through vibration. To demonstrate this
approach, a radar sensing system is employed to measure the
drone chassis vibration. An especially encoded PWM signal is
used to control the rotation of the motors to produce a vibration
useful to encode information. Preliminary tests demonstrated
the feasibility of encoding four symbols, exploiting the dis-
placement and frequency values of the detected vibration.

Future developments will investigate other aspects of the
possible communication system like minimum symbol dura-
tion, drone stability and flight attitude compatible with the
encoded PWM signal.
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