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A B S T R A C T

Authentication of wireless nodes, as in fifth-generation (5G) and Internet of Things (IoT) networks, is an
increasingly pressing issue, in order to limit the required computational effort and the necessary overhead. A
simplification of the authentication process may therefore be of interest to achieve the satisfaction of stringent
performance requirements, such as those envisaged for sixth-generation (6G) networks. This paper provides a
study on the feasibility of physical layer authentication (PLA) in a real indoor environment, as an alternative
solution to the traditional authentication schemes. To ensure the reliability of the proposed approach a
simulated scenario is firstly tested. Subsequently, real-world data are collected through a laboratory setup
using a Vectorial Signal Transceiver (VST) and two Universal Software Radio Peripherals (USRPs) to emulate
the behavior of the receiver, the legitimate transmitter, and the potential adversary. A machine learning (ML)
algorithm is then exploited to act as authenticator. This means that channel fingerprint is extracted from
signals to create a dataset used to train a sparse autoencoder. To emulate a real authentication scenario, the
autoencoder is trained only on the class of the legitimate user. Once a new message arrives, the autoencoder
task is to discern authentic signals from those forged by the adversary. It is shown that a geometric mean of
accuracy of more than 90%, with corresponding low levels of false alarm and missed detection, is achievable
irrespective of the nodes location, underlining the robustness and versatility of the proposed ML-based PLA
approach.
1. Introduction

The proliferation of 5G networks and the Internet of Things (IoT)
has presented new difficulties for security and authentication systems.
At present, a large number of distributed devices, often non-static and
with limited memory and computing capacity, require network authen-
tication [1]. Beyond 5G systems will face a wide range of constraints,
including the need to meet aggressive latency requirements [2], estab-
lish extensive connectivity, minimize energy consumption, and reduce
computational complexity, all while ensuring explicit security assur-
ances. Notably, the widespread deployment of low-end IoT devices,
which are often produced using diverse manufacturing processes, raises
significant concerns regarding the long-term security of the IoT [3],
motivating the need for intelligent and adaptive security schemes at
all layers [4] and to identify suitable alternatives, such as lightweight
blockchain schemes [5], that can complement conventional upper-layer
security cryptographic systems.

Among possible solutions, physical layer security (PLS) is emerging
as an attractive alternative [6]. Authentication schemes at the physical
layer, in particular, has some main benefits [7]: first, they are keyless
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and do not require users to exchange secret keys or any other trusted
party to provide the necessary credentials; second, the level of security
that can be achieved is independent of the computational power of the
attacker, because it only depends on the distinctive properties of the
communication channels.

Physical layer authentication (PLA) provides mechanisms for mes-
sage authentication based on hardware fingerprint or imperfections of
the wireless transceivers [8], or on the distinctive characteristics of the
communication medium, such as the channel state information (CSI),
the received signal strength indicator (RSSI), the channel frequency
response (CFR) and the angle-of-arrival (AoA) [9]. In the last years,
several papers have proposed the use of PLA schemes in combination
with machine learning (ML) techniques [10–12] to enhance the level
of security. In these works, channel characteristics are taken as features
to feed the algorithm and to facilitate the distinction between different
users.

ML and deep learning (DL) algorithms are often trained supposing
to know something about the adversarial channel [13]. However, this
is an unrealistic assumption in a real scenario. Binary classification is
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usually considered, where the initial training phase includes several
examples of legitimate and illegitimate CSI [14]. Knowing some in-
formation about the attacker gives an indisputable advantage, since
algorithms can more easily recognize the presence of possible oppo-
nents by being aware of their peculiar characteristics. In order to
provide a real evaluation of the security level that PLA can achieve
in practice, one-class classification (OCC) [15] represents a more ap-
ropriate solution. These ML techniques, in fact, learn from a training

set containing samples from a single class, which, in an authentica-
tion scenario, is that of the legitimate transmitter. Among possible
pproaches, this paper focuses specifically on autoencoders working in

anomaly detection mode [16], where eventual anomalies indicate that
orged messages have been detected. Autoencoders have been recently
uccessfully applied to PLA in different contexts which have different
haracteristics and issues from those considered in this paper, includ-
ng underwater acoustic networks [17], Industrial Internet of Things

(IIoT) [18] and satellite communications [19]. All of these works,
owever, consider synthetic datasets to test the proposed methodology,
nd the same happens frequently with several PLA approaches [20–23].

Real datasets are usually built by using GNURadio [24,25] or, more
often, Universal Software Radio Peripherals (USRPs) to simulate the
behavior of nodes within the network.

1.1. Related work

USRPs have been extensively used in the literature to generate
eal datasets for testing PLA protocols. In [26], the researchers used
he Carrier Frequency Offset (CFO) as a device-specific fingerprint to
uthenticate static nodes. In a subsequent study [27], they expanded
n this by utilizing time-varying CFO as a unique identifier to de-

tect spoofing attacks. The experimental setup involved USRP nodes
representing the authentication characters, i.e., legitimate transmitter
and receiver, and adversary. The unique properties of time-varying
CFO, influenced by randomly varying Doppler shifts, were leveraged
for authentication purposes. None of these works, however, employed
ML to improve authentication, but a Kalman filter was applied at the
receiver to predict CFO variations.

USRP-based generated datasets are often used in conjunction with
L algorithm to enhance authentication performance. Already in 2017,

 dataset obtained with USRP N210 SDR has served to experimentally
alidate a Gaussian Mixture Model (GMM) based clustering algorithm
o authenticate users in mission critical machine type communica-
ions [28].

Adaptive neural networks have been suggested as a method of
chieving adaptive authentication in [29], along with a prototype

implementation on a platform for USRP in the presence of multipath
ading. It is also assumed that a pre-shared secret key is accessible

during the training stage.
Authors of [30] proposed a physical layer channel information ap-

roach combined with machine learning (specifically, a support vector
achine (SVM) algorithm) for detecting clone and Sybil attacks in

ndustrial edge networks, using six USRP platforms, where each one
epresents an industrial edge computing node. In [13] a physical layer
poofing detector in multiple input multiple output (MIMO) systems

over USRPs is implemented, using AdaBoost algorithm.
In [31] a DL-based PLA framework is proposed to enhance the secu-

ity of industrial wireless sensor networks (IWSNs). Three algorithms,
the deep neural network (DNN)-based sensor nodes’ authentication
method, the convolutional neural network (CNN)-based sensor nodes’
uthentication method, and the convolution preprocessing neural net-

work (CPNN)-based sensor nodes’ authentication method, have been
adopted to implement PLA in IWSN. The experiments have been per-
formed with USRPs to evaluate the authentication performance of the
proposed algorithms.

An approach for PLA in industrial wireless cyber–physical systems
has been proposed in [14], conducting simulations on a real industrial
2

t

dataset. A long term evolution (LTE) stack is implemented on the USRP
latforms, using orthogonal frequency division multiplexing (OFDM)
nd time-division duplexing. Decision trees, SVMs, k-nearest neighbors

(k-NN) and ensemble learning are considered. Reinforcement learning
is applied in [32] for PLA in a dynamic wireless environment with
a receiver and possible spoofers. Experimental results over USRPs in
an indoor environment are carried out to test the proposed spoofing
etection scheme.

In [33], the goal was to use CFO as a device fingerprint to distin-
guish long-range (LoRa) devices via a USRP (acting as the authenti-
cator) and to compensate for the frequency drift in received signals.
Using received LoRa IQ samples, FFT, and spectrogram analysis, the
results demonstrated that CFO estimation and compensation effectively
reduced device misclassification rates. A hybrid DL classifier was em-
ployed to adjust for each transmitter’s inherent CFO. The research was
further extended in [34], considering long-term CFO measurements
over several months. Additionally, multilayer perceptron (MLP) and
long short-term memory (LSTM) network classifiers were implemented
and evaluated, along with the previously used CNN. Since this pa-
per is not focused on authentication but on identification, no attack
is considered and all the employed neural networks are trained on

ultiple classes. USRPs are exploited for physical layer identification
lso in [35,36]. In [37] experiments were conducted using 50 off-the-

shelf Wi-Fi devices. Different fusion strategies were implemented and
six deep neural networks were used, including fully connected neural
network (FNN), CNN and recursive neural network (RNN).

Recently, authors of [38] developed an experimental analysis based
on the use of USRPs to evaluate a multi-frequency band PLA protocol.

he dataset was built in an indoor environment and a data-driven
ethod based on binary SVM was employed.

The literature reviewed highlights a significant gap in the current
body of work: the absence of a clearly defined and practically appli-
cable attacking model. More specifically, there is a lack of research
that focuses on implementing such models in real-world scenarios,
where practical challenges and unpredictability are factors. Addition-
ally, many of the existing studies predominantly rely on binary classi-
fication methods to address the problem. However, these approaches
fall short when applied to PLA techniques. This is because binary
classification assumes that the authenticator possesses a certain level
of knowledge—either complete or partial—about both the attacker and
the adversarial communication channel. In reality, this assumption is
ften unrealistic, as real-world adversaries and channels can be much
ore dynamic and unpredictable. Therefore, more sophisticated models

nd techniques are needed to address the complexities of real-world
LA systems.

1.2. Contribution

In this paper, an approach is proposed to overcome the existing gaps
ighlighted in the literature reviewed above, with particular reference
o the lack of a well-defined attacking model, especially its implemen-
ation in a real world scenario, and the use of binary classification
ethods, which are not realistic for a PLA approach.

An assessment of the authentication performance achievable by
implementing a PLA scheme in a real indoor environment is pro-
vided. First, the proposed method is tested on a simulated scenario
o prove its validity. A wireless OFDM transmission is then realized

to implement a communication between two nodes, in the presence
of an adversary who aims to impersonate the legitimate transmitter.
An attacking model which can be implemented through USRP is then
efined, allowing the adversary to sense the legitimate transmitter
ower level and adjusting itself as a consequence. Finally, a sparse
utoencoder working in anomaly detection mode and trained only on
he legitimate user’s channel fingerprint is exploited to distinguish the
egitimate channel from the adversary’s one. Autoencoder capability

o keep up with channel variation over time is proven through the
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comparison with other simpler OCC algorithms.
The rest of the paper is organized as follows. Section 2 outlines the

considered authentication setup is provided, along with the adversarial
model. In Section 3 a description of the proposed ML methodology is
provided. Section 4 illustrates the setting used to generate the simulated
dataset, which is necessary to test the proposed approach. The setup for
experimental measurements is detailed in Section 5. Numerical results
and discussion are reported in Section 6. Finally, Section 7 concludes
the paper.

2. System model

To take into account the most widely adopted transmission scheme,
in this paper an OFDM transmission is modeled, where communications
occur over a series of 𝑁 subcarriers. In order to apply PLA, the receiver
estimates the time-variant channel response of each subcarrier and
exploits this information to discriminate the legitimate transmitters
from possible adversaries in the network.

Channel frequency response (CFR) samples generally consist of
three parts: a fixed part representing the channel’s average response
over time (and containing information on spatial variability), a vari-
able part with zero mean, and receiver additive white Gaussian noise
(AWGN) noise. The vector collecting the CFRs estimated on the 𝑁
subcarriers at time 𝑘𝑇 [39] is represented by
(XY)[𝑘] = 𝐡(XY) + 𝝐[𝑘] + 𝐰[𝑘], (1)

where 𝑋 and 𝑌 represent a general couple of transmitter and re-
ceiver, respectively, 𝝐[𝑘] is the zero-mean variable part at time 𝑘𝑇 ,
𝐰 ∼   (𝟎𝑁×1, 𝜎2𝐈𝑁 ) represents the vector of AWGN samples at time
𝑘𝑇 , where   (𝟎,𝐑) denotes the distribution of circularly symmetric
complex Gaussian random vectors (with zero mean) having covariance
matrix 𝐑. It is assumed that 𝝐[𝑘] is independent of 𝐰[𝑘].

The temporal dispersion of a time-variant wireless channel 𝑐(𝑡, 𝜏)
is described according to a discrete tapped-delay-line with 𝐿 taps
model [40], given by

𝑐(𝜏 , 𝑡) =
𝐿
∑

𝑙=1
𝐴𝑙(𝑡)𝛿(𝑡 − 𝜏𝑙), (2)

where 𝑡 corresponds to the observation time and 𝜏𝑙 and 𝐴𝑙(𝑡) are, respec-
tively, the delay and complex amplitude of the 𝑙th multipath compo-
nent, being 𝐴𝑙(𝑡) a time-variant uncorrelated Gaussian random process
with zero mean and Doppler power spectrum 𝑆𝑙(𝑓 ). The Doppler power
spectrum considers the mobility of nodes within the network. Two cases
are usually considered, the flat Doppler spectrum for static nodes and
the Jakes spectrum for moving nodes. The term 𝝐[𝑘] in (1), which
represents the frequency response of the variable part, is the Fourier
transform of 𝑐(𝜏 , 𝑡) in terms of 𝜏 [39].

2.1. Authentication protocol

Authentication processes are usually based on two steps. During the
irst step, or training phase, an authenticator, named Bob, collects 𝐾
amples 𝐡̂(AB) that he knows for sure are coming from the legitimate
ransmitter, Alice. These 𝐾 samples constitute the channel profile that
ob associates to Alice. At the end of the training phase, Bob receives
dditional messages without being certain of their origin. Bob estimates
he channel through which these new packets arrive and uses this
stimate 𝐡̂(XB) (where 𝑋 represents the unknown sender) to determine
he source of the new messages. During this authentication phase, in
act, an adversary, named Eve, tries to impersonate Alice and to be
uthenticated by Bob. During both phases, the receiver is assumed to
e in a fixed position, while the transmitter and attacker may move
ith different velocities.

Since the channel is time-varying, the channel profile evaluated by
ob during the authentication phase may differ from the one evaluated
3

previously. Besides taking into account this variability without acciden-
tally rejecting messages from Alice (thus incurring in a false alarm),
Bob must be able also to correctly identify messages coming from
possible attackers in the network (who are trying to impersonate Alice
and induce a missed detection). In order to solve both these problems,
autoencoders are considered, as will be explained in the following
section.

2.2. Attacker’s model

An active attacker (Eve) is considered, with no limitations on her
omputational power and no assumptions about her position. This

scenario emphasizes the need for robust security measures to protect
gainst the worst-case scenario. This kind of analysis is essential for
esigning robust and resilient authentication solutions. Moreover, in
rder to make the attacker as powerful as possible, some further
reliminary assumptions are considered:

• The attacker knows Alice’s and Bob’s location.
• Based on this location and eavesdropping the messages sent dur-

ing the training phase, Eve estimates the power level transmitted
by Alice and extracts useful channel statistics. However, she is
unable to know the exact statistics of the main channel.

• The attacker adjusts her power level to have an average power
value equal to that of Alice.

On the basis of this information, Eve then generates a counterfeit
ector 𝐟 to best replicate that of the legitimate transmitter. What Bob
eceives is therefore a noisy version of the vector

𝐡(E) = 𝐟 + 𝐰𝐸 . (3)

During authentication phase, he compares 𝐡̂(E) and (1) to decide
who the sender of the new message is on the basis of some predefined

etric. In the approach proposed in this paper, this metric corre-
ponds to the reconstruction error produced by a sparse autoencoder,
s explained in the next section.

3. Autoencoders for anomaly detection

Bob most likely only receives signals from the authorized trans-
itter during the training period because the attacker’s location and

statistics are unknown. Given that Alice’s samples represent the target
class and Eve’s samples are considered outliers, one-class classifiers are
the appropriate choice to correctly represent the authentication task
in this situation. However, one-class classification in combination with
a dimensionality reduction tool, such as principal component analysis
(PCA), results ineffective to take into account the temporal evolution of
the channels, especially when the channel exhibits rapid time variation.
For this purpose, this paper considers the use of autoencoders, a special
class of neural networks.

The goal of the family of algorithms known as autoencoders for
unsupervised learning is to encode the input into a compressed and
meaningful representation before decoding it so that the reconstructed
input is as close to the original as possible [41]. An autoencoder consists
of an encoder and a decoder, with functions 𝐴 ∶ R𝑛 → R𝑝, respectively,
where 𝑛 is the dimension of the original data 𝐱 and 𝑝 the dimension of
the compressed data 𝐱̂, being 𝑛 < 𝑝. The two encoding and decoding
functions 𝐴 and 𝐵 must be designed in order to minimize the loss
function

 = ar g min
𝐴,𝐵

𝐸[𝛥(𝐱, 𝐱̂)], (4)

where 𝐸 is the expectation over the distribution of 𝑥 and 𝛥 is the
reconstruction loss function, which measures the mean squared error
between the output of the decoder and the input.

Here, the focus is on sparse autoencoders [42], as shown by the
example in Fig. 1. The key benefits of sparse autoencoders are their
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Fig. 1. Sparse autoencoder. Dark blue nodes represent the activated nodes. (For
interpretation of the references to color in this figure legend, the reader is referred
to the web version of this article.)

resistance to noise and ability to achieve a decent trade-off between
bias and variance. An autoencoder that uses a sparsity penalty as part
f its training criteria is known as a sparse autoencoder. By penalizing
idden layer activations, which would only encourage a few nodes
o activate when a single sample is input into the network, the loss
unction is typically developed. L1 regularization and KL-divergence
re usually the two methods that are taken into consideration while
reating a sparsity penalty. In the first case (4) for sparse autoencoders
ecomes

𝑠 = ar g min
𝐴,𝐵

𝐸[𝛥(𝐱, 𝐱̂)] + 𝜆
∑

𝑖
𝑎𝑖, (5)

where 𝑎𝑖 is the activation at the 𝑖th hidden layer and 𝑖 iterates over
ll the hidden activations, while 𝜆 represents the parameter for L1
egularization.

In the second case the loss function assumes the form

𝑠 = ar g min
𝐴,𝐵

𝐸[𝛥(𝐱, 𝐱̂)] +
∑

𝑗
𝐾 𝐿(𝑝∥𝑝̂𝑗 ), (6)

where the regularization term aims at matching 𝑝 to 𝑝̂, being 𝑝 repre-
sents the probability of activation of each neuron and 𝑝̂𝑗 = 1

𝑚
∑

𝑖 𝑎𝑖(𝑥)
is the empirical probability calculated for each neuron 𝑗.

Assuming that a single class of data is available for training, au-
oencoder for anomaly detection purpose is applied. The objective of

anomaly detection is to learn the ‘‘normal behavior’’ of data when only
normal data examples are known (in this case, Alice’s channel varying
over time), and then to recognize and report the samples not compliant

ith the normal behavior as anomalies (i.e., Eve’s channel estimate).
ince a trained autoencoder would be able to learn the latent subspace
f typical samples, autoencoders are used for this task. Once trained,

it would produce low reconstruction error for typical samples and high
reconstruction error for abnormal samples [43–45]. The reconstruction
rror is defined as

𝐸 𝑟𝑟 =
𝑁−1
∑

𝑛=0

√

(𝑦̂𝑛 − ℎ̂𝑛)2, (7)

where 𝑦̂ is the CFR reconstructed by the autoencoder on each subcarrier
and ℎ̂ is the actual CFR that Bob is trying to associate to Alice or Eve.
The average reconstruction error over a certain interval of time 𝛥𝜏 is
the compared with a threshold 𝜃 and a decision on the source of the
new message is made as follows
{

E[𝐸 𝑟𝑟(𝛥𝜏)] ≤ 𝜃 ∶ assign to Alice,
E[𝐸 𝑟𝑟(𝛥𝜏)] > 𝜃 ∶ assign to Eve.

(8)

The value of 𝜃 is chosen to balance the probability of false alarm
(FA) and missed detection (MD), as will be explained in more detail in
Section 6.
4

Fig. 2. Scheme of the implemented methodology during simulations and experimental
tests.

4. Preliminary simulations

Before validating the proposed method with experimental data, the
simulation model was tested considering realistic channel parameters
to verify the feasibility of the considered approach. Since in a real
scenario the channel characteristics change depending on the positions
f transmitters and/or receivers, simultaneous acquisitions by Eve and
lice of the signal transmitted by Bob are performed. With this choice
f the test setup, that is the same for simulated and experimental eval-
ations, the channel responses are evaluated from the spectrum of the
ignals received by Alice and Eve, considering a constant-in-frequency
ransmitted signal by Bob. A scheme of the test methodology is depicted

in Fig. 2. The simulation was implemented using Matlab2023/Simulink.

4.1. Indoor simulations

To evaluate the effect of time-varying fading channels on the au-
thentication performance, a fixed sequence of complex symbols is sent
in input to the OFDM modulation block of a properly designed Simulink
model. A flat spectrum of the transmitted signal is then generated,
where the number of OFDM subcarriers is 8192. Not the cyclic prefix,
neither the guard bands nor the pilot carriers are considered, because
they are not of interest for the simulation purposes. The signal gener-
ated by the OFDM transmitter, simulating Bob, is organized in a matrix
of [8192 ×𝑘] elements, where 8192 is the number of subcarriers for each
OFDM symbol, and 𝑘 is the number of transmitted symbols. To define
the simulation parameters, the bandwidth 𝐵 of the modulated signal is
hosen equal to 40 MHz accordingly with the USRP 2974 capabilities,

which will be used in the laboratory setup. The sampling time 𝑡𝑠𝑎𝑚𝑝𝑙 𝑖𝑛𝑔
can be then derived considering the total number of subcarriers as

𝑡𝑠𝑎𝑚𝑝𝑙 𝑖𝑛𝑔 = 8192
40 MHz

= 204.8 [μs]. (9)

A simulation time of 20 s is chosen so that, considering the sampling
ime derived in Eq. (9), the number of transmitted symbols is about

97657. Alice’s and Eve’s channels are simulated through different
blocks which include free space loss, AWGN and fading. The free space
loss is computed by considering the transmitted power and the distance
of the receiver, where the transmitted power is set to 10 mW and
the transmitter–receiver distance varies from 1 m to 5 m, with a step
of 1 m. For each value, a simulation is performed. The signal power
trength obtained is used to calculate the signal-to-noise Ratio (SNR)

to be introduced into the Simulink AWGN block. The noise power 𝑁
is calculated from the noise figure parameter (NF) of the USRP 2974,

hich is about 7 dB [46], according to 𝑁 = 10 log10(𝐾𝐵𝑇𝑒𝐵) [dB], where
𝐾𝐵 , 𝐵 and 𝑇𝑒 are the Boltzmann’s constant, the bandwidth and the
equivalent noise temperature, respectively.
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Fig. 3. Example of the fading channel effect on the OFDM transmitted signal. The case is when Alice and Eve are placed at one meter distance from Bob.
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Table 1
Simulation parameters.

Parameter name Value

Number OFDM FFT points 8192
𝑡𝑠𝑎𝑚𝑝𝑙 𝑖𝑛𝑔 204.9 μs
Bandwidth (B) 40 MHz
Transmitted power −20 dBW
Noise Figure (NF) 7 dB
Simulation length 20 s
Alice’s and Eve’s distances 1, 2, . . . , 5 m

Fading is simulated using the SISO block, that requires to define
he number of received repetitions of the transmitted signal, along with
he relative delay and attenuation. These values are obtained through
roper ray tracing simulations of the experimental environment, as
hown in Fig. 4.

In Fig. 4 a graphical representation of the simulated environment
s reported. It depicts a classic indoor situation, with a meeting table
urrounded by chairs and other furniture and a wooden wall dividing
he room into two separate compartments. The transmitter carrier fre-
uency is 2 GHz and transmitter power is 0.01 W. In the first considered
cenario (see Fig. 4(a)), Alice and Bob are in the same compartment,

while Eve is in the other one. Alice-Bob distance and Eve-Bob distance
are approximately 4.27 m and 7.38 m, respectively, and the height of
the three antennas is 1 m. Alice and Eve are approximately 5 m apart.
In the second scenario (see Fig. 4(b)), Alice and Eve are in the same
compartment, 1.22 m apart. Their distances from Bob are 3.78 m and
5 m, respectively. The obtained fading values, in terms of attenuation
and delays of different generated rays, can be introduced within the
simulation model and complete the OFDM signal distortion with the
fading effect. As mentioned before, a simulation is performed for each
value of the distance between Alice and Eve from Bob’s position,
leading to a total number of twenty-five cases. All the parameters used
are summarized in Table 1. An example of the resulting simulated
hannels is depicted in Fig. 3.

5. Experimental data

For the experimental tests, an indoor environment is considered,
namely the Information Engineering Department at Università Politec-
ica delle Marche in Italy. The setup involves different instrumentation
or Bob, Alice and Eve’s implementation. To transmit the signal and
mplement Bob, a Vectorial Signal Transceiver (VST) from National
nstruments is used. Thanks to its vectorial features, such a system
an generate an arbitrary user defined waveform in baseband that
an be moved to a specific radio frequency carrier. The generation
5

s performed by a specific module: the PXIe-5841 is able to allocate
signals in the radio frequency range 9 k Hz to 6000 k Hz. It exploits also
1 GHz of real-time bandwidth [47] for the baseband signal generation.

he same features are available at the receiver side of the instrument.
he VST can downconvert signals from the radio frequency range 9 k Hz
o 6000 k Hz to baseband with a real-time bandwidth of 1 GHz. Such fea-
ures make the VST an instrument able to implement Bob’s side of the
ommunication system with high performance. The PXIe-5841 has two
MA connectors, one for the transmission and one for the reception. In
his work only the transmission is used and a ‘‘VERT 2450’’ antenna
as connected, operating in the following frequency ranges: [2.4–2.5],

5.15–5.35], [5.725–5.85] GHz. The same antenna model was then also
sed for reception, at the two receiver stages of the two USRP-2974s
rom National Instruments. This second type of instrument is used to

implement Eve’s and Alice’s side of the communication system. Such
devices are designed for prototyping and work in the same fashion as
the VST. In the experimental setup, they are used to downconvert the
radio frequency signal and acquire the complex samples transmitted
by the VST. The USRPs have a radio frequency range slightly different
than the VST (i.e., 10 k Hz to 6000 k Hz) and a real-time bandwidth of
160 MHz. As these devices have fewer capabilities than the VST, the
limits of the implementation are set by the USRPs. The picture of the
described instrumentation is reported in Figs. 5(a) and 5(b).

Owing to channel reciprocity, it is assumed that the estimated
hannel on the downlink is the same as on the uplink. Therefore,

reversed roles for the transmitter and receiver can be considered and
these experimental channel measurements to test PLA can be used in
the examined setting.

To perform the experimental tests, a different signal is used com-
pared to the one employed for the simulations. In the experimental part
it is not necessary to generate a complete OFDM signal, so only the pilot
tones are sent. The VST is configured to generate 40 harmonics centered
on the 2 GHz carrier, spaced by 1 MHz with a transmitting power of 0
dBm. The power is higher than that of simulations, and the reason lies
in the sensibility of the USRP receivers. To obtain a satisfying level of
the received signal more power must be transmitted. The harmonic on
the central carrier was removed to avoid problems in reception related
to the USRP hardware. The signal generated by the VST is depicted in
Fig. 6.

Correspondingly, the two USRPs are configured with a center fre-
uency of 2 GHz, a baseband sampling rate of 60 MS/s and a reference
evel of −20 dBm. The reference level parameter is used to control the
ain of the amplifier at the receiver side. Both USRPs are equipped with

two channels, and each one can be used for transmitting or receiving
purposes. The receiver channels, namely RF0 and RF1, are both used
to acquire the radio frequency signals. The two USRPs are named
‘‘Alice’’ and ‘‘Eve’’ and represent an authorized and an unauthorized

user, respectively, in a classic wireless transmission security problem.
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Fig. 4. Simulated indoor environment.
Fig. 5. Instrumentation used in the experimental setup: (a) the VST chassis and the PXIe - 5841 module, (b) the NI USRP-2974.
Fig. 6. Signal generated by the VST. The representation is in baseband form.

The tests were carried out at different locations in the Information
Engineering Department of Università Politecnica delle Marche by plac-
ing Alice and Eve on top of metal at the positions highlighted in Fig. 7.
‘B’ indicates Bob’s position, while couples ’A-E’ represent different
locations for Alice and Eve. At each location, a signal of 20 s duration
6

was acquired from both USRPs simultaneously and with the same
orientation of the antennas (in all possible combinations, i.e., vertical-
vertical, vertical-horizontal, horizontal-vertical, horizontal-horizontal).
It was chosen to change the orientation of the antennas at each mea-
surement location to evaluate the correlation between the transmitting
channels and the orientation of the antennas themselves.

6. Numerical results and discussion

In this section numerical results obtained through simulated and
experimental data are shown. In both cases, the absolute values of the
CFR measured on each subcarrier represent the feature of the dataset
used as input to the DL algorithm. After several tests, it turns out that
the CFR phase provides no benefit to the classification results on both
simulated and real data. Classification is performed by computing the
average error value on 100 successive samples and comparing it with
a threshold. Authentication performance is measured in terms of the
geometric mean of the accuracy, the probability of false alarm (𝑃FA)
and the probability of missed detection (𝑃MD). The geometric mean is
defined as 𝑔mean =

√

(1 − 𝑃FA)(1 − 𝑃MD). Threshold is chosen in order to
find a balance between the probabilities of FA and MD by minimizing
𝑔mean.

First, an example of the application of the sparse autoencoder on
the simulated data of distant Alice and Eve is reported in Fig. 8. In this
figure, data are alternated, considering 100 samples from Alice and 100
from Eve, and the CFR over time on a single subcarrier is shown. Results
obtained on simulated data are shown in Figs. 9(a) and 9(b), both for
the case where Alice and Eve are close together and for the case where
they are more distant. For the simulations, 10 subcarriers are randomly
selected. Both scenarios show an excellent authentication performance,
even with a small training set (larger than 20), proving the feasibility
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Fig. 7. Measuring stations: B denotes Bob’s position, and A and E denote Alice’s and Eve’s positions, respectively.
Fig. 8. Example of autoencoder application on a single channel subcarrier.

of the proposed approach in an indoor environment. As predictable, it
is easier for the autoencoder to distinguish Alice from Eve when they
are further apart, although a 𝑔𝑚𝑒𝑎𝑛 of 98% is achieved even when they
are close, with almost null probability of FA and 1.6% probability of
MD. There is no significant improvement with a training set of more
than 100 samples. Results have been averaged over 30 trials. After an
initial peak of 0.086 (with a training set of 15 samples), variance on
results remains below 2 ⋅ 10−4.

After verifying that the proposed approach works well in the case of
simulated transmission, the achievable performance in the case of real
communication is analyzed. The first thing to note is that, unlike the
simulated scenario, the channel is time-varying, being subject to the
movement of people and objects within the considered environment.
Figs. 10(a) and 10(b) show the 𝑔𝑚𝑒𝑎𝑛 and the probabilities of FA and
MD achieved by applying the sparse autoencoder on the real data,
7

considering Alice and Eve located in different positions, as illustrated
in Fig. 7. The following parameter setting for the sparse autoencoder
has been considered:

• 600 epochs;
• coefficient for the L2 weight regularizer 2 ⋅ 10−10;
• sparsity regularization 10−10;
• sparsity proportion 0.7.

In this case, results have been averaged over 50 trials. Since the
receivers have two antennas, equal gain combining (EGC) is applied
to the received data and 39 real subcarriers are considered. Compared
with results obtained on synthetic data, it can be immediately observed
that the size of the training set necessary to have good authentica-
tion performance is higher, due to the channel variability introduced.
The autoencoder, in fact, needs more data over time to learn the
characteristics of Alice’s channel. However, as is also the case with
simulations, but with due proportion, after a certain value the size of
the training set stops having an impact on the results. Also, results
prove that the classification accuracy is independent of the distance
between the USRPs and the VST. Only the results for Position 1 show
some difference from the others, probably caused by a greater channel
variability at the initial stage of data collection.

Finally, the proposed approach is compared with other existing
OCC algorithms, namely OC-SVM [48] and OC-forest, also known as
isolation forest [49]. Both these algorithms correspond to the one-
class version of the well-known SVM and random forest, and can be
used in anomaly detection mode. Differently from autoencoders, these
techniques are not designed to properly take into account the time
variation of the samples, i.e., in the case here considered, the variation
of the channel response over time, as evident from Fig. 11. Starting
from the same dataset of real data collected in different positions, it
can seen from Figs. 11(a) and 11(b) that OC-SVM and OC-forest are
much less effective than autoencoder, leading to worst probabilities of
FA and MD. Regarding Fig. 11(a), probability of FA decreases as the size
of the training set increases, while MD exhibits the opposite behavior.
The results also show lower stability and higher variance than those
obtained using the autoencoder, although they were averaged over 150
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Fig. 9. Authentication performance measured on simulated data by varying the training
set dimension.

trials.
It is evident from the above results that a machine learning al-

orithm capable of taking into account the time variability of the
channel is necessary to achieve a decent authentication level when
considering an indoor scenario characterized by a changing environ-
ment, with people moving around and changing multipath components.
In particular, the chosen autoencoder presents multiple advantages:
it can be trained on a single class, that of the legitimate transmitter,
and the training set dimension has a negligible impact in most of the
examined cases. More importantly, it enables to obtain very low values
of missed detection probability, which means that the adversary is
correctly identified in most of the cases. When different algorithms are
applied, such as isolation forest and OC-SVM, a marked deterioration
in performance becomes visible, since the channel variations are not
properly considered.

Despite the good results obtained by means of the sparse autoen-
oder, one of the key limitations of the paper is the absence of con-

sideration for moving nodes, which are common in real-world network
scenarios, especially in mobile and wireless environments. By focusing
only on static nodes, the results may not fully capture the dynamic
8

b

Fig. 10. Authentication performance measured on real data by varying the training
set dimension, with horizontal antennas, using the sparse autoencoder.

nature of real-world attacks. Moving nodes involve a more rapidly
varying channel, which the autoencoder alone cannot keep up with.
n this case, machine learning-based classification should be supported
y tracking algorithms to enhance the authentication performance.
dditionally, the paper employs a relatively simple attack model, which
ay not adequately represent the complexity and sophistication of real-
orld adversarial strategies. A more advanced attack model is needed

o better simulate realistic adversarial behaviors and evaluate the ro-
ustness of the proposed methods under more challenging conditions.
uture works will consider these further steps towards a fully realistic
cenario.

7. Conclusions

In this paper an approach based on a sparse autoencoder to assess
the level of authentication achievable in a real indoor changing envi-
onment has been proposed. A real dataset was created by leveraging
 Vectorial Signal Transceiver (VST), playing the role of the receiver,
nd two Universal Software Radio Peripherals (USRPs), emulating the

ehavior of the legitimate transmitter and the potential adversary.
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Fig. 11. Probabilities of FA and MD measured on real data by varying the training set
imension, horizontal antennas, using (a) isolation forest and (b) OC-SVM.

The proposed deep learning algorithm has been trained only on data
coming from the legitimate user in a short interval of time. Before
applying it to real-world data, the autoencoder has been tested with
imulated data, proving its effectiveness even when the adversary is
ess than 1.5 meters away from Alice. Next, the same technique has
een applied to real data, collected at different locations within a
ime-varying indoor environment. Results show that a geometric mean
f accuracy higher than 90% is achieved with a small training set,
egardless of nodes location, demonstrating the validity and robustness
f the proposed approach. Nevertheless, the validity of this paper is
imited to a scenario involving only static nodes. Future works will
nvolve a more complicated scenario with moving nodes along with
ore sophisticated attack models.
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