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ABSTRACT. A recent paper by Zhang and Zhang claims to construct the first
code-based non-interactive key exchange protocol, using a modified version of the
Code Equivalence Problem. In this paper we explain why this approach is flawed.
Namely, we describe an attack which involves only linear algebra and com-
pletely breaks the protocol with overwhelming probability. A simple Magma script
confirms our results.

1. Introduction

The importance of public-key cryptography in modern society cannot be
understated. Primitives such as key exchange mechanisms and digital signatures,
in fact, are fundamental building blocks to guarantee confidentiality, authenti-
cation, and many other functionalities related to secure communication. With
the threat of quantum computers looming on the horizon, the cryptographic
community has begun a slow and careful transition to so-called post-quantum
systems, i.e., protocols that are not affected by the currently-known quantum
attacks. These generally include protocols whose hardness relies on problems
related to Euclidean lattices, linear codes, isogenies on elliptic curves, and
a few others. Efficient protocols for post-quantum encryption and signature
functionalities exist, and are under evaluation for standardization by agencies
such as the National Institute of Standards and Technology (NIST) (see [I]).
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At the same time, we still lack fully satisfactory options for static key exchange
protocols such as Diffie-Hellman. In fact, to date, the only existing post-quantum
constructions to implement this protocol are based on the hardness of finding
isogenies between supersingular elliptic curves [10,[IT]. This setting, however,
is characterized by very complex arithmetic, which leads to slow performance
results, at least when compared to the state of the art. What is worse, is the
SIKE scheme has been completely broken by a recent, devastating attack [9],
leaving the community with even fewer options.

A new line of work in post-quantum cryptography proposes to exploit the
hardness of the code equivalence problem, which is the problem of determining
whether two linear codes are equivalent via a linear isometry. The hardness
of code equivalence has been studied through several works [Bl[7,T2/[T4] and there
is no known vulnerability against quantum attackers. Thus, the problem appears
to be suitable to build post-quantum cryptosystems. Code equivalence has been
used successfully to construct signature schemes (e.g. [4[6L[8]), yet some other
applications have so far been out of reach. For example, the non-commutative
nature of the associated group action poses an obstacle towards developing a
key exchange protocol.

In [I5], the authors claim that, by using an alternative version of the code
equivalence problem, it is possible to develop a non-interactive key-based pro-
tocol, a-la Diffie-Hellman. Their method, in a nutshell, proposes to split the
action of the permutation defining the equivalence into two, disjoint sets, so
that composing permutations from the two sets is commutative. In other words,
the permutations picked by Alice and Bob have orthogonal fixed points: Alice
leaves unchanged the coordinates in even positions, while Bob leaves unchanged
those in odd positions. By doing this, Alice and Bob end up with the same code,
which is then used to compute the same shared key. Note that the associated hard
problem is not code equivalence anymore, due to the presence of fixed points:
the authors in [I5] call it sub-LCE and propose a reduction to the canonical
code-equivalence problem.

In this paper, we show that this approach is severely flawed, and that the
scheme is completely insecure. Namely, we present an attack which can retrieve,
with basic linear algebra, the secret transformations picked by Alice and Bob.
The attack exploits the presence of fixed points, and uses them to first retrieve
the change of basis which is necessary to hide the permutation action. Once
it has been obtained, retrieving the transformations is a trivial task. We have
tested our attack, using Magma, on the parameters recommended in [I5]: our
implementation can break all the proposed instances in just a few milliseconds.
This shows that the scheme in [I5] is completely insecure.

The paper is organized as follows.
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In Section[2] we establish the notation we use throughout the paper and recall
basic concepts about code equivalence. In Section[3] we briefly present the scheme
proposed in [I5]. The proposed attack is described and benchmarked in Section @l
Notice that the existence of this attack does not imply that code-equivalence is
not secure; indeed, as we show in Section [ the reduction considered in [15]
is not meaningful for an average code-equivalence instance. Finally, in Section [B]
we draw some concluding remarks.

2. Background

We begin by clarifying the notation that will be used throughout this manu-
script and provide basic notions about linear codes and code equivalence.

2.1. Notation

We denote with I, the finite field of order ¢, with ¢ being a prime power,
as is customary. We will use F} to indicate the multiplicative group of F,.
We write GL(g) for the set of invertible k x k matrices with elements in Fy,
or simply GL; when the finite field is implicit. Let S,, be the Symmetric group
of order n, i.e., the group of permutations over n elements. Given a vector
x = (v1,...,7,) € F} and a permutation 7= € S,,, we write the action of
on x as 7(x) = (Tr(1);-- -, Tr(n)). Note that a permutation can equivalently be
described as an n X n matrix with exactly one 1 per row and column. Anal-
ogously, for linear isometries, i.e., transformations 7 = (v;7) € F;" x S, we
write the action on a vector & as 7(x) = (V1Zx(1),- ., UnZr(n)). Then, we can
also describe these in matrix form as a product Q = DP, where P is an n X n
permutation matrix and D = {d,;} is an n x n diagonal matrix with diagonal
entries in ;. We denote with M,,(¢) the set of such matrices, usually known as
monomial matrices, or again simply M,, when the context is clear.

2.2. Linear codes

An [n, k]-linear code C of length n and dimension k& < n over F, is a k-
-dimensional vector subspace of Fy. It can be represented by a full-rank matrix
G e F’; *™ with rank k, called generator matriz, whose rows form a basis for the
vector space, i.e., C = {uG, u € F’;}. Alternatively, a linear code can be repre-
sented as the kernel of a full-rank matrix H € Fén_k)xn, known as parity-check
matriz, i.e., C = {:c € Fy: Hz" = 0}. For both representations, up to some
permutations of columns, there exists a standard choice, called systematic form,
which corresponds, respectively, to G = (I | M) and H = (-M" | I,,_y).
Generator (resp. parity-check) matrices in systematic form can be obtained very
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simply by calculating the row-reduced echelon form starting from any other gen-
erator (resp. parity-check) matrix. The parity-check matrix is important also as
it is a generator for the dual code, defined as the set of words that are orthogonal
to the code, i.e.,

CL:{yEIFZ s Ve e, :B~yT:0}.

Note that, if C has length n and dimension k, then its dual C* has dimension
n —k.

The concept of equivalence between two codes is central to coding theory.
Indeed, two equivalent codes have the same weight enumerator function, which
implies that in principle they share the same error correction capability. For our
purposes, we present the following formulation for code equivalence.

DEFINITION 2.1 (Code Equivalence). We say that two linear codes C and C" are
equivalent, and write C ~ C’, if there exist a field automorphism a € Aut(F,)
and a linear isometry 7 = (v; ) € F;" x S,, that map C into C', i.e., such that

C'=7(a(C) ={yeF; :y=1(a(x)), zeC}.

The notion presented above is the most general, and is known as semilinear
equivalence. However, as explained for instance in [4,[8], the role of the field
automorphism in cryptographic applications is minimal, and does not contribute
significantly to a scheme’s security. Moreover, cryptographic protocols based
on code equivalence (including the work of [I5]) overwhelmingly utilize prime
fields, so that this notion is not meaningful anyway. As a consequence, in this
paper, we restrict our attention to the case in which the codes are mapped
only through a monomial transformation. This notion is usually known simply
as linear equivalence. If, instead, one searches for a monomial transformation
which corresponds to a permutation (i.e., all scaling coefficients are equal to 1,
meaning the diagonal matrix D of the scaling coefficients is the identity), then
the notion is known as permutation equivalence.

Clearly, if C and C’ are two codes with generator matrices G and G, respec-
tively, it holds that

C~C < 3(S5;Q) Gy xM, st. G’ = SGQ.
This characterization leads to the following computational problem.

PROBLEM 1 (Linear Code Equivalence (LCE)). Let G, G’ € FA*™ be two gen-
erator matrices for two linearly equivalent codes C and C’. Find two matrices
S € GLj, and Q € M,, such that G'= SGQ.
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3. System Description

In this section we recall the details of the scheme proposed by [15].
We first note that a straightforward, direct translation of the well-known
Diffie-Hellman key exchange protocol cannot work in the code-based setting.
Indeed, as explained in [4], one can describe the code-equivalence setting in terms
of group actions: a public generator matrix G GF’;X” is interpreted as the group
generator, while the group action associated to a monomial matrix Q € M,, is
obtained as

G' = SGQ, where S € GLy.

It is immediately seen that the codes C and C’, generated respectively by G and
G’ are equivalent according to Definition 21l However, differently from the group
actions used in the original Diffie-Hellman key exchange and in the Elliptic Curve
counterpart, the code-equivalence group action is not commutative. In fact, as
is widely known, permutations in general do not commute, and thus neither do
monomial matrices. This means that, for two monomials

Q,,Q, €M,, onenormally has Q,Q, # Q,Q,.

So, if Alice and Bob compute and exchange
G,= S,.GQ, and G,=S5,GQ,,

then the reconciliation phase would fail with very high probability, because the
code generated by

Gra = GvQ, = 5,GQ,Q,,
would be different from that generated by

G = G.Q,= S.GQ,Q,.

To achieve the commutativity property in the code-equivalence setting, the
authors in [I5] propose to restrict the choice on Q, and Q, to special transfor-
mations. Namely, they split the action of the monomial matrix into two parts,
where only the even- or odd-numbered columns are affected. To do this, they
define the sets EM,,(¢) and OM,,(¢) (that we will shorten to EM,, and OM,,),
which are the subgroups of M,, containing matrices that have a 1 in the odd-
-numbered and even-numbered elements of the diagonal, respectively. This means
that multiplying a matrix G by an element of EM,,, only the even-numbered
columns of G are affected (i.e., permuted and scaled), and viceversa. The set
sub — M,, is then defined as their union, and leads to the following problem.
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PROBLEM 2 (sub-LCE). Let G, G’ € F:*™ be two generator matrices for two
linearly equivalent codes C and C’. Find two matrices S € GLy and Q € sub—M,,

such that
G = SGQ.

The key exchange protocol described in Section 3.1 of [15] is summarized
in the following table.

TABLE 1. The Key Exchange Protocol of [15].

Alice Bob
$ $
Q, < OM, Q, < EM,
s, & 6Ly S, <& GLy
G, = S.GQ, G, = S,GQ,
_ Ga
Gy

Gro = GHQ, G, =G.Q,

K = f(Gra) K = f(Gw)

In the protocol above, the matrix G is public information, and f denotes a
function that is used by both parties to derive the shared secret; specifically, this
consists of computing the systematic form of the matrix and then extracting the
secret in the desired format. The correctness of the scheme is based on the fact
that, when

Qa € OMn and Qb € EMna
then trivially

QaQb = Qan-

The parameters recommended in [I5] are reported in Table @l The security
level of the scheme is given in log, of binary operations, as customary. Param-
eters are chosen with respect to the best generic attacks, by which we mean
attacks that work on the code equivalence problem in all generality (as opposed
to “specialized” attacks such as SSA [14]). We do not go into details here, but
refer the interested reader to [7,[12] instead.
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TABLE 2. Parameters of the key-exchange protocol proposed in [I5].

Security (bits) | ¢ | n k

128 31 1400 | 194
192 31| 600 | 294
256 31| 800 | 394

4. The Attack

In this section we describe an attack to the key exchange protocol proposed
in [T5]. Without loss of generality, let us restrict our attention to Alice’s side
(the case of Bob is entirely equivalent). In the scheme, Alice’s private informa-
tion consists of the matrices S, € GL; and Q, € OM,,, where Q, only affects
the odd-numbered columns of G. Assume for simplicity that the code parame-
ters are such that k = n/2. Then, one can generate a new instance G, = Saé,
where G, and G are obtained by removing all the odd-numbered columns from
G, and G, respectively. This is because the monomial transformation does not
affect the even-numbered columns. Now, since these are square matrices, solving
the associated system of equations is immediate, yielding S, with overwhelming
probability. Once S, is known, finding @, from the original equation becomes
trivial.

Note that this attack also works if k& # n/2. Indeed, in case k < n/2,
the system of equations is overdetermined and, with overwhelming probability,
will yield a single solution. Instead, if k£ > n/2, it may be that the system allows
for multiple solutions, and finding the correct one can be made very expensive
by choosing parameters to this extent. To be sure, the authors do mention an
attack which is analogous to this one in Section 3.2.3, and suggest to choosd]
k > n/2 to avoid it. In fact, with this parameter choice, the system has a number
of free variables equal to (2k—n)k/2 > 0. However, the authors crucially overlook
the fact that the same attack can be performed on the dual of the specified codes.
To be precise, consider a code generated by G and let H be a generator for its
dual. Then, it is a well-known fact that any matrix of the form T H Q Tisa
generator for the dual of the code generated by SGQ, where

SeGLy, TeGl,y and Q€ M,

INote that, despite their own recommendation, the authors propose wrong parameters, as
shown in Table[2 taking e.g., n = 400,k = 194.
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and we denote by Q7 the matrix (Q )7, for short. Using this, an attacker
trying to recover Alice’s information can write a new instance using the dual
codes, as follows. First, the attacker computes the matrix H from G, and after
receiving G, he computes the corresponding parity-check matrix H,. Then, it

must be that
H, = THQ;T for some T € GL,,_;.

The attacker can now generate the instance H o= TH as above, and solve for T.
In fact, this system is now overdetermined and, again, it will produce the correct
solution with overwhelming probability. The matrix @, is then straightforwardly
revealed, as before.

4.1. Formal Security Clarification

In Theorem 2 of [15], the authors show that an instance of the Linear Code
Equivalence problem (Problem [2)) can be reduced to a sub-LCE instance in poly-
nomial time. Presumably, the intent is to give some guarantee about the hard-
ness of the problem. We explain this reduction, and why this does not in fact
say anything meaningful about hardness, for the proposed use case.

First, note that the setting of [15] is note unique, and their choice of split-
ting the action into odd- and even-numbered columns entirely arbitrary. Indeed,
any other split into disjoint sets gives a completely equivalent formulation;
for instance, splitting into left half and right half of the columns. This latter
formulation makes it easier to present the reduction, and so we will use if?
in the following explanation.

Now, suppose that G’ = SGQ for some invertible matrix S and monomial
matrix Q. By generating a random invertible £ x k matrix S9 and a random
k x n matrix R;, one can always construct two matrices

_ G 0 ~, G’ 0
G P— G P—
0 R1 0 S2R1
It is not difficult to show that
S 0 ~ 0
& Q
0 Sy 0 I

el (1)

Thus an instance of the LCE problem always produces an instance of sub-LCE
problem. One can check that a solution to Equation (II) will always produce a

solution to G'= SGQ.
2Note that the authors themselves do this in their proof of Theorem 2.
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By this reduction of an LCE problem to a sub-LCE problem, it is suggested
that in general, it should be difficult to solve an instance of the sub-LCE problem.
However, this does not tell us the whole story. The reduction method actually
tells us that a sub-LCE instance in the form of Equation () is not easy to solve,
hence we can say this is a worst-case scenario. However, from this we cannot tell
anything about the average case and, as we have shown in the previous part,
the sub-LCE problem can be efficiently solved with very high probability. To see
why the previous attack does not work on the instance of Equation (), one can
try to apply the attack. For simplicity, we assume that n = 2k and let

~ G 0 ~, G 0
G = G =
0 Ry 0 Ry
Suppose that
- 0 ~
SG @ =G
0 I

Note that this implies that S is of the form

Sy 0
S p—
0 5o
Therefore the equation becomes
S:1GQ 0 G 0
0 SQ R1 0 R2

Since our attack consists first of considering the part where the columns are not
permuted, then we take the right half of this equation. That gives us So Ry = R».
This only helps us recover S5 but we do not have any information about S; and
therefore it will not be possible to recover S.

To conclude, our attack cannot be used to solve a particular instance produced
by the reduction of an LCE instance to a sub-LCE instance. In other words,
our attack does not help solving the Linear Code Equivalence problem. How-
ever, for random instances of sub-LCE, our attack works with overwhelming
probability.

4.2. Attack Performance

The attack we have described in the above sections makes use of basic linear
algebra, so its time complexity is clearly below the claimed security level. To give
a practical evidence about the effectiveness of our attack, we consider the timings
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obtained with a simple Magma implementation of the attack. The following times

were obtained by considering the average over 100 runs of the attack, running
on a machine with 2.6 GHz 6-Core Intel Core i7 processor.

TABLE 3. Timings for the attack on the key-exchange protocol proposed in [15].

q n k | Time (ms)

31| 400 | 194 12
31| 600 | 294 37
31| 800 | 394 73

31| 2000 | 994 927

In Table[] the first three rows correspond to the parameter sets chosen in [15]
(see Table[2). In addition, we have included a fourth parameter set, that we have
designed artificially, but in accordance with the methods employed in Zhang and
Zhang’s work. Note that even this extreme choice of parameters, leads to an
attack that is tremendously efficient. This shows that the construction is funda-
mentally flawed, and it is unlikely to be repaired by different parameter choices.

5. Conclusions

Traditional code-based cryptography relies on the usual metric from cod-
ing theory, the Hamming metric, which provides interesting results in some
settings (e.g., encryption [2[3]) but is a limitation in many others (e.g., sig-
nature schemes). Using alternative metrics, such as the rank metric, has the
potential to provide performance improvements, but occasionally comes with
security shortcomings [I3]; moreover, the underlying approach is still funda-
mentally the same, based on decoding hardness, and many limitations are still
in place. In this light, the code equivalence problem represents an interesting
new avenue in code-based cryptography, allowing access to frameworks and tech-
niques that were not previously available. In particular, using code equivalence
has so far been helpful in partially filling the gap for primitives in this area:
the LESS scheme, in fact, shows great potential in this sense. Even more rel-
evant would be to have a code-based static key exchange. The authors in [15]
proposed a construction to achieve such a scheme, but crucially overlooked a
vulnerability in their proposed methods. In this paper, we have described an
attack on the construction, which shows that the scheme is broken beyond repair.
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Thus, designing a Diffie-Hellman key exchange using code-based cryptographic
tools remains an open problem.
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